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Chapter 1 - Introduction

GrouplD uses an identity store-based model. You can create an identity store for a
supported identity provider and perform different functions on that identity
provider through the identity store. These functions include group management
tasks, such as creating groups, scheduling group updates, and expiring groups; user
management tasks, such as creating users and mailboxes, managing users’ profiles,
and more.

GrouplD supports the multiple identity providers for creating an identity store.
Microsoft Azure is one of the identity providers that GrouplID supports. The purpose
of this guide is to provide information that will help configure GroupID in Microsoft
Azure.
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Chapter 2 - Register GroupID in Azure

To use Microsoft Azure Active Directory (Azure AD) identity provider, GrouplD must
first be registered in Azure portal. The registration grants GrouplD access to a
particular Azure Active Directory and its data, such as Azure AD groups and users.

GrouplD requires:

e An application registered for GrouplD in Azure AD (with the Microsoft Graph
APl and Exchange API permissions).

e An Azure Directory Role for the service account for the Azure identity store.

NOTE See Role and Permissions section on Administrator role permissions in
Azure Active Directory for reference.

GroupID Application Registration and Permission
Assignment

This section discusses the GrouplD application registration and permission
assignment procedure.

1. Login to https://portal.azure.com/ with a user that is part of the “Global
Administrator” role or any role that has rights to register an app, such as the
“Application administrator” role. This is required in order to give consent to
certain permissions in the application.

2. In the Microsoft Azure portal, go to Azure Active Directory > App registration

and click T Nevregisen
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Chapter 2 - Register GroupID in Azure

Home > Imanami

g2 Imanami | App registrations = - X
)
Azure Active Directory
« - New registration | @ Endpoints 2 Troubleshooting () Refresh ¥ Download [ Preview features
@ Overview -
B Preview features
@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and td
X Diagnose and solve problems Azure AD Graph. We will continue to provids technical support and security updates but we will ne longer provide feature
updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
Manage
& users All applications ~ Owned applications  Deleted applications
2 Groups

P start typing a display name or application (client) ID to filter these r.. F Add fitters

&, Roles and administrators
This account isn't listed as an owner of any applications in this directory.

& Administrative units
View all applications in the directory

i Enterprise applications

O Devices

@) Identity Governance

E Application proxy
B Custom security attributes
(Preview)

4 Licenses

» Azure AD Connect

Figure 1: App Registration page

3. On the Register an application page, specify a name for the app. Select
Supported account types as Accounts in any organizational directory (Any
Azure AD directory — Multitenant). Leave the Redirect URI as is and click
Register.

Register an application

*Name

The user-facing display name far this application (this can be changed later).

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (Imanami only - Single tenant)

@ Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform e ‘ ‘ e.g. https://example.com/auth

Register an app you're warking on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =

Figure 2: Register an application page
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Chapter 2 - Register GrouplID in Azure

4. The Overview page is displayed. Copy the Application (client) ID and keep it

safe.

. Essentials

Display name
ImanamiGroupll

Client credentials
Add a certificate or secret

Application (client) 1D

12393389e-d0ba-40ff-85fa-24e31d7523a8

Redirect URIs
Add a Redirect URI

Object ID

Directory (tenant) ID

Supported account types
Multiple organizations

7839b80d-7bf1-4165-a2e1-c1c64236386e

07ba8792-2426-43dd-%2da-f24de3bd2ba3

Application ID URI
Add an Application 1D URI

Managed application in local directory
ImanamiGrouplD

Figure 3: Overview page

5. Go to the Authentication node and set it as follows:

Home > Imanami > ImanamiGrouplD

£ Search (Ctrl+/) «

i overview

& Quickstart

# Integration assistant
Manage

EE Branding & properties

Certificates & secrets
{I! Token canfiguratian
% APl permissions
& Expose an AP
H App roles
& Owners
i, Roles and administrators

H Manifest
Support + Troubleshooting

£ Troubleshooting

2 New support request

3 ImanamiGrouplID | Authentication =

27 Got feedback?

Platform configurations

Depending on the platferm or device this application is targeting, additional configuration may be required such
as redirect URIs, specific authentication settings, or fields specific to the platform.

+ Add aplatform

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (Imanami only - Single tenant)

| @ Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Help me decide...

Advanced settings
Allow public client flows &

Enable the following mobile and desktop flows: No

« App collects plaintext passward (Resource Owner Password Credential Flow) Learn mores)
= No keyboard (Device Code Flow) Learn more'
» 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn mare=l!

Figure 4: Authentication page

6. Click Hsave
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Chapter 2 - Register GroupID in Azure

7. Click Roles and administrators node.

Home > Imanami

=: Imanami | App registrations  » %
. Azure Active Directory

« + Newregistration @ Endpoints ¥ Troubleshooting (' Refresh & Download [ Preview features A&7 Got feedback?
@ Overview -

BB Preview features .
@ Sterting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph.
X Diagnose and solve problems We will continue to provide technical support and security updates but we will no longer provide feature updates. Applications will need to be
upgraded to Microsoft Authentication Library {MSAL) and Microsoft Graph. Lesm more

Manage
& Users all applications ~ Owned applications  Deleted applications
& Groups
5 Start typing a display name or application (client) ID to filter these r *7 Add filters
& Roles and administrators 1 applications found
@ Administrative units Display name T Application (client) ID. Createdon T Certificates & secrets
B Enterprise applications “ ImanzmiGrouplD 1293380e-d0ba-40f-857a-24... 5/31/2022

Figure.5: Roles and administrators node

8. On the All roles page, add your registered application to Global
administrator role. Type global to filter out the Global administrator role.
Click Global administrator.

Home > Imanami

2 Roles and administrators | All roles x
manem| - Azure Acte Diectory

e

@

Administrative roles

[ — T

Fole Te | Description Trpe i

0]l Giobel
O i Globaire

Figure.6: All roles page

Click Add assignments. On the Add assignment page, search your
application and select it. Click the Add button. The application will be listed
on the Assignments page.

Home > x1wgv > Roles and administrators > Global administrator Add ﬂssignments X
2 Global administrator | Assignments

Allroles
Only groups eligible for role assignment are displayed. Learn more o
« + Add assignments | ) Removeassionm ¢ 1oy
X Diagnese and salve problems |

Manage
@ vou can aiso assign built-in roles to groups ImanamiGroupID

28 Assignments B 15 b950-20c5-as26-otsoecserie
[ Description Search Type

o
Activity

Name

% Bulk operation results

O munu
Troubleshooting + Support ) somatoeat
& New support request O soniatppin Selected items.

No items selected

Figure 7: Assignments and Add assignments pages
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Chapter 2 - Register GroupID in Azure

9. Go to the API permissions node and select Add a permission.

P Search (Ctrl+ «

B oveniew
& Quickstart

#" Integration assistant

Manage

EE eranding & properties

9 Authentication
Certificates & secrets

il Token configuration

& Expose an APl

¥ Approles

&8 Owners

&, Roles and administrators |
Preview

M Manifest

() Refresh A& Got feedback?

@ The "Admin consent required” column shows the default value for an erganization. However, user consent can be
customized per permission, user, or app. This column may not reflect the value in your organization, or in organizations
where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process.
The list of configured permissions sheuld include all the permissions the application needs. Learn more about permissions
and consent

Add a permission | ~ Grant admin consent for Imanami

APl / Permissions n... Type Description Admin consent req...  Status
~ Microsoft Graph (1)

User.Read Delegated  Signin and read user.. MNo b

Te view and manage permissions and user consent, try Enterprise applications.

Figure 8: API Permissions page

10. The Request API permissions page opens. Click Microsoft Graph API.

Select an API

Request AP| permissions X

Microsoft APIs

APls my organization uses My APIs

Commonly used Microsoft APls

Microsoft Graph

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePeint, Planner, and more through a

\_—
4‘\ Take advantage of the tremendous amount of data in Office 263, Enterprise Mobility + Security, and Windows 10.
4

single endpoint.

En
=] Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

£, Azure Service Management

Programmatic access to much of the
functionality available through
the Azure portal

Dynamics 365 Business

,£
WV Central

Programmatic access to data and

r Azure Communication
L Services

Rich communication experiences with
the same secure CPaa$ platform used
by Microsoft Teams

O Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within
your Key Vaults

—
— Azure Storage
Secure, massively scalable object and

data lake storage for unstructured and
semi-structured data

D Dynamics CRM

Access the capabilities of CRM bu:

,J Azure Cosmos DB

Fast NoSQL database with open APls
for any scale.

[ Azure Rights Management
“‘ Services
Allow validated users to read and write
protected content

Ny, Data Export Service for
I# Microsoft Dynamics 365

Export data from Micrasoft Dynamics
CRM organization to an external
destination

b Dynamics ERP

Programmatic access to Dynamics ERP

Figure 9: Request API permissions page
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Chapter 2 - Register GroupID in Azure

11. Select the Delegated permissions tab.

Request APl permissions X

CAll APIs
@ Microsoft Graph
https://graph.microsoft.com/ Docs !

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as & background service or dsemon without a

signed-in user.

Figure 10: Request API permissions page

12. Permissions get listed on the page. Set the following permissions for the

Microsoft Graph API:

Permission Admin consent required

/' Directory (3)

Directory.AccessAsUser.All ©
Access directory as the signed in user

Directory.Read.All ©

; Yes
Read directory data

Directory.ReadWrite All ©
Read and write directory data

N EWS (1)
EWS.AccessAsUser.All &
- Access mailboxes as the signed-in user via Exchange Web Services

V' Group (2)

Group.Read.All ©

Yes

Read all groups

Group.ReadWrite.All ©

& Yes
Read and write all groups

/' IdentityProvider (2)
IdentityProvider.Read.All ©

= i Yes
Read identity providers
IdentityProvider.ReadWrite.All ©

Yes

Read and write identity providers
V' MailboxSettings (2)

MailboxSettings.Read @

No

Read user mailbox settings

MailboxSettings.ReadWrite ©

No

Read and write user mailbox settings

7 © 2022 Imanami | Now Part of Netwrix.



Chapter 2 - Register GrouplID in Azure

V' Mail (7)
MailRead @
= : No
Read user mail
- Mail.Read.Shared @O v
o
Read user and shared mail
Mail.ReadBasic O
= = No
Read user basic mail
. Mail.ReadWrite O .
o
Read and write access to user mail
Mail.ReadWrite.Shared @
- : No
Read and write user and shared mail
Mail.Send
: © No
Send mail as a user
- Mail.Send.Shared © N
v {e)
Send mail on behalf of others
/' Member (1)
H Member.Read.Hidden 5
es
Read hidden memberships
NOSMTP (1)
n SMTP.Send @ N
o
Send emails from mailboxes using SMTP AUTH.
\/ User (8)
User.Export.All
PO @ Yes
Export user’s data
- User.lnvite. All O -
es
Invite guest users to the organization
. User.Manageldentities. All © .
v es
Manage user identities
User.Read O
i No
Sign in and read user profile
UserRead.All ©
/] ) Yes
Read all users' full profiles
User.ReadBasicAll ©
! No
Read all users' basic profiles
H User.ReadWrite O N
o
Read and write access to user profile
User.ReadWrite.All (O
Yes

Read and write all users' full profiles

Figure 11: Microsoft Graph API permissions

Click the button to add the selected permissions.
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Chapter 2 - Register GroupID in Azure

13. Please note that some permissions require admin consent. Click Grant

admin consent for <username> button.

Home > rigr > ImanamiGrouplD

- ImanamiGrouplID | API permissions =

O Search (Ctrl+/) « O Refrash A Got feadback?

B Overview

[ @ Successiuly granted admin consent for the requested permissions ]

& Quickstart
' Integration assistant Configured permissions
Manage

B Branding & properties
-+ Add a permission [/ Grant admin consent for rigr

AP/ Permissions name Type Description

9 Authentication

Certificates & secrets
> Microsett Grapn (27)

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Admin consent requ... Status

Figure 12: APl Permissions page

The following message is displayed:

Grant admin consent confirmation.

this application already has to match what is listed below.

Do you want to grant consent for the requested permissions for all accounts in Imanami? This will update any existing admin consent records

Click Yes to grant admin consent to all the listed permissions.

14. Click Add a permission button (Figure 8). Follow the steps shown on the

following snapshot:

Request API permissions

Select an API
Microsoft APls APls my organization uses o APIs

Apps in your directory that expose APIs are shown below

P office 365 Q

Name

Office 365 Enterprise Insights
Office 365 Exchange Online o
Office 365 Information Protection
Office 365 Management APIs
Office 365 Mover

Office 365 Search Service

Office 365 SharePoint Online

Application (client) ID
9d02341-e72a-456d-926d-4a0cas59%bee
00000002 -0000-0ff1-ce00-000000000000
2f3f02c9-5679-4a5c-a605-0de55b07d135
€5393580-f805-4401-95e8-94b7abef2fc2
d62121f3-023-4972-b6b0-794190c0fd98
66388757-258C-4c72-893¢-3e8bed4d6399

00000003 -0000-0ff1-ce00-000000000000

Figure 13: Request API permissions page

9
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Chapter 2 - Register GroupID in Azure

15. Click the Application permissions tab:

Request APl permissions X

C All APls
. Office 365 Exchange Online
https://ps.outlook.com

What type of permissions does your application require?

Your application needs to access the APl as the signed-in user, Your application runs as a background service or daemon without

signed-in user.

Delegated permissions {Applicatiun permissions ]
a

Figure 14: Application permissions option

And set the following permissions for the Office 365 Exchange Online API:

Permission Admin consent required

“v" Exchange (1)

Exchange.Managefsfpp
Manage Exchange As Application

Figure 15: Office 365 Exchange Online API permissions

Click the button to add the selected permissions.

Some permissions require admin consent. Click Grant admin consent for
<username> button.

Home > rfgr > ImanamiGroupiD

- ImanamiGrouplD | API permissions  »

O Search (Ctrl+/) « ) Refrash A Got feedback?

f

B owenien [

& Quickstart

# Integration assistant Configured permissions

" Applications are authorized to call APls when they are granted permissions by users/admins 2z part of the consent process. The list of configured parmissions should include
anage

all the permissions the application needs. Learn more about permissions and consent

1 Branding & properties

~+ Add a permission [V Grant admin consent for rfigr

API/ Permissions name Type Description Admin consent requ... Status

D Authentication

Certificates & secrets
" 5 Wicrossrt Gran 27)
1l Token configuration
> Office 365 Exchange Oniine (1)
= APl permissions
@ Expose an AP

To view and manage permissions and user consent, try Enterprise applications.
i App roles

Figure 16: APl Permissions page with Grant admin consent button

The following message is displayed:

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in Imanami? This will update any existing admin consent records
this application already has to match what is listed below.

Click Yes to grant admin consent to all the listed permissions for the
Microsoft 365 Exchange Online API.

10
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Chapter 2 - Register GrouplID in Azure

This completes the registration process of GrouplD in Azure AD.

Provide certificate for Modern Authentication

While configuring GrouplD application in Azure AD you must provide a certificate.
You can generate this certificate using GrouplD PowerShell or any other third-party
application.

To generate a certificate using GrouplD PowerShell:

1.
2.

Login to GrouplD server and run GrouplD PowerShell as an administrator.

Run the following command:

Smycert = New-SelfSignedCertificate -DnsName
"contoso.org" -CertStorelLocation
"cert:\LocalMachine\My" -NotAfter (Get-
Date) .AddYears (1) -KeySpec KeyExchange

Smycert | Export-Certificate -FilePath c:\mycert.cer

Figure 17: GrouplD PowerShell command for certificate generation

The generated certificate will be saved at the root level of Drive C.

In Azure portal, while configuring the GroupID application, upload this
certificate using the Certificate & secrets node.

Home > rfqr manamiGroup|D Upload Certiﬁcate X
ImanamiGrouplD | Certificates & secrets =

1 a certificate (public key) with ane of the following file types: cer, pem, crt

[ search cti+ | « & cotteedbace

Enter a description for this certificate J

ooy

Credentials enable confiential applications to identify then
Quickstart an HTTPS scheme), For a higher level of assurance, we recol

# Integration assistant

Manage @ 2pplication registration certificates, secrets and federste

B2 Branding & properties

3 Authentication Certificates (0)  Clientsecrets (0)  Federated cre

Certificates & secrets Certificates can be used as secrets to prove the applicatiol

11! Token configuration

9 APl permissions

Thumbprint Description
@ Expose 2n API
B App roles No certificates have been added for this application.
28 Owners

4. Roles and administrators

Support + Troubleshooting
A Troubleshooting

& New support request

:

Figure 18: Certificates & secrets window

On the Upload certificate page:

11
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Chapter 2 - Register GroupID in Azure

1. Click browse to select the generated certificate, mycert.cer, from
Drive C.

2. Provide a brief description for the certificate in the Description box.

3. Click Add.

3. After uploading the certificate successfully, Certificate Thumbprint is
displayed. Copy it and keep it safe.

ImanamiGrouplD | Certificates & secrets 2

Figure 19: Certificates & secret window with certificate Thumbprint

The certificate Thumbprint will be used:

e While creating an Azure identity store (on the Identity Store Details
page of new identity store creation wizard).

e On the Messaging System page in identity store properties when
Exchange Online/Office 365 is set as a messaging provider.

e In Synchronize, in a Synchronize job, when you select AD as destination,
and Office 365 as a messaging provider on the Sync Object page, you
must provide the certificate Thumbprint.

Verify Modern Authentication

You can test Modern Authentication from GrouplD Powershell in your tenant. First,
verify that Exchange Online module is installed on your GrouplD server using the:

Get-InstallModule -name exchangeonlinemanagement

Connect to Exchange Online via command shown in screenshot below and fetch
some data

NOTE For that you need Certificate Thumbprint and Application ID of the
> registered app

12 | © 2022 Imanami | Now Part of Netwrix.



Chapter 2 - Register GroupID in Azure

Connect-ExchangeOnline -certificateThumbprint Thumbprint -
AppId App ID -organization organization name

To disconnect the Exchange Online session, use the following cmdlet:

Disconnect-ExchangeOnline

After this verification process, you can use the certificate Thumbprint in GroupID.

Create a User in Azure AD

Once your application has been registered with Azure AD, create a user in Azure AD
that will be set as a service account while creating an identity store for Azure in
GrouplD.

To create a user in Azure AD:

1. Inthe Microsoft Azure portal, go to Azure Active Directory > Users and click

+ New user
User
* Namz @
[l
....... 0
i ] N
Not configurad &
perties @ N
efau A
o
groups selected >
. >

Figure 20: New user page

2. On the User page:
e Provide the first and last name of the new user in the Name box.

e Provide the user name of the new user along with the domain name in
the User name box.

e (lick the Profile box and provide more information about the user in the
displayed pane.

o C(lick the Groups box if you want to add the user to one or more existing
groups.

13 © 2022 Imanami | Now Part of Netwrix.



Chapter 2 - Register GroupID in Azure

e (lick the Directory role to add the user to an Azure AD administrator
role. You can assign the user to be a Global administrator or limited
administrator in Azure AD.

= For Global administrator (recommended directory role assignment)

Select the Global administrator option in the Directory role pane:

Directory role X

—

) o

() Limited admini

f.?A‘;.

at

=
0
Global administrazors have full control over all dirsctory rasources.

Learn more sbout directory roles

Figure 21: Directory Role pane

*  For Limited Administrator (Minimum Directory Role Assignment)

Select the Limited administrator option in the Directory role pane
(Figure 21):

Select the following two roles from the displayed list of roles:
v Exchangs administrator @

v Ussr administrator @

These Azure AD administrator roles have the following rights

Exchange administrator can manage all aspects of the Exchange
product

User administrator (User Account Administrator) can manage all aspects
of users and groups, including resetting passwords for limited
administrators.

For example, this role does not allow deleting a global administrator.
User Account Administrators can change passwords for users, Helpdesk
administrators, and other User Account Administrators only.

14 | © 2022 Imanami | Now Part of Netwrix.



Chapter 2 - Register GroupID in Azure

3. Click OK.

By default, the GroupID Administrator security role in an Azure
identity store binds to Global Administrator. If minimum role
assignment for the service account is used, the default Admin
Security role criteria should also be changed to the User Account
Administrators group.

TE
notE

4. When you provide information in the Name and Username boxes, the
Password box, with an autogenerated password, is displayed. Copy that
password. You'll need to give this password to the user for the initial sign-in
process.

NOTE Azure forces new users to change their password at next logon by
signing-in to Azure portal (https://portal.azure.com).

5. Select Create.

The user is created and added to your Azure AD tenant.
You can now create an identity store for Azure AD in GrouplD.

Make sure you copy the application ID which is generated by Azure AD
when the application is registered (Figure 3). This application ID will be
required while creating an identity store for Azure AD.

NOTE

15 © 2022 Imanami | Now Part of Netwrix.
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Chapter 3 - Identity Store Creation and
Role Assignment in GroupID

Once you have registerd GrouplD and created a user with required directory role in
Azure, you can now create an Azure identity store in GrouplD. This chapter walks
you through the steps to create an Azure identity store and assign a role to the
Azure user in GrouplD.

Create an Azure Identity Store

1. In GrouplD Management Console, click the Identity Stores node.

2. Click the New Identity Store option in the Actions pane.
The Create New Identity Store wizard opens to the Welcome page.

B New Identity Store

El  Introduction Welcome
£ Identity Store Welcome to the New Identity Store Wizard.

£l confirm This wizard will walk you through the following steps,

1. Identity Store Details: Here you will choose store type and enter the
credentials.

2. Confirm: it shows the summary of options selected from previous pages.

Figure 22: New ldentity Store wizard — Welcome page

16 © 2022 Imanami | Now Part of Netwrix.



Chapter 3 - Identity Store Creation and Role Assignment in GrouplD

3. Read the welcome message and click Next.

E New Identity Store

El Introduction Identity Store Details:

1 Identity Store Identity store type

I Confirm Windows Azure e
Name:

[
|
|
|

Certificate Thumbprint for Exchange Online Management Application

I

Domain name e.g xyz.onmicrosoft.com

Service account e.g admin@xyz.onmicrosoft.com

Service account Password

Registered Application ID on Azure Active Directory

x =

Figure 23: New ldentity Store wizard — Identity Store page

4. On the Identity Store Details page, provide the following information:

a. Select Windows Azure identity store type from the Identity Store Type

List.

b. In the Name box, type a name for the identity store.

c. Inthe Domain name box, enter name of the Azure domain.

d. Inthe Service Account box, type the name of the service account for

connecting to the Azure identity provider.

The service account must have sufficient privileges in Azure AD so that
group and identity management operations can be performed using

GrouplD.

NOTE If you intend to use a service account user with Global

<~ Administrator directory role, then no change is required in the
default GrouplD security roles settings of Azure identity store.
And if you intend to use a service account user with Limited
Administrator directory role (i.e. User Administrator + Exchange
Administrator), then the GrouplD Administrator security role

criteria group must be changed to User Account Administrator.

17
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Chapter 3 - Identity Store Creation and Role Assignment in GrouplD

e. Inthe Service Account Password box, type the service account

password.

f. In the Registered Application ID on Azure Active Directory box, provide
the application ID assigned to the application you registered on the

Azure portal (Figure 3).

g. In the Certificate Thumbprint for Exchange Online Management
Application box, provide the value of Certificate Thumbprint assigned to
the certificate you uploaded on the Azure portal (Figure 19).

h. Click Next.

' Introduction
I Identity Store

B Confirm

Help

E New Identity Store

Confirm
Please review your selections below and click Finish to save them.

Store type: Windows Azure

Store name: TestAzure

Service account: admin@imanamione.onmicrosoft.com

Domain name : imanamione. onmicrosoft.com

Registered Application ID on Azure Active Directory: a7ec18c2-
1b9b-45db-5065-1a7fa7d3d 16f

Click Finish to save the settings.

Figure 24: New Identity Store wizard — Confirm page

5. On the Confirm page, review your entered information and click Finish to
complete the wizard.

To modify the entered information, click the Back button.

The new Azure identity store is now available on the Identity Stores tab against the

Identity Stores node in GroupID Management Console.

This identity store is enabled by default; however, you can disable or delete it when
it is not required any more.
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Chapter 3 - Identity Store Creation and Role Assignment in GrouplD

NOTE After creating Azure identity store, wait for 10 — 15 minutes for the Azure
. AD domain to replicate to Elasticsearch and then start using Azure identity
store in GrouplD.

GrouplID Security Role Setting

If you want to use a service account user with Limited Administrator role for Azure
identity store, you have to assign it User Account Administrator role in GrouplD.

1. In GrouplD Management Console, click the Identity Stores node.

2. On the Identity Stores tab, double-click the Azure identity store to open its
properties.

3. Click the Security Roles tab, select the Administrator role and click Edit.

{] TestAzure Properties X
{l Identity Store 4 . Wordlow 4 Corfigurations ** Security Roles |Ml Replication 2 History

Configure Access Control

Display Name Priority ~ Criteria Description Add
<& Administrator 1 id=ccd¥ca7-cAD5-4b5-97bcd668efad A DC=manamion...
1 User 99 imanamione.onmicrosoft.com
Delete
Copy
Refresh

@ Get Security Roles

Help 0K Cancel Apply

Figure 25: Identity Store Properties — Security Role tab

4. Click the Criteria tab and change the group to User Account Administrator by
searching and selecting it on the Find dialog box.
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# Administrator Properties X
D General 1 Citeda " Pemissions __ Policies

Select group or container based criteria. All users under the selected object will lie in this role

@® Group
O Container

[id=cod¥ca7-c405-4b5-57bc d868efad MDY DC=manamione.0C=0 €3 | [ . || Preview
@ Show Advanced

Find X
Stattin DCrimanamione DC DCcom
Scope [ Include sub-contaners
General
Name User Account Adminstrator |
Display name: | oK
First name Last name | Cancel
Tite Masname: | |
Company [ Depatment |
Gy |
Office: |
ltems found DN kems to add DN
User Account Administrator JlIEESEN
Help
Add >
< Remove
< >
1 tem found

Figure 26: Identity Store Properties — Criteria tab

Click OK to close the Find dialog box.

Click OK to close Administrator properties and then Identity Store properties
windows.

Limitations of Minimum Service Account
Permissions

If you are using a service account with minimum directory role assignments, the
following limitations apply:

e Only the User role can be assigned to newly created users and mailboxes
objects from GrouplD. The same applies to existing users and mailboxes, as
Directory Roles cannot be changed, using a service account with minimum
directory role assignments.

e The password reset functionlity would be limited to objects falling in the
User role, User Administrator role, and Helpdesk role.
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