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Chapter 1 - About GroupID Authenticate

Authenticate is a federation service for all GrouplID applications. It verifies a user's
identity in an identity store before allowing them to log in and use any GroupID
application. With GrouplID Authenticate, users are provided single sign-on support
across all GrouplD applications that use the same identity store.

With Authenticate, you can use GrouplD both as a service provider and as an
identity provider.

e As aservice provider

GrouplD Authenticate can be extended with third party single sign-on
solutions that support the SAML 2.0 standard. Supported identity providers
are:

e ADFS
e Azure AD SSO

e QOkta
e PingOne
e Onelogin

On accessing GrouplD, end users would be authenticated via the configured
identity provider and logged in.

You can also implement multi-factor authentication in GroupID using a
third-party single sign-on solution or with the options available in GrouplID.

e GrouplD as an identity provider

GrouplD can also be implemented as an identity provider in your
organization. The administrator can configure third-party applications
(service providers) with GrouplD, in which case GroupID authenticates and
authorizes users for those applications.

1
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Chapter 1 - About GroupID Authenticate

Launch GroupID Authenticate

1. In GrouplD Management Console, click Authenticate in the left pane.

[ GrouplD Management Console - X
File Action View Help

e xnm BE

B GrouplD (Local) Idertity Providers Actions

(# Getting Started S
) Identity Stores Name Identity Store Cliert Status .

Z: Admin Panel
G, Authenticate Okta Local Astomete DEV Enabled # AdminFan
S, Automate ® User Enrollment
&b Self-Senvice

Vi »

[ Mobile Service e
&= Applications H Hep

&%, Insights

@ Password Center

&2 Synchronize

11 Requests

=, Scheduling

47 History Summary

[&] Reports

| Replication (Error)
4 Configuration

21 Notifications

Figure 1: GrouplD Authenticate

The Identity Providers listing displays any SAML identity providers that have
been configured with GrouplD.

2. Click Admin Panel in the Actions pane to launch the SSO Admin Panel for
GrouplD, where you can configure GrouplID as a service provider as well as
an identity provider.

Windows Security X

iexplore

Connecting to winZk16-ex16.jee.local.

Password |

Domain: JEE

[] Remember my credentials

0K Cancel

Figure 2: Windows Security dialog box

3. Provide the user name and password of a Windows or AzMan authenticated
user to log into the admin panel.

To learn about authenticated users, see Appendix A - Authenticated users in
Windows AzMan on page 92.

4. Click OK; the GroupID Admin Panel is displayed:
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Chapter 1 - About GroupID Authenticate

3] GroupiD

Figure 3: GrouplD SSO Admin Panel

The page has four tabs. Of these, the following are used when configuring
GrouplD as a service provider:

=  SAML Providers
This tab displays the identity providers that have been configured for
GrouplD. if any. Use the New Provider button to add an identity provider.

= Generate URLs
This tab contains settings (such as the consumer URL and the metadata
URL) that are used to configure GrouplD in an identity provider.

The following tabs are used when configuring GroupID as an identity
provider:

= Applications
This tab displays the third-party applications that have been configured
to use GrouplD as an identity provider. Use the New Application button
to add a service provider.

= Authentication Settings
This tab contains default settings that are used while configuring
GrouplD as an identity provider within third-party applications.

Enable Integrated Windows Authentication

To launch GroupID Authenticate successfully, you must enable Integrated Windows
Authentication for the following web browsers on the Group!D machine:

e Mozilla Firefox
e Google Chrome

This is required due to high security settings on a Windows server operating system.
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Chapter 1 - About GroupID Authenticate
For Internet Explorer

Integrated Windows Authentication is enabled for Internet Explorer by default.
For Firefox:

1. Launch the Firefox browser and type about:config in the address bar.

2. Find the following settings and change their values as specified:

Setting Required value

network.automatic-ntlm-auth.trusted-uris MyllSServer.domain.com
network.automatic-ntlm-auth.allow-proxies | true

network.negotiate-auth.allow-proxies true
Table 1: Firefox settings

For Chrome;

1. Type regedit in the Run dialog and click OK to launch the Registry Editor.

2. Go to the following location:
HKEY_CURRENT_USER\Software\Policies\Google\Chrome
(create this path if it does not exist).

3. Add the following values:

Setting Required value
AuthSchemes basic,digest,ntlm,negotiate
AuthServerWhitelist MYIISSERVER.DOMAIN.COM

(e.g. MachineName.DomainName,
MachineName)

AuthNegotiateDelegateWhitelist MYIISSERVER.DOMAIN.COM
(e.g. MachineName.DomainName,

MachineName)
Table 2: Registry settings for Chrome

It is as:
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Chapter 1 - About GroupID Authenticate

o Registry Editor == -

File Edit View Faverites Help

418 Computer Name Type Data
HKEY_CLASSES ROOT 2b] (Default) REG_SZ (value not set)
4| HKEY_CURRENT_USER a8), REG_SZ MVISSERVER
I+ [L AppEvents ab] AuthSchemes REG_SZ basic,digest, ntlm, negotiate

B L. Console abiuthServerinitelist REG_SZ MYISSERVER
I~ Ju Control Panel b

. Environment
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b ). Keyboard Layout
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Figure 4: Registry Editor settings

4. Next, launch Control Panel and go to Internet Options.
5. On the Security tab, select Local Intranet and click Custom Level.

6. On the Security Settings dialog box, scroll down to User Authentication and
set the Logon option to Prompt for user name and password.

‘)_

General PrlvaLy Content Connections Programs Advanced Ql Security Settings - Local Intranet Zone >

Settings

Select a zone to view or change security settings.

E 3 2 (@ Enable ~
# / = Allow websites to prompt for information using scripted winc

Disable
Internet Local intranet | Trusted sites Restricted sites O
@ Enable
=] Enable XSS filter
Local intranet (@ Disable
o Sites
[ﬂ This zone is for all websites that are O Enable
found on your intranet. = Scripting of Java applets
) pisable
(@) Enable

Security level for this zone

Prompt
52, User Authentication
#, Logon

Custom
Custom settings.
- To change the settings, click Custom level.
- To use the recommended settings, click Default level.

[Jenable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

O Anonymous logon

() Automatic logon only in Intranet zone

O Automatic logon with current user name and password
(O] Prompt for user name and passviord] o

< >

*Takes effect after you restart your computer

Reset custom settings

Resetto: | Medium-low (default) ~ Reset...
Reset all zones to default level

0K Cancel Apply

Figure 5: Settings for Internet Options

7. Click OK.

GrouplID Security Service

GrouplD Security Service is a single sign-on implantation for GrouplD
clients/modules. It is a web-based service responsible for authenticating and
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Chapter 1 - About GroupID Authenticate

authorizing users on different GrouplD clients/modules and their functionalities in
accordance with their roles.

Authentication can be done by providing a username and password in GrouplD (for
which multi-factor authentication can also be used) or through an external SAML
provider (security endpoint is dependent on the identity provider).
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Part 1 - GroupID as a Service Provider
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Chapter 1 - SAML Configuration for
GroupID using AD FS

Active Directory Federation Services (AD FS) is a software component developed by
Microsoft that provides users with single sign-on access to systems and applications
located across organizational boundaries.

The AD FS Console

Use the AD FS console to configure services and policies that are related to the
deployment of a federation server.

e Manage the trust relationships of the federation service by using the Trust
Relationships node in the AD FS console tree (Figure 8):

= Add and configure relying party trusts.
= Add and modify claim rules for relying party trusts.

e C(Configure the federation service by using the options in the Service node in
the AD FS console tree:

= Configure the certificates that AD FS uses for issuing and receiving
tokens and publishing metadata.

= Configure the types of claims that are supported by AD FS.

To learn more about the AD FS Console, click here.
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Chapter 1 - SAML Configuration for GroupID using AD FS

Generate Consumer URL

The consumer URL is unique for each GrouplD module (referred to as ‘application’
here). In GroupID Single Sign-On Admin Panel, generate the consumer URL for the
GrouplD application with which you want to configure AD FS. Provide this URL
while creating the relying party trust in AD FS.

1. Inthe GroupID Single Sign-On Admin Panel (Figure 3), click Generate URLs.

o

Figure 6: Generate URLs page

2. In the Select Client to Generate Consumer URL list, select a GroupID
application to set up AD FS with it.
This list contains all GrouplD applications, namely
e Automate
e Management Shell
e All Self-Service and Password Center portals created using GroupID

As an example, let’s suppose you select the Self-Service portal named
Wizard.

3. The URL displayed in the Consumer URL box is a unique identifier for the
selected application. It is used to set up relying party trust in AD FS. Click
@ to copy it. Then paste it in a file, preferably a text file, to save it.

1. On upgrade to GroupID 10 SR2, you must generate the consumer URL again for
the GrouplID client configured with AD FS, and update it in AD FS.

2. If you lose the SQL server or the GrouplD server, you will have to configure the
provider again.

TE
NoTE

3 © 2022 Imanami | Now Part of Netwrix



Chapter 1 - SAML Configuration for GroupID using AD FS

Generate Entity ID/Audience URL

The audience URL is unique for each GrouplD module (referred to as ‘application’
here). In GroupID Single Sign-On Admin Panel, generate the audience URL for the
GrouplD application with which you want to configure AD FS. Copy this URL and
paste it while creating the relying party trust in AD FS.

1. In GrouplD Single Sign-On Admin Panel (Figure 3), click the New Provider
button to add a new provider.

nnnn

...................

Figure 7: Add New SAML Provider page

2. In the Client list, select the GrouplD application with which you want to set
up the SAML provider.

This list contains all GrouplD applications, namely
e Automate
e Management Shell
o All Self-Service and Password Center portals created using GroupID

The application you select must be the one for which you generated the
consumer URL on the Generate URLs page (Figure 6).

To continue with the example, select the Self-Service portal named Wizard
in the Client list.

3. The Entity ID/Audience box displays a URL that serves as the application ID.
Click 'O to copy it.

4
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Chapter 1 - SAML Configuration for GrouplD using AD FS

Configure relaying party trust in AD FS

1. Launch the AD FS console. In the left pane, select AD FS > Trust
Relationships. Right-click Relying Party Trusts and click Add Relying Party
Trust on the shortcut menu.

5

Gl File Action View Window Help B
ez ‘
=wn e
«@3 simz‘: . Display Name Enabled  Type  Identfier Relying Party Trusts —
il Endpoints Device Registration Service Yes WST.. ummsdrs:adfs gid-Sloc
7 Certifi S ke Add Relying Party Trust...
BN Cediicates, GrouplD Yes WS-T... hitps://gid8:4443/GrouplDSecuySe... sying Bary Tru
1] Claim Descriptions Add Non-Claims-Aware Relying Party Trust...
4 1 Trust Relationships. e x
[ Claims Provider Trusts
[ Relying P = = New Window from Here
] Attribute efinofaninieEd @ Refresh
| icati Non-Claims-Aware Relying Party Trust...
5 Help
1 PerRelyin  yiew =
New Window from Here | GroupID. G
Refresh Update from Federation Metadata...
it Cl:
Help Edit Claim Rules
Disable
Properties
K Delete
Help

Figure 8: AD FS Console

2. The Add Relying Party Trust wizard opens to the Welcome page.

Welcome
Steps g
Welcome to the Add Relying Party Trust Wizard
Wel
e cone This wizard will help you add a new relying party trust to the AD FS configuration database. Relying parties
@ Select Data Source consume claims in security tokens that are issued by this Federation Service to make authentication and
authorization decisions.
@ Corfigure Muttifactor
Authentication Now? The relying party trust that this wizard creates defines how this Federation Service recognizes the refying
& Chiotes lisionce party and issues claims toit. You can define issuance transform rules for issuing claims to the relying party
5 intion Ridie after you complete the wizard.
@ Readyto Add Trust
@ Finish

| < Previous ‘ SQS Cancel

Figure 9: Welcome page

3. Read the welcome message and click Start.
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Chapter 1 - SAML Configuration for GrouplD using AD FS

Select Data Source

Xey Select an option that this wizard will use to obtain data about this relying party:
@ Welcome
@® Import data about the refying party published online or on a local network

e Dt Use this option to import the necessary data and certificates from a relying party organization that publishes
@ Configure Multifactor its federation metadata online or on a local network.

Authentication Now?
Federation metadata address (host name or URL):
@ Choose Issuance
Authorization Rules [ |

@ Readyto Add Trust Example: fs.contoso.com or https://www.contoso.com/app
@ Finish O Import data about the relying party from a file
Use this option to import the necessary data and cetffi from a relying party ization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.
data file location:
[ ‘ ‘ Browse 7[
() Enter data about the relying party manually
Use this option to input the necessary data about this relying party organization.
<Previous | | Net> | [ Cancel

Figure 10: Select Data Source page

4. Use the options on the Select Data Source page to either import relying
party trust data from a file, such as a metadata file, or enter the information
manually.

To enter information manually, select the Enter data about the relying party
manually option and click Next.

Specify Display Name

Steps Enterthe display name and any optional notes for this retying party.

@ Welcome Display name:

@ Select Data Source ‘ [

@ Specify Display Name M

@ Choose Profile ]

@ Corfigure Certfficate
@ Corfigure URL
@ Corfigure Idertfiers

v

@ Corfigure Multifactor
Authertication Now?

@ Choose lssuance
Autherization Rules

@ Readyto Add Trust
@ Finish

Figure 11: Specify Display Name page
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Chapter 1 - SAML Configuration for GrouplD using AD FS

5. In the Display name box, specify a friendly display name for this
configuration.

6. Enter any additional notes in the Notes box.
7. Click Next.

Choose Profile

Steps This wizard uses configuration profiles to aid in creating the relying party trust. Choose the appropriate

@ Welcome configuration profile for this relying party trust.

@ Select Data Source @® AD FS profile

@ Specify Display Name This profile supports relying parties that are interoperable with new AD FS features, such as
security token encryption and the SAML 2.0 protocol.

@ Choose Profile

@ Configure Certficate O ADFS 1.0and 1.1 profile

@ Configure URL This profile supports relying parties that are interoperable with AD FS 1.0and 1.1.

@ Corfigure Identifers

@ Corfigure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

<Previous | [ Nmi‘}_H Cancel

Figure 12: Choose Profile page

8. To use the SAML 2.0 protocol as profile, select the AD FS profile option
button and click Next.

Configure Certificate

Sepe Specfy an optionsl oken sncryption cetificate. The token snciyption cerificals is used to snciyptthe

@ Welcome claims that are sent to this refying party. The relying party will use the private key of this cetificate to
decrypt the claims that are sent to it. To specify the cerificate, click Browse.

@ Select Data Source

@ Specify Display Name e
@ Choose Profile Eective date:
@ Configure Cetficate B
@ Configure URL
| View.. | ‘ Browse.. ‘ | Remove

@ Configure Identfiers

@ Corfigure Muttifactor
Authertication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

|<Pm\L£Nm> | [ cancel

Figure 13: Configure Certificate page

9. C(lick Next.
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Chapter 1 - SAML Configuration for GrouplD using AD FS

Configure URL

Seps AD FS supports the WS-Trust, WS-Federation and SAML 2.0 WebSSO protocols for relying parties. If

& Wakome WS-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.

@ Select Data Source
[] Enable support for the WS-Federation Passive protocol

@ Specify Display Name
The WS-Federation Passive protocel URL supports Web-browser-based claims providers using the

@ Chooss Frofile WS-Federation Passive protocol

@ Configure Cetficate Relying party WS-Federation Passive protocol URL:

@ Corfigure URL [

@ Corfigurs Identfiers Example: hitps /s contoso com/adfs/ls/

@ Corfigure Muttifactor
Authertication Now? [] Enable support for the SAML 2.0 WebSS50 protocol

® Choose Issuance The SAML 2.0 single-sign-on (550) service URL supports Web-browser based claims providers using the
Authorization Rules SAML 2.0 WebSS0 protocal

© Readyto Add Trust Relying party SAML 2.0 S50 service URL:

@ Finish |

Example: https /Awww contoso .com/adfs/1s/

<Provioss | [ MNed> | [ Cancel

Figure 14: Configure URL page

10. Select the Enable support for the SAML 2.0 Web SSO protocol option
button.

11. In the Relying party SAML 2.0 SSL service URL box, provide the consumer
URL you generated on the Generate URLs page (Figure 6).
The consumer URL is the relying party trust URL, used by AD FS to

authenticate.

12. Click Next.

Configure Identifiers

Steps Relying parties may be identified by one or more unique identffier strings. Specify the identifiers for this refying
@ Welcome party trust

@ Select Data Source Relying party trust idertifier:

@ Specify Display Name | R | Add

@ Choose Profile Example: https:/As contoso com/adfs/services/tnust

@ Corfigure Certficate Relying party trust idertifiers:

@ Corfigure URL Remave

@ Corfigure Identfiers

@ Corfigure Multifactor
Muthentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

[ <Previous || nNet> | [ Cancel

Figure 15: Configure Identifiers page
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Chapter 1 - SAML Configuration for GrouplD using AD FS

13. In the Relying party trust identifier box, provide the audience URL. Fetch
this URL from the Entity ID Audience field on the Add New SAML Provider
page (Figure 7).

14. Click Add next to this box and then click Next.

Steps Corfigure multifactor authentication settings for this relying party trust. Multifactor authentication is required if
@ Welcome there is @ match for any of the specified requirements.

@ Select Data Source

@ Specify Display Name Multifactor Authentication Global Settings
@ Choose Profile Reguirements Users/Groups Mot configured
@ Corfigure Cerificate etics Not carfiged
i Corfpss UL Location Mot configured

@ Corfigure Identifiers

@ Configure Mutifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

(®) | do not want to configure multifactor authentication settings for this refying party trust at this tme

() Corfigure muttifactor authentication settings for this relying party trust.

You can also igure multi-factor ication settings for this relying party trust by navigating to the
Authentication Policies node. For more information, see Configuring Authentication Policies

< Previous ﬁg) Cancel

Figure 16: Configure Multi-factor Authentication Now page

15. Use the Configure Multi-factor Authentication Now? page to configure
multi-factor authentication. At present, we will not configure it, so select
the | do not want to configure multi-factor authentications settings for this
relying party trust at this time option button and click Next.
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Chapter 1 - SAML Configuration for GrouplD using AD FS

Choose Issuance Authorization Rules

Steps Issuance authorization rules determine whether a user is permitted to receive claims for the relying party.

@ Welcome Choose one of the following options for the initial behavior of this relying party’s issuance authorization rules.

@ Select Data Source @ Pemit all users to access this relying party

@ Specify Display Name The issuance authorization rules will be corfigured to pemit all users to access this relying party. The relying
@ Choose Profile party service or application may still deny the user access.

@ Configure Certfficate O Deny all users access to this relying party

@ Configure URL The issuance authorization rules will be configured to deny all users access to this relying party. You must

later add issuance authorization rules to enable any users to access this relying party.
@ Corfigure Identifiers

@ Corfigure Multifactor
Authentication Now? You can change the issuance authorization rules for this relying party trust by selecting the relying party trust
and clicking Edit Claim Rules in the Actions pane.
@ Choose Issuance
Authorization Rules
@ Readyto Add Trust
@ Finish

< Previous !%) Cancel

Figure 17: Choose Issuance Authorization Rules page

16. Use this page to permit all users to get authenticated on the relying party
trust using AD FS. User credentials will be parsed with Active Directory.

Select the Permit all users to access this relying party option button and
click Next.

Ready to Add Trust

R The relying paty trust hiss been configured. Review the following settings, and then click Nextto add the
@ Welcome relying party trust to the AD FS configuration database.

@ Select Data Source Monitori |, — l.- 9 [S I C‘E"’“I“ T l.. 5 IN““]’
® Sneclly Display Name Specify the monitoring settings for this relying party trust.

;Chooes rolls Relying paty’s federation metadata URL:

@ Configure Certificate | |
@ Configure URL

] Manitor relving partv
@ Configure |dentifiers

@ Configure Muttifactor
Authentication Now?

[[] Automatically update relying party
This relying party’s federation metadata data was last checked on:
<never >

This relying party was last updated from federation metadata on:
<never >

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

<Previous | | Nule

Figure 18: Ready to Add Trust page
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Chapter 1 - SAML Configuration for GrouplD using AD FS

17. Use the tabs on the Ready to Add Trust page to review some preconfigured
settings; then click Next.

Finish

Eevs The relying party trust was successfully added to the AD FS configuration database.

®, Weicome You can modify this relying party trust by using the Properties dislog bax in the AD FS Managemernt snapin.
@ Select Data Source

@ Specify Display Name
@ Choose Profile

@ Configure Certificate
@ Configure URL

@ Corfigure Identffiers

@ Configure Muttifactor
Authentication Now?

[ Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Figure 19: Finish page

18. Click Close to complete the wizard. The wizard closes and the following
dialog box is displayed:

Issuance Transform Rules | | Authorization Rules | Delegation Authorization Rules |
Thefdu%gumﬁmﬂecspedyﬂwedmmawmbemtomerdyhgpaty.
Order  Rule Name Issued Claims
*]
3
Add Rule... ] | Edit Rule... ‘ ‘ Remove Rule..
[ ok [[Comesl ][ ooy |

Figure 20: Edit Claim Rules dialog box
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Chapter 1 - SAML Configuration for GrouplD using AD FS

Specify claim rules for authentication

1. On the Edit Claim Rules dialog box (Figure 20), the Issuance Transform
Rules option correlates to the option of authenticating using an Active
Directory attribute. Click Add Rule.

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Corfigure Claim Rule Claim rule template:

I Send LDAP Attributes as Claims v]

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephoneNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user’s group memberships. If you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

" <Previous | [ Next> Cancel

Figure 21: Choose Rule Type page

2. To add a rule, select the Transform an Incoming Claim option from the
Claim rule template list and click Next.

Configure Rule

Steps YYou can corfigure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
@ Choose Rule Type also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.
@ Configure Claim Rule
Claim rule name:
4
Rule template: Transform an Incoming Claim

Incoming claim type: [Specty Ciaim Type... v]
incoming name {0 fomat lUnspeciﬁed v ‘
Outgoing claim type: [Speu’fy Claim Type... v |

Outgoing nai

at ‘ Unspecffied / \

@® Pass through all claim values
O Replace an incoming claim value with a different outgoing claim value

H Browse. ‘

<Previous | [ Finish | [ Cancel

Figure 22: Configure Claim Rule
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3. Specify a rule name in the Claim rule name box.

4. In the Incoming claim type and Outgoing claim type boxes, select an Active
Directory attribute for authentication, such as the UPN attribute.

The incoming and outgoing claim types should be the same as we will not
specify a different text or different data for the logon process. It will be the
exact user principal name for authentication.

5. Make sure that the Pass through all claim values option is selected; then
click Finish. The new rule configuration is completed. The Edit Claim Rules
dialog box (Figure 20) is displayed with the new rule listed on the Issuance
Transform Rules tab.

6. Click the Issuance Authorization Rules tab.

| Issuance Transform Rules | Issuance Authorization Rules | Delegation Authorizwn Rules |
Ry

The following authorization rules specify the users that will be pemitted access to the relying
party. When the list does not contain a rule, all users will be denied access.

Order Rule Name Issued Claims
1 Pemmit Access to All Users Permit

Add Rule... | | EdtRue... | | Remove Rule... |

ok ]| Cancel || ey |

Figure 23: Issuance Authorization Rules tab

The issuance authorization rule is already completed.
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7. Click the Delegation Authorization Rules tab.

[ Issuance Transform Rules | Issuance Authorization Rules | Delegation Authorization Rules

The following authorization rules specify the users that will be permitted to act as delegates for
other users to the relying party. When the list does not contain a rule, no users can act as
delegates.

Order = Rule Name Issued Claims

Edit Rule Remove Rule..

Lok J[ comcel |[ ooy |
bt

Figure 24: Delegation Authorization Rules tab

8. We do not need to delegate, so click Apply and then OK. The AD FS console
(Figure 8) is displayed with the new relying party trust added.

The next step is to configure the AD FS provider in the GroupID SSO Admin Panel.

Configure the AD FS provider in GroupID

To configure the SAML provider in GrouplD, go to the Add New SAML Provider page
(Figure 7) in GrouplID SSO Admin panel. The first step is to specify the Issuer URL
and the IDP Login URL.

Create New Provider

uuuuuuuuuuuuuuuuuu

Figure 25: Add New SAML Provider page (Issuer and IDP Login URL boxes)
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Provide Issuer URL

The issuer URL is provided by the federation service, i.e., AD FS. Copy this URL from
AD FS and provide it in the Issuer box.

1. Inthe AD FS console, right-click Service and select Edit Federation Service

Properties.
g File Action View Window Help =
L
L. - |ez=
[ Sevice ——
L Efit Federation Service Properties... llovervi
3 Edit Federation Service Properties...
EQ  Revoke All Prosies
Bd set Federation Service. These Revoke All Proxies
= Trust | View » include endports. certficates, and pubished clams.
©9C | New Window from Here e Vety ¥
TR Retresn e New Window from Here
24 (@ Refresh
40 Auth | Help
11 Per Relying Party Trust H Hep

Figure 26: AD FS Console — Service node

2. The Federation Service Properties dialog box is displayed as follows:

Federation Service display name:
[ADFS for GID8 ]
Example: Fabrikam Federation Service

Federation Service name:
|ADFS GID-8.Loc ]
Example: fs fabrikam com

| Federation Service identfier:

attp //ADFS GID-8 Loc/adfs/services Arust I
Example: http:/As fabrikam com/adfs/services Arust

Web SSO ifetime: (480 |5 minutes

| ok || Cancel || ooy

Figure 27: Federation Service Properties dialog box

3. Copy the URL displayed in the Federation Service Identifier box and paste it
in the Issuer box on the Add New SAML Provider page (Figure 25).
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Provide IDP Login URL

The IDP Login URL is the URL of the AD FS sign-in page.

1. Launch the AD FS login page and copy the URL displayed in the address bar.

0 D= O Cotiicateeror C | EERUREENBRERIRSIS & 5.0 o gl

ADFS for GID8

You are not signed in.

@ Sign in to this site.

Sign in to ane of the following sites:

Figure 28: AD FS Authentication page

2. We only need the initial part of the URL, up to Is. Copy it and paste it in the
IDP Login URL box on the Add New SAML Provider page (Figure 25).

Upload image for identity provider

When AD FS is configured with the GroupID application, Wizard, it will be available
on Wizard’s login page for single sign-on. You can choose to display the AD FS
authentication option as an image or a button.

o To display the AD FS option as an image, you have to upload an image for
the identity provider.

On the Add New SAML Provider page (Figure 25), use the Browse button
next to the Identity Provider Image box to upload an image for AD FS.

NOTE Supported image formats are:.jpg, .bmp, .png, and .gif. Required
dimensions for the image file are: 210 x 60 pixels.

OR

e [f you do not want an image, AD FS authentication will be shown as a
button.

Specify a name for the button in the Name box (Figure 25).

Users can click the image or the button on the login page of the Self-Service portal,
Wizard (Figure 43) for single sign-on.
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Get token-signing certificate

The next step is to get the token-signing certificate from AD FS and provide it in
GrouplD.

1. To get the certificate, go to the AD FS console and click Certificates. The
certificates are displayed as follows:

a File Action View Window Help

ez
[5 ADFs Certificates [ Actions
<= S"VE": ey Subject ssuer Effective Date  Expistion Date  Status  Primary | | |
] Endpoin
5] Certificates SetACE communication: Add Token-Signing Certificate...
s [EICN-ADFSGID8 Loc CN=ADFS.GID-8Loc 11/6/2016 11/572017 . %
[ Claim Descriptions 3 Add Token-Decrypting Certificate..
48,11t Reotonships ) Set Service Communications Cerificate.
[ Claims Provider Trusts [EACN=ADFS Encryption - AD... CN=ADFS Encoyption - A...  11/6/2016 11/6/2017 Primary nreat weate=)
[ Relying Party Trusts View >
[ Attribute Stores

S..._ CN=ADFS Signing - ADFS._._11/6/2016

4 ] Authentication Policies
[7] Per Relying Party Trust

11/6/2017

New Window from Here
[@ Refresh
H Hep

Figure 29: AS FS Console - Certificates

We need the token-signing certificate. Double-click this certificate to open

its properties. Once the properties load, we will export the certificate to a
file.

General | Details | Certification Path |

Bh Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: ADFS Signing - ADFS.GID-8.Loc
Issued by: ADFS Signing - ADFS.GID-8.Loc

valid from 11/6/2016 to 11/6/2017

]

Figure 30: Certificate Properties dialog box

3. Click the Details tab.
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| General | Detais | Certification Path |

Show: [(Al> vI
Field value A
[Clverson v3
| = serial number 779523 726b 6 0e b3 4a 2b...
| signature algorithm sha2S6RSA =
[Clsgnatre hash algorithm ~ sha2ss
=] tssuer ADFS Signing - ADFS.GID-8.Loc
| Vaid from Sunday, November 6, 2016 10...
| vaid to Monday, November 6, 2017 1...
_|subject ADFS Signing - ADFS.GID-8.loc | v

— =
| S

[ o ]

Figure 31: Details tab

4. Click the Copy to File button to launch the Certificate Export Wizard.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dlick Next.

Figure 32: Certificate Export Wizard — Welcome page

5. Read the welcome message and click Next.
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Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(O DER encoded binary X.509 (.CER)
(®) Base-64 encoded X.509 (.CER)

Ocr aphic Message Syntax Standard - PKCS #7 Certificates (.P7B)
["Tindude all certificates in the certification path if possible

(2) Personal Information Exchange - PKCS #12 (.PFX)
[Jindude all certificates in the certification path if possible
[] Delete the private key if the export is successful
[“]Export all extended properties

() Microsoft Serialized Certificate Store (.SST)

Figure 33: Export File Format page

6. On the Export File Format page, select the Base-64 encoded X.509 (.CER)
option button and click Next.

File to Export
Specify the name of the file you want to export

File name:

| | Browse...

Figure 34: File to Export page

7. Specify a name for the file and click Browse to specify a location to save the
file. Then click Next.
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Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

\Users\Administrator \Desktop\Ce
No
Indude all certificates in the certification path No
File Format Base64 Encoded X. 509 (*.cer)

Figure 35: Completion page

8. Click Finish to complete the wizard.

9. Next, open the certificate file in Notepad and select the entire content.

File Edit Format View Help
BEGIN CERTIFICATE [4]
MITC2DCCACCgAWIBAGIQASUS emtsDrNKK7XNVCgemzANBgkghkGIwaBAQs FADAC)
1SYWIAYDVQQDEx1BREZTTFNpZ25pbmcglL SBBREZTLkdJRCOALkxvYzAeFudxN3EX
MDcwNTzMTNaFwOxNzEXMDcw i 1zMTNaMCgx ] JAkBENVBAMTHUF ER1MgU21nbm1y|
2y At TEFERIMURO1EL TguTGYFMITBTJANBgkqhkGw@BAQEFAAOCAQBAMI TBCEKC
AQEA2ps +1ngBQhVxkdaPDzvqRGHT+dZZR /RS /ybNLyV.
5x21120A600D0C+dcmpcw+xIMkdRSbL3yHvgatHEAZ9Z62WVadInVCq
22d20YPF cKPOUEQDBKGMS 7b1MHY rsUS'sLqoN8eSGrOp-+uyivglHHA1gh
Sx2ApA7mKbm2 3hFhn-+UoN/5Um] / ThINiwHaaEW1pFxfBI6FTKQ

hB11iqrbdQ46LBz3c/p3E77qHi+jQ++t0+nrRQcREEOIMO
I

4auaD7eAy /7dh v2R9r3UQcnh2yTa3Z+myv] 1wy hVXcAXGBhXQHXGV/QMUTt
[CRx1UcNRFgWYxzr ++4ahKiYKsVQ7QQYVKOI1dvnnc6bylUj6U335xE je|
dt0bIRURNjTue@uSk518y 7TQI1B81ySgGa3oCHQNZ2Vs t4a2xdVskQ6WdrmaP:

Figure 36: Token-signing certificate

10. Copy this certificate and paste it in the IDP Certificate box on the Add New
SAML Provider page (Figure 25).

IDP Certificate:

GV TALTIN LA T IR RSV ATV
dtObIRURN]IUE0USK518y7TQI1B8lySgGa30CHQNZ2Vst4a2xdVskQeWdrmsPudy A
1FUR99hAHIf/8iZYCSralx3wDhOAH/ti7cA3D1sLXUKOXK9a/dSVEWMVTIKzv
ht+22zIf5fTgNetc
———END CERTIFICATE-—— ¥

Figure 37: IDP Certificate

Make sure there is no trailing space after the dashes that mark the end of
the certificate.
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Advanced configurations

Next, we have to do some advanced configurations for the identity provider in
GrouplD. Expand the Advanced section on the Add New SAML Provider page (Figure

Response Signing Response Signing Method: Request Binding

Disable GrouplD Authentication: Display On Login Page: Logout Redirect:

Identity Location Assertion Encryption:

Figure 38: Add New SAML Provider page - Advanced section

1. Make sure that RSA-SHA-256 is selected in the Response Signing Method
box.

2. The Disable GrouplID Authentication option indicates whether to display the
GrouplD authentication login on the Wizard portal’s login page (Figure 43).

e By default, ‘No’ is selected, which means that when users access the
Wizard portal’s login page, they will be shown the GrouplD login and
password option as well as the AD FS identity provider’s button.

e Selecting ‘Yes’ means that the GroupID login and password option will
not be available on the Wizard portal’s login page.

Moreover, when a single identity store and a single SAML provider is
configured, the login page for the provider is displayed rather than the
Wizard portal’s login page. (The AD FS login page is as shown in Figure
44)

3. Select Post in the Request Binding List.
To verify that you have selected the correct binding type, do the following:

a. In AD FS Console (Figure 8), click Relying Party Trust in the left pane;
the middle pane displays the relying party trusts already configured.

b. Double-click the relying party trust that you created for the GroupID
Self-Service portal, Wizard. This launches the Properties dialog box for
the relying party trust.
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c. Click the Endpoints tab and confirm that the binding type is POST.

Monitoring | Identfiers | Encryption | Signature | Accepted Claims
Organization | Endpoints | Proxy Endpoints | Notes | Advanced
Specify the endpoints to use for SAML and WS-FederationPassive protocols.

URL Index | Binding Default  Re
SAML Assertion Consumer Endpoints
https://gid8:4443/GroupIDSe... 0 POST No

N

<] [ [ >

ok [ [ oo

Figure 39: Endpoints tab

4. In AD FS, we configured an Active Directory attribute that the identity
provider will use for authenticating users (Figure 22). In our example, we
used the UPN attribute that stores the user principal name. Now in the
Advanced section (Figure 38), we have to refer to this attribute.

In the Identity Location list, select the identity is an attribute element
option.

5. On selecting the above option, the Identity Location Attribute box is

displayed.
Advanced
Response Signing: Response Signing Method: Request Binding
Enabled e R5A-SHA-256 w Past w
Diszble GrouplD Authentication: Displey On Lagin Page: Logout Redirect:
Na ~ Yes ~
Identity Location: Assertion Encryption:
Identity is an attribute element Disabled ~
Identity Location Ateribute:

Figure 40: Identity Location Attribute box in Advanced section
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The attribute location will be in the form of a URL. Get this URL from AD FS

configuration.

a. In AD FS Console (Figure 8), click Claim Descriptions in the left pane and
then select the Active Directory attribute you specified for
authentication, i.e., the UPN attribute.

Qi File Action View Window Help

e zn(E

Tl ADFS

4 [7] Senvice
(] Endpoints
(7] Certificates
| Claim Descriptions

4 [7] Trust Relationships
[ Claims Provider Trusts
(7] Relying Party Trusts
(7] Attribute Stores

4 ] Authentication Policies
(] PerRelying Party Trust

Common Name
AD FS 1 E-Mail Address
Group

ADFS 1x UPN

Role

Sumame

PPID

Name ID

Authentication time stamp
Authentication method

Deny only group SID

Deny only primary SID

Deny only primary group SID

Short Name
email
given_name

unique_name

commonname

adsTemai
group
adfsTupn
role
family_name
ppid

sub
auth_time
authmethod
denyonlysid

Claim Descriptions

Name

E-Mail Address
Given Name
Name

Caim Type
o

hitp: X 5/05,
hitp://schemas xmisoap org/ws/2005/05/identi...

http://schemas xmisoap.org/ws/2005/05/identit
http://schemas xmisoap.org/clai k

hitp://schemas xmlsoap. org/claims/Group
hitp://schemas xmisoap.org/claims/UPN

hitp:

hitp://schemas xmisoap org/ws/2005/05/ident...
hitp://schemas xmisoap.org/ws/2005/05/identt..
hitp://schemas microsoft com/as/2008/06/iden...
hitp://schemas microsaoft.com/ws/2008/06/iden...

hitp:

hitp:

hitp:

ommonName
hitp://schemas xmisoap org/claims/EmaiAddress

hitp://schemas microsoft com/ws/2008/06/iden...

View

New Window from Here

(@) Refresh

H Hep

Properties
K Delete
H Hep

Figure 41: AD FS Console — Claim Descriptions

b. Double-click the attribute to open its properties.

(G |

Display name:

[uen

Claim type:

lmtp://sd'tqimas  xmisoap.org/ws/2005/05/identity/claims/upn

Description:

The user principal name {UPN) of the user

™ Publish this claim description in federation metadata as a claim type:
that this Federation Service can accept

™ Publish this claim description in federation metadata as a claim type
that this Federation Service can send

ok |[ cancel |

Apply

Figure 42: Attribute Properties dialog box

c. Copy the URL displayed in the Claim type box. Next, paste it in the

Identity Location Attribute box in the Advanced section (Figure 40).

6. With all configurations completed, click the Create Provider button. The
identity provider, i.e., AD FS, is created and displayed in the SAML Identity

Providers grid in the GroupID SSO Admin Panel (Figure 3).
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Sign-in using AD FS
We configured the ADS FS provider with the GrouplD Self-Service portal, Wizard.

For single sign-on using AD FS, we can choose any of the following ways:

e SP-initiated single sign-on: when the SSO operation is initiated from the SP
end, i.e., from the Self-Service portal, Wizard.

e |dP-initiated single sign-on: when the SSO operation is initiated from the
IdP end, i.e., from AD FS.

SP-initiated single sign-on

1. Launch the Self-Service portal, Wizard.

Au;:t“henticate

Username

Supported Username Formats:

[username] [name@domain] [domain\username]

Identity Store: Adatum

OR

Wizard ADFS Authenti

Figure 43: Login page with AD FS button

The availability of the user name and password fields depends on your
selection in the Disable GrouplD Authentication list (see Figure 38).

While creating the AD FS identity provider in GrouplD, we did not upload an
image using the Identity Provider Image box; rather, we chose to provide a
name for the ADS FS button (See Upload image for identity provider).
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On Wizard’s login page, a button for the provider is displayed with the
specified name.

2. Click the AD FS button; you will be redirected to the AD FS authentication
URL you provided as the |DP login URL.

Qimaoa.mi

Sigainformat  \ername

Figure 44: AD FS Sign In page

3. Login as an Active Directory regular user. On signing in, the authentication
is routed to AD FS, that will validate the user with respect to the specified
attribute (i.e., user principal name - UPN in our case) and log him or her
into the portal.

With single sign-on, you can now launch any GrouplD application without having to
sign in again.

IdP-initiated single sign-on

1. Launch the ADF FS portal using the URL provided by your organization and
log in. The AD FS dashboard will be displayed.

Figure 45: AD FS Dashboard
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2. From the Sign in to one of the following sites list, select a relying party

trust.
This list contains the relying party trusts configured with AD FS for single

sign-on.

3. Click Sign in; you will be redirected to it. Authentication will not be
required.
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Azure AD SSO enables users to conveniently access all their apps from any location,
on any device, from a centralized and branded portal for a simplified user
experience and better productivity.

In this chapter, we will discuss the configuration of single sign on in GrouplD using
Azure AD as a provider.

Generate Consumer URL

The consumer URL is unique for each GrouplD module (referred to as ‘application’
here). In GroupID Single Sign-On Admin Panel, generate the consumer URL for the
GrouplD application with which you want to configure Azure AD SSO. Provide this
URL while configuring the GrouplD application in Azure AD.

1. Launch the GrouplD Single Sign on Admin Panel (Figure 3) and click
Generate URL. The Generate URLs page (Figure 6) is displayed.

2. In the Select Client to Generate Consumer URL list, select a GroupID
application with which you want to set up Azure AD SSO for single sign-on.

This list contains all GrouplD applications, namely

e Automate

e Management Shell

o All Self-Service and Password Center portals created using GroupID
As an example, let’s select the Self-Service portal named SSO Hub.

3. The URL displayed in the Consumer URL box is a unique identifier for the
selected application. It is used while configuring the SSO Hub portal in
Azure AD. Click 0 to copy this URL. Paste it in a file, preferably a text file,
to save it.

1. On upgrade to GroupID 10 SR2, you must generate the consumer URL again for
the GrouplD client configured with Azure AD SSO, and update it in Azure AD SSO.

TE
noTE
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2. If you lose the SQL server or the GrouplD server, you will have to configure the
provider again.

28 © 2022 Imanami | Now Part of Netwrix



Chapter 2 - SAML Configuration for GrouplID using Azure AD SSO

Generate Entity ID/Audience URL

The audience URL is unique for each GrouplD module (referred to as ‘application’
here). In GroupID Single Sign-On Admin Panel, generate the audience URL for the
GrouplD application with which you want to configure Azure AD SSO. Copy this URL
and provide it while configuring GroupID in Azure AD.

1.

In GrouplID Single Sign-On Admin Panel (Figure 3), click the New Provider
button to add a new provider. The Add New SAML Provider page (Figure 7)
is displayed.

In the Client list, select the GroupID application with which you want to set
up the SAML provider.

This list contains all GrouplD applications, namely
e Automate
e Management Shell
o All Self-Service and Password Center portals created using GroupID

The application you select must be the one for which you generated the
consumer URL on the Generate URLs page (Figure 6).

To continue with the example, select the Self-Service portal named SSO
Hub in the Client List.

Make sure you select an identity store that is linked with the SSO Hub
portal.

The Entity ID/Audience box displays a URL that serves as the application ID.
Click @ to copy it. Paste it in a file, preferably a text file, to save it.

Configure GrouplD in Azure AD for SSO

1.
2.

Sign into the Azure AD portal.

Go to Azure Active Directory > Enterprise Applications and add a new
application.
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Enterprise applications - All applications

- I

Figure 46: Azure AD Portal — Enterprise Applications page

3. In the Add your own app area, select Non-Gallery application and enter a
name for it in the Name box (for example, Azure SSO). Then click Add.

Microsoft Azure P search resources, ser and docs
Home > Next pplications > Catago wn applcation
Categories % Add an application # X Add your own application 0 X
An(3034) Add your own app * Home @
inecs managerment (333]

BEE fon-gallery
H gallery
2% sppication

Add from the gallery d single sign-on

Automatic User Provisioning with SCIM
Learn more

Featured applications
Password-based single sign-on

efcfc
EEB

BropboxforBusi.. G

Figure 47: Add an Application page

On adding an application, the portal displays an Overview page for it.

Azure-550 - Overview
oo

Total Users

App usage between 10/K0/2018 and 11/9/2018

- ; 6‘;;.4..»5

Figure 48: Application Overview page
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4. Click Properties in the left pane to navigate to its properties.

Azure-SSO - Properties

® B
. b
B App
o m s
Secur
’ ® SeacH295-d5t~ bdc2ek
Actvt = T80 42974 z
2
@ o

Figure 49: Application Properties page
5. Make sure the application is enabled so that users can sign in. For this, the
Enabled for Users to sign in option should be set to Yes.

6. The Name box displays the application name.

You can change the application logo. Your application is displayed with the
logo in the Access Panel Applications.

7. Make sure User assignment required is enabled. We will be assigning users
manually, who would be able to log into the GrouplD Self-Service portal,
SSO Hub, using Azure AD SSO.

Assign owners to the application:

8. Click Owners in the left pane and assign one or more users as owners of the
application. For example, you can specify your service account as an owner.

Click Add and search the user(s) you want to assign as owners.
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oy -
e
m
m
.
* [ ]

Figure 50: Application Owners page

Assign users to log into GrouplD using Azure AD SSO:

9. The next step is to assign users who can log on to the Self-Service portal,
SSO Hub, using Azure AD SSO. You can specify users and groups.

Go to Users and Groups in the left pane. Search for your required user or
group, select it and click Assign.

Microsoft Azure arch re docs E

Add Assignment X o
None Selected qa m

) Resource groups
W cosimetest

& App services Sdb533015b@nextsolutions.online

% Function Apps

= QL databases

4 Load balancers
B Storage accounts

Virtual networks

@ Azure Active Directory

@ wonitor

@ pdvisor

W secun

© Cost Management + Billing

2 Help + support

Figure 51: Users and Groups page
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SAML SSO configurations for the application

1. Go to Single Sign On in the left pane (Figure 50). It displays different
methods that Azure AD provides for single sign on. Select SAML as GrouplD
9 and 10 support SAML 2.0.

Azure-SSO - Single sign-on

Figure 52: Azure-SSO - Single Sign-on

The following page is displayed, where you have to set single sign-on
options for GrouplID.

Azure-5SO - SAML-based sign-on x
]
. § T — i =
o 4
o ’
-
o ’
DTSR

Figure 53: SAML-based sign-on settings page
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2. On the Basic SAML Configuration card, click Edit (/’).

Basic SAML Cenfiguration

H oy

Figure 54: Basic SAML Configuration dialog box

Provide the Entity ID and Consumer URL that you copied earlier.

After adding the information, click Save.

The User Attributes and Claims card (Figure 53) displays the attributes used
for logging in. Let’s keep the defaults.

On the SAML Signing Certificate card, download Certificate (Base64).

Configure the Azure AD SSO application in GroupID

In GrouplID Single Sign-On Admin Panel (Figure 3), click the New Provider
button to add a new provider. The Add New SAML Provider page (Figure 7)
is displayed.

Assign a name to the provider, for example, Azure AD SSO.

Open the Certificate (Base64) file that you downloaded from the Azure AD
portal and copy the certificate information.

On the Add New SAML Provider page, paste it in the IDP Certificate box.
Make sure you have not copied any trailing space.

In the Azure AD portal, copy the Login URL from the Set up Azure SSO card
on the SAML-based sign-on settings page (Figure 53) and paste it in the IDP
Login URL box on the Add New SAML Provider page.

Again, copy the Azure AD ldentifier URL from the Set up Azure SSO card on
the SAML-based sign-on settings page and paste it in the Issuer box on the
Add New SAML Provider page.
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Advanced settings:

6. Click Advanced on the Add New SAML Provider page (Figure 7).

The Advanced section is displayed, as shown in Figure 78.
7. Select Post in the Request Binding drop-down List.

8. The Disable GrouplID Authentication option indicates whether to display the
GrouplD authentication login on the SSO Hub portal’s login page.

e By default, ‘No’ is selected, which means that when users access the SSO
Hub portal’s login page, they will be shown the GroupID login and
password option as well as the Azure AD SSO provider’s button.

e Selecting ‘Yes’ means that the GroupID login and password option will
not be available on the SSO Hub portal’s login page.

Moreover, when a single identity store and a single SAML provider is
configured, the login page for the provider (Figure 56) is displayed
rather than the SSO Hub portal’s login page.

9. Click Create Provider to complete the configuration.

The new provider is listed on the GrouplD Single Sign On Admin Panel
(Figure 3).

Sign in using Azure AD SSO

We configured the Azure AD SSO with the GrouplD Self-Service portal, SSO Hub. For
single sign-on using Azure AD SSO, we can choose any of the following ways:

e SP-initiated single sign-on: when the SSO operation is initiated from the SP
end, i.e., from the Self-Service portal, SSO Hub.

o IdP-initiated single sign-on: when the SSO operation is initiated from the
IdP end, i.e., from the Azure AD SSO application.
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SP-initiated single sign-on

1. Launch the Self-Service portal, SSO Hub.

Sign in to continue to Azure

;,i\ AL‘J“t:Henticate

Supported Username Formats:

lusername] fname@domain] [domain\username}

Identity store: Azure

Signin —

oR

Azure-SSO
8

Figure 55: Login page with Azure SSO button
Notice the Azure-SSO button. You can login using your GrouplD credentials
or click Azure SSO to log in.

The availability of the user name and password fields depends on your
selection in the Disable GroupID Authentication list in the Advanced section
on the Add New SAML Provider page (Figure 7).

2. Click Azure SSO; the Microsoft Sign In page is displayed.

B® Microsoft
Sign in

tmailj phone, or Skype

Can't access your account?

Back Next

% Sign-in options

Figure 56: Microsoft Sign In page
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3. Enter your credentials and click Sign In. You will be routed to the main page
of the Self-Service portal, SSO Hub.

Only users defined for our app in Azure AD can log in by entering their user
names and passwords. See Assign Users to log into GrouplID using Azure AD
SSO.

With single sign-on, you can now launch any GroupID application without having to
sign in again.

IdP-initiated single sign-on

1. Launch the Microsoft My Apps portal using the following URL and sign in.

https://myapps.microsoft.com

Figure 57: My App Portal

2. Click the Azure_SSO app (i.e., the app we created to work with the SSO Hub
portal for single sign on) and it will redirect you to your portal.
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GrouplD using Okta

Okta provides secure identity management and single sign-on to any application,
whether in the cloud, on-premises or on a mobile device for the employees in an
organization.

In this chapter, we will discuss the configuration of single sign on in GrouplD using
Okta as a provider.

Generate Consumer URL

The consumer URL is unique for each GrouplD module (referred to as ‘application’
here). In GroupID Single Sign-On Admin Panel, generate the consumer URL for the
GrouplD application with which you want to configure Okta. Provide this URL while
configuring the GrouplD application in Okta.

1. Launch the GrouplD Single Sign on Admin Panel (Figure 3) and click
Generate URL. The Generate URLs page (Figure 6) is displayed.

2. In the Select Client to Generate Consumer URL list, select a GroupID
application with which you want to set up Okta for single sign-on.

This list contains all GrouplD applications, namely

e Automate

e Management Shell

o All Self-Service and Password Center portals created using GroupID
As an example, let’s select the Self-Service portal named OKTA SSO.

3. The URL displayed in the Consumer URL box is a unique identifier for the
selected application. It is used while configuring the portal, OKTA SSO in
Okta. Click 0 to copy this URL. Then paste it in a file, preferably a text file,
to save it.

1. On upgrade to GroupID 10 SR2, you must generate the consumer URL again for
the GrouplD client configured with Okta and update it in Okta.
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NOTE 2. If you lose the SQL server or the GrouplD server, you will have to configure the
~——== provider again.
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Generate Entity ID/Audience URL

The audience URL is unique for each GrouplD module (referred to as ‘application’
here). In GroupID Single Sign-On Admin Panel, generate the audience URL for the
GroupID application with which you want to configure Okta. Copy this URL and
provide it while configuring GrouplID in Okta.

1. In GrouplD Single Sign-On Admin Panel (Figure 3), click the New Provider
button to add a new provider. The Add New SAML Provider page (Figure 7)
is displayed.

2. In the Client list, select the GrouplID application with which you want to set
up the SAML provider.

This list contains all GrouplD applications, namely
e Automate
e Management Shell
o All Self-Service and Password Center portals created using GroupID

The application you select must be the one for which you generated the
consumer URL on the Generate URLs page (Figure 6).

To continue with the example, select the Self-Service portal named OKTA
SSO in the Client List.

3. The Entity ID/Audience box displays a URL that serves as the application ID.
Click @ to copy it.
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Configure GrouplID in Okta

1. Launch Okta.

Jorwmiten W L
€ ) oktacom [ 8 & A O =

okta

signin

Figure 58: Okta login page

2. This is the provider’s login page; use it to sign into Okta.

Getting Started with Okta

Start with the basics

Add an application you use

1 8! ple. Pick ar

Sign-in to an application from Okta

Customize your org's appearance

—

Go 10 My Apps.

3 Add Application

Figure 59: Okta Dashboard
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3. This is the dashboard for OKTA. To configure the GroupID application OKTA
SSO, click Applications in the blue bar at the top.

== Applications

i3 Add Application £t Assign Applications

Active . 0

Figure 60: Applications page

4. Click the Add Application button.

&3 Add Application
BlrccoeEFGHIJKLMNOPQRSTUVWXYZ
Can't find an app? Teladoc
! i O reLaboc Add
Apps you created (0) —
&frankly &Ky Add
INTEGRATION PROPERTIES b
10,0001 10000ft —
Supports SAML
Supports Provisioning N0
1/ damain e com Ad
CATEGORIES 123RF 1238 Ad
Al 5075
Content Management -y
15Five = Add
Collaboration e
Consumer
CRM m tand! E-mail —
Data & Analysis
E-Commerce

Figure 61: Add Application page

5. This page displays the preconfigured options available. Click the Create
New App button.

Sign on methoa Secure Wep Autnentication (SWA

®) SAML 2.0

Create Cancel

N

Figure 62: Create a New Application Integration dialog box
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6. Select the SAML 2.0 option button and click Create.

+
'e)
®
o7}
)
%2

AML Integration

o General Settings

° General Setings

App name i

App logo. (7 @

Browse..

Upload Logo

App visibility

Sonoit “

Figure 63: Create SAML Integration page

7. In the App name box, provide a user-friendly name for the app, for example,
GrouplD Okta Sign-On.

8. You can choose to upload a logo for the GrouplD app. This logo will be
displayed on the Okta dashboard (Figure 81).

Every SAML provider has a user dashboard. Hence, when a user logs in to
Okta, he or she will be redirected to the dashboard that may have GroupID
and other applications listed for single sign-on.

9. Click Next to proceed to the next step.
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10.

11.

12.

13.
14.

15.

#3 Create SAML Integration

° Configure SAML

6 SAML Settings

Single sign on URL

Audience URI (SP Entity ID) §

Figure 64: Create SAML Integration page (2)

In the Single sign on URL box, paste the consumer URL that you generated
for the GrouplD application, OKTA SSO (see Generate Consumer URL on
page 38).

In the Audience URI (SP Entity ID) box, provide the audience URL. Fetch this
URL from the Entity ID Audience field on the Add New SAML Provider page
(see Generate Entity ID/Audience URL on page 40).

We will not specify any default relay state, so leave the Default Relay State
field blank.

Leave the Name ID format selected to ‘Unspecified’.

In the Application username list, make sure that the ‘Okta username’ option
is selected. This implies that only users defined in Okta can authenticate on
the Self-Service portal, OKTA 5SSO using the Okta single sign-on option.

See Configure users in Okta on page 48.

Additional options include attribute statements within the Okta provider.
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W AV SIS
LEARN MORE
Name Name format Value
Unspecified
Add A
Name Name format Filter
Unspecified v Starts with
Add Anothe:
e Preview the SAML assertion generated from the Information above
<> Preview the SAML Assertion

Figure 65: Create SAML Integration page (3)

The Attribute Statements area is for specifying an attribute that will be used
to authenticate users who will be signing into GroupID using the Okta.
Hence, this attribute is meant for user identification.

Skip this section and leave the selections to default. The Okta provider
would authenticate users on the basis of the username.

16. Click Next.
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&3 Create SAML Integration

e Help Okta Support understand how you configured this application

Are you a customer or partner? I'm an Okta customer adding an Internal app

®) I'm & software vendor. I like to Integrate my app with Okta

Is your app integration complete? Yes, my app Integ

Application Netw

n Is ready for public use In the Okta

e Feedback

Why are you asking me this?

Figure 66: Create SAML Integration page (4)

17. Select the option, I'm a software vendor. I'd like to integrate my app with

Okta and click Finish.

With this, the GroupID OKTA SSO app is successfully added in Okta, and the Sign-
On Settings page for the new app is displayed as follows:

@ 7| GrouplD Okta Sign-On

Active =% | ViewLogs

Settings Edit

Default Relay State

SAML 2.0 Is not configured until you complete the setup Instructions

View Setup Instructions

Identity Provider metadata Is pvallable If this application supports dynamic configuration

JETAILS

«— Back to Applications

pplication Username

Figure 67: Sign-On Settings page
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Download Okta metadata file

You can download a metadata file from Okta and import it into GroupID to
configure the Okta provider in GrouplD.

1. To download the metadata file, click the Identity Provider metadata link on
the Sign-On Settings page (Figure 67).

Opening metadata -

You have chosen to open:
&y metadata

which is: application/samimetadata+xml (2.3 KB)
from: https://imanami-online.okta.com

What should Firefox do with this file?

() Open with Browse...

(®) | Save File

[_] Do this automatically for files like this from now on.

IkOK ‘ l Cancel ]

Figure 68: Opening metadata dialog box

2. Make sure that the Save File option is selected and click OK. The file
downloads and the following dialog box is displayed.

e Library (= [
Organize ~  Clear Downloads 1 PI
History
¥ Downloads Tnada(a o
23K -
Tags % Remove From History
b ﬁ| All Bookmarks Open Containing Folder

Go To Download Page
Copy Download Link

Clear Downloads

Figure 69: Library dialog box

3. Right-click the metadata file and select the Open Containing Folder option
on the shortcut menu.
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Sl 8 L Downloads
File Home Share View
T | 8 » Computer » Local Disk (C:) » Users » administrator.GID-8 » Downloads
A
b Fovorites Name odified F
B Desktop metadata 12/1/2016 12254 AM  File KB
# Downloads [
<l Recent places 4)
9 Libraries
& Documents
@' Music
= Pictures
B Videos
/™ Computer

Figure 70: Downloads page
4. Either copy the metadata file to your desktop for simplicity or save its
location, so that you can easily locate it for import into GrouplD.

Importing the Okta metadata file into GrouplD will bring in all the configurations
for this provider within the SAML provider setup in GrouplD.

Configure users in Okta

You must define users in Okta. Only these users can authenticate on the GrouplD
Self-Service portal, OKTA SSO using Okta. (See Sign-in using Okta on page 53.)

1. Click the People tab (Figure 67).

Figure 71: People page

Right now, no user is added here. There are multiple ways to define users in
Okta, such as:

e Add users manually.

e Use a CSV file to import users.

e Use the Active Directory tool provided by Okta (that syncs Active
Directory users to Okta).
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3.

For all of these, if Okta finds an existing user in its own database, it will link
the GrouplD application, OKTA SSO to the existing account. If not, it will
create a new Okta account for the user.

For new users, a password is generated by Okta and sent to them by email.

To create users manually or to import them into Okta, visit
https://help.okta.com/en/prod/Content/Topics/Directory/Directory People.ht
m.

To use an Active Directory tool for adding users, see
https://help.okta.com/en/prev/Content/Topics/Directory/Directory_Directory
_Integrations.htm?cshid=Directory_Directory_Integrations#Directory Directo

ry_Integrations.

After defining users, you must manually add these users.

Click People to go to the People page (Figure 71). Click the Assign to People
button to add users here.

Assign GrouplD Okta Sign-On to People

Alex Ortiz .
Alex Oniz@Gid-8 loc Ass
Umer Aslam % .
umer.aslam@imanam|.com Asslg;
Ben Sims

Ben.Sims@Gid-8.loc Assig

Leo Fergusen
Leo.Ferguson@Gld-8.loc

Figure 72: Assign GrouplD Okta Sign-On to People dialog box
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4. Click Assign against a user so that they can authenticate on the Self-Service
portal, OKTA SSO using Okta.

Assign GrouplD Okta Sign-On to People
User Name Leo.Ferguson{Eacilae I
Save and Go Back Cancel

Figure 73: Assign GrouplID Okta Sign-On to People dialog box (2)

’

a. Remove the domain after the user’s name, i.e., the part starting with ‘@’.
After removing the domain, we are left with the user name. The user
will use this name to authenticate on the portal, OKTA SSO using Okta.

b. Click Save and Go Back.

5. Repeat step 4 for all the required users and then click Done on the Assign
GrouplD Okta Sign-On to People dialog box (Figure 72).

The users will be displayed on the People page.

3 people are assigned to the app.
@ GrouplD Okta Sign-On — Back to Applications

Aave v | |=| ViewLogs

oo

@
b1

\
x

Figure 74: People page with users added
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6. The next step is to activate the user accounts. Click the Directory link in the
blue bar at the top.

Figure 75: Directory page

7. Click the Activate link for the required user.

Activate User

Figure 76: Activate Person dialog box

8. Click Activate User.

With this, we have successfully configured users within the Okta provider.

Configure the Okta provider in GroupID

While creating the Okta provider in GrouplD SSO Admin Panel, you simply have to
import the Okta metadata file to configure all settings for this identity provider.

1. In GrouplID SSO Admin Panel, go to the Add New SAML Provider page
(Figure 7) and make sure OKTA SSO is selected in the Client list.

(OKTA SSO is the GrouplD application for which we generated the audience
URL, to set up Okta with it.)
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2.

4.

5.

To import the Okta metadata file, click the Import from Metadata button
under the Advanced section; the following dialog box is displayed:

Import Settings from IDP Provided Metadata file

Metadata File:

Browse... Load File

Close

Figure 77: Import Settings from IDP provided Metadata File dialog box

Click Browse to select the Okta metadata file you downloaded earlier (see
Download Okta metadata file on page 47).

Then click Load File. With this, fields on the Add New SAML Provider page
(Figure 7) are automatically filled in.

When Okta is configured with the GrouplD application, OKTA SSO, it will be
available on OKTA SSO's login page for single sign-on. You can choose to
display the Okta authentication option as an image or a button.

o To display the Okta option as an image, you have to upload an image for
the identity provider.

On the Add New SAML Provider page (Figure 7), use the Browse button
next to the Identity Provider Image box to upload an image for Okta.

NOTE Supported image formats are: .jpg, .bmp, .png, and .gif. Required
dimensions for the image file are: 210 x 60 pixels.

OR

e |f you do not want an image, Okta authentication will be shown as a
button.

Specify a name for the button in the Name box.

Users can click the image or the button on the login page of the Self-Service
portal, OKTA SSO (Figure 79) and authenticate using the Okta single sign-on
process.
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6. To make advanced configurations, click Advanced to expand the Advanced

7.
8.

9.

section.

Advanced

Response Signing: Response Signing Method: Request Binding:

Enabled v RSA-SHA-256 v Redirect v

Disable GrouplD Authentication: Display On Login Page: Logout Redirect:

No v Yes

Identity Location: Assertion Encryption:

Identity is in Name Identifier of Subject element ‘ Disabled

Figure 78: Advanced section

Leave all settings to default.

The Disable GrouplD Authentication option indicates whether to display the
GrouplD authentication login on the OKTA SSO portal’s login page (Figure
79).

e By default, ‘No’ is selected, which means that when users access the
OKTA SSO portal’s login page, they will be shown the GrouplD login and
password option as well as the Okta identity provider’s button.

e Selecting ‘Yes’ means that the GroupID login and password option will
not be available on the OKTA SSO portal’s login page.

Moreover, when a single identity store and a single SAML provider is
configured, the login page for the provider is displayed rather than the
OKTA SSO portal’s login page. (The Okta login page is as shown in
Figure 80.)

Click Create Provider to complete the configuration.

The identity provider is created and displayed in the SAML Identity Providers grid in
the GrouplID SSO Admin Panel (Figure 3).

Sign-in using Okta

We configured the Okta provider with the GrouplD Self-Service portal, OKTA SSO.
For single sign-on using Oklta, we can choose any of the following ways:

SP-initiated single sign-on: when the SSO operation is initiated from the SP
end, i.e., from the Self-Service portal, Okta SSO.

IdP-initiated single sign-on: when the SSO operation is initiated from the
IdP end, i.e., from Okta.
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SP-initiated single sign-on

1. Launch the Self-Service portal, Okta SSO.

GrouplID

Authenticate

Username

Supported Username Formats:
[username] [name@domain] [domain\username]

Password

Identity Store: Adatum

CR

Figure 79: Login page with Okta button

The availability of the user name and password fields depends on your
selection in the Disable GrouplD Authentication list (see Figure 78).

2. Click the Okta Logon link; the Okta Sign In page is displayed.

okta

Sign In

[[] Remember me

Need help signing in?

Figure 80: Okta Sign In page
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3. Enter your credentials and click Sign In. You will be routed to the main page
of the Self-Service portal, Okta SSO.

Only users defined for our app in Okta can log in by entering their user
names and passwords. See Configure users in Okta on page 48.

With single sign-on, you can now launch any GrouplD application without having to
sign in again.

IdP-initiated single sign-on

1. Launch the Okta portal using the URL provided by your organization and log
in. The Okta dashboard is displayed.

Figure 81: Okta Dashboard

This page displays the apps configured with Okta for single sign-on.

2. On clicking an app, you will be redirected to it. Authentication will not be
required.
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PingOne is an Identity as a Service (IDaaS) solution that enables organizations to
deliver single sign-on with just one username and password.

In this chapter, we will discuss the configuration of single sign on in GrouplD using
PingOne as a provider.

Generate GrouplD metadata file

In GroupID SSO Admin Panel, you can generate a metadata file for the GroupID
application with which you want to set up the PingOne identity provider.

When you import this file into PingOne, it populates all GroupID-related
configurations into the provider.

Getting the metadata file is a two-step process:

e Generate the consumer URL for the GrouplD application you want to set up
the PingOne identity provider with

e Download the metadata file

Generate Consumer URL

The consumer URL is unique for each GrouplD module (referred to as ‘application’
here). In GroupID Single Sign-On Admin Panel, generate the consumer URL for the
GrouplD application with which you want to configure PingOne. Provide this URL

while configuring the GrouplD application in PingOne.

1. Launch the GrouplID Single Sign on Admin Panel (Figure 3) and click
Generate URL. The Generate URLs page (Figure 6) is displayed.

2. In the Select Client to Generate Consumer URL list, select a GroupID
application with which you want to set up PingOne for single sign-on.

This list contains all GrouplID applications, namely

e Automate
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e Management Shell

e All Self-Service and Password Center portals created using GroupID
As an example, let’s select the Self-Service portal named Enterprise.

3. The URL displayed in the Consumer URL box is a unique identifier for the
selected application. It is used to define the link of our application (i.e., the
Enterprise portal) within the provider (i.e., PingOne). Click @ to copy this
URL. Then paste it in a file, preferably a text file, to save it.

= 1. On upgrade to GroupID 10 SR2, you must generate the consumer URL again for
N
— _ the GrouplD client configured with PingOne, and update it in PingOne.

2. If you lose the SQL server or the GrouplID server, you will have to configure the

provider again.

Download metadata file

Use the Metadata section on the Generate URLs page (Figure 6) to generate the
metadata file for the GrouplID application with which you want to set up PingOne

for single sign-on.

Since we generated the consumer URL for the Enterprise portal, we should generate
the metadata file for this same portal.

1. Inthe Client list, select Enterprise.

2. Select the relevant identity store in the Identity Store list.
Users will be authenticated in this identity store when they use PingOne for
single sign-on.

3. Click ¥ to download the metadata file on your machine.
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Configure GrouplD in PingOne

1. Launch the PingOne Identity dashboard. It is as follows:

Ere

Dashboard

Welcome, sabahatali 'Sign OF

2 Help

My Dashboard  Reports

Notifications

The corporate logo is displayed on your dock

You have added 3 users

Summary

Today This Week LastWeek This Montt

Zo 54 10d m 1y 2y

S 6

Applications Users Setup  Account

Your PingOne dock URL Rips esktop.pingone d-168905

Currently Viewing Oct 30, 2016 - Nov 5, 2016

0

Nov

Figure 82: PingOne ldentity Dashboard

2. Click the Applications tab.

Eing

# Dashboard

My Applications  Application Catalog

My Applications

« Active applications are enabled for single sign-on (SSO)
« Detalls displays the application details.

Application Name Type
Facebook Basic SSO
Linkedin Basic SSO
Office 365 Basic SSO
Self service SAML SAML
SspP SAML

Add Application ~
Search Application Catalog
NewsMcLApphtm
O Application

Request Ping Identity add a new application to the application catalog

Applications Users Setup Account

Status

Active

Active

Active

Applications you've added to your account are listed here. You can search by application name. description or entityld

om ali  Sign Of

2 Help

L]

Remove

Remove

Remove

Remove

Remove

vV v v v Vv

Pause AllSSO @

Figure 83: Applications tab
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3. Click Add Application and select the New SAML Application option to

configure the GrouplD application, Enterprise, in PingOne.

Self service SAML SAML Yes Remove >

SsP SAML Yes Remove | 2

New Application SAML Incomplete No

1. Application Details

Application Name

Application Description

Category = Choose One

Graphics Application Icon Application Logo

For use on the dock For use on the previous version of
the dock

Change P
ge

Figure 84: Application Details page

The new application is added to the grid and the Application Details section
is displayed.

In the Application Name box, provide a friendly name for the application.
For example, Imanami GrouplD App1.

In the Application Description box, you can specify the GrouplD application
with which you want to set up PingOne for single sign-on. In our example, it
is the Self-Service portal, Enterprise.

You can choose to upload an image for the GroupID app. This image will be
displayed on the PingOne dashboard.

Every SAML provider has a user dashboard. Hence, when a user logs in to
PingOne, he or she will be redirected to the dashboard that may have
GrouplD and other applications listed for single sign-on.
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7. Select an option from the Category list, for example, Information Technology.

This section will appear as:

Application Name  Imanami GrouplD App1

Application Description | GrouplD Self-Service Portal

“Enterprise”
Category | Information Technology i
Graphics | appiication Icon Application Logo
For use on the dock For use on the previous version of
the dock
Change T

NEXT: Application Configuration Cancey [
Add Application ~ Pause AllSSO @

Figure 85: Application Details page (2)

8. Click the Continue to Next Step button.

| have the SAML configuration | have the SSO URL

You will need to download this SAML metadata to configure the application:

Signing Certificate | PingOne Account Origination Certificate v

R

SAML Metadata Download

Provide SAML details about the application you are connecting to

Protocol Version @ SAMLv20 & SAMLvV1.1

Upload Metadata @ SelectFile | OF use URL

Assertion Consumer Service (ACS)  hitps //sso example com/a/sso sami2

Entity ID | examp!
Application URL
Single Logout Endpoint @ | example com/slo endpoint
Single Logout Response Endpoint @ | example com/sloresponse endpoint
Single Logout Binding Type Redirect @ Post

Primary Verification Certificate @ | Choose File | No file chosen

Secondary Verification Certificate @ [ Choose File | No file chosen

Signing Algorithm = RSA_SHA256 v

Figure 86: SAML Configurations page
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10.

11.
12.

13.

14.

Use the metadata file you generated for the Enterprise portal in GroupID
Admin Panel to configure certain settings on this page.

(See Generate GrouplD metadata file on page 56.)

Click the Select File button next to the Upload Metadata label. Simply select
the metadata file and it will be uploaded, thereby bringing in the required
settings to configure the GrouplD application, Enterprise, within PingOne.

For example, the Entity ID box is populated with the required URL.

In the Application URL box, copy the same URL as displayed in the
Assertion Consumer Service (ACS) box.

Select the Post option button for the Single Logout Binding Type.
In the Signing Algorithm list, select the RSA_SHA256 bit encryption option.

GrouplD currently supports the following options:
e RSA SHA1
e RSA _SHA256

Click the Download link next to the SAML Metadata label to download the
metadata file from the PingOne identity provider.

While creating the PingOne provider in GroupID, you can import this file to
being in all the configurations for PingOne within the identity provider
setup in GrouplD.

No further configurations are required on this page. Scroll down and click
the Continue to Next Step button.

cH?2

i
v v Vv v

Figure 87: SSO Attribute Mapping page
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Attribute mapping in PingOne
The next step is to specify an attribute that will be used to authenticate users who
will be signing into GrouplD using the PingOne single sign-on facility.

Hence, this attribute is meant for user identification.

1. Inthe SSO Attribute Mapping area (Figure 87), click the Add new attribute
button. A new row is displayed.

3. $50 Attribute Mapping

Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

Application Attribute Identity Bridge Attribute or Literal Value Required

1 | I As Literal | Advanced x

Add new attribute

NEXT: Review Setup Cancel | Back  Save & Exit [ECEVCRAIISH

Figure 88: New row for adding authentication attribute

2. Click the Advanced button in this row.

Advanced Attribute Options

Advanced Attribute Options for

Advanced Attribute Options

NameFormat @

Attribute Mapping

You can build an attribute mapping using multiple source attributes, literals and transformation functions

For example, SAML_SUBJECT can be (where each attribute value is a separate entry)

subject = firstName + "." + lastName + “@" + domainName
IDP Attribute Name or Literal Value As Literal  Function
1 As Lieral v e

Figure 89: Advanced Attribute Options dialog box
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3.

10.

11.

In the NameFormat list, select the first option, as shown below:

Advanced Attribute Options
I

NameFormat @

| urn:oasis:names:tc:SAML:2.0:atirmame-formatunspecified

urn-oasis:names:tc:SAML:2.0:attrname-formaturi

urn:oasis:names:tc:SAML:2.0:attrname-formatbasic

Figure 90: Name Format options

In the IDP Attribute Name or Literal Value box, type or select the Active
Directory attribute you want to use for authentication. For example, E-mail.
This attribute facilitates user identification.

To define users in PingOne, see Configure users in PingOne.

In the Function list, you can select the conversion methodology. For
example, you can convert the first name or last name to upper case, lower
case, or even use regular expressions. We will not use any conversion
methodology here.

Click Save.

The specified attribute is displayed in the ldentity Bridge Attribute or Literal
Value box (Figure 88). Provide a user-friendly name for the attribute in the
Application Attribute box.

There is one change we have to make. For attribute mapping, the email
listed should be accurate, since we selected E-mail as the unique identifier.

Click the Advanced button in the row (Figure 88); the Advanced Attribute
Options dialog box (Figure 89) is displayed.

On clicking E-mail in the IDP Attribute Name or Literal Value box, a drop-
down is displayed. Select the Email option.

IDP Attribute Name or Literal Value As Literal Function

1 E-Mail As Literal

First Name !

Last Name

Figure 91: Email option

With this selected, users will be authenticated with their email address.
Click Save.

Click the Save & Publish button (Figure 88).
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12. The configurations we made in PingOne will be displayed. Click Finish.

The new GrouplD application you created in PingOne is displayed in the My
Applications grid.

My Applications A
Applications you've added to your account are listed here. You can search by application name, description or entityld
Activ plications are enabled for single sign-on (SSO).
« Details displays the application details
Application Name Type Status Enabled
n Facebook Basic SSO Active Yes Remove >
| Imanami GrouplD App1 SAML Yes Remove } |
m Linkedin Basic SSO Active Yes Remove »
G Office 365 Basic SSO Active Yes Remove >
Self service SAML SAML Yes Remove >
sspP SAML Yes Remove >

Figure 92: My Applications grid displaying the GroupID app

Configure the PingOne provider in GrouplID

While creating the PingOne provider in GroupID SSO Admin Panel, you simply have
to import the PingOne metadata file to configure all settings for this identity
provider.

1.

In GroupID SSO Admin Panel (Figure 3), click the New Provider button to
add the PingOne provider.

The Add New SAML Provider page (Figure 7) is displayed.
In the Client list, select the GroupID application with which you want to set
up the SAML provider.
This list contains all GrouplD applications, namely
e Automate
e Management Shell
e All Self-Service and Password Center portals created using GroupID

The application you select must be the one for which you generated the
consumer URL and the GrouplD metadata file (see Generate GrouplD
metadata file on page 56).
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10.

To continue with the example, select the Self-Service portal named
Enterprise in the Client List.

Click the Import from Metadata button under the Advanced section to
import the PingOne metadata file.

You downloaded this metadata file in step 13 under the heading, Configure
GroupID in PingOne.

Import Settings from IDP Provided Metadata file

Metadata File:

Choose File | No fi...hoser Load File

Figure 93: Import Settings from IDP provided Metadata File dialog box

Click Choose File to select the PingOne metadata file. Then click Load File.
With this, fields on the Add New SAML Provider page (Figure 7) are
automatically filled in.

When PingOne is configured with the GrouplD application, Enterprise, it will
be available on Enterprise’s login page for single sign-on. You can choose to
display the PingOne authentication option as an image or a button.

e To display the PingOne option as an image, you have to upload an
image for the identity provider.

On the Add New SAML Provider page (Figure 7), use the Browse button
next to the Identity Provider Image box to upload an image for PingOne.

Supported image formats are: .jpg, .bmp, .png, and .gif. Required
dimensions for the image file are: 210 x 60 pixels.

TE
noTe

OR

e If you do not want an image, PingOne authentication will be shown as a
button.

Specify a name for the button in the Name box.

Users can click the image or the button on the login page of the Self-Service
portal, Enterprise (Figure 97) and authenticate using the PingOne single
sign-on process.
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5. To make advanced configurations, click Advanced to expand the Advanced
section.

Advanced

Response Signing Response Signing Method Request Binding:

Enabled

Disable GrouplD Authentication Display On Login Page: Logout Redirect

Identity Location Assertion Encryption:

Figure 94: Advanced section for PingOne

6. The Response Signing Method box displays RSA-SHA-256 as the signing
method type. We configured this method as the signing algorithm in
PingOne (Figure 86).

7. The Disable GrouplID Authentication option indicates whether to display the
GrouplD authentication login on the Enterprise portal’s login page (Figure
97).

e By default, ‘No’ is selected, which means that when users access the
Enterprise portal’s login page, they will be shown the GroupID login and
password option as well as the PingOne identity provider’s button.

e Selecting ‘Yes’ means that the GroupID login and password option will

not be available on the Enterprise portal’s login page.

Moreover, when a single identity store and a single SAML provider is
configured, the login page for the provider is displayed rather than the
Enterprise portal’s login page.

8. In the Request Binding list, select POST, since the Single Logout Binding
Type is set to Post in PingOne (Figure 86).

9. C(lick the Create Provider button.

The PingOne identity provider is created and displayed in the SAML Identity
Providers grid in the GroupID SSO Admin Panel (Figure 3).
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Configure users in PingOne

You must define users in PingOne. These users are authenticated in GroupID on the
basis of an attribute, as discussed in Attribute mapping in PingOne.

Only the users you define here can authenticate on the GrouplD Self-Service portal,
Enterprise using PingOne. (See Sign-in using PingOne on page 68.)

1. InPingOne, click the Users tab. The Users page is displayed as follows:

i # Dashboard Applications Users Setup Account
—
User Groups User Directory Users by Service
Users
Users L
Search Advanced Search All Users

User “ Usemame Status Action
sabahat Enabled Eait v
bensims Enabled Eait A
tanveer Enabled Edit  ~

Figure 95: Users page

2. Click the Add Users button and select the Create New User option to create
a user.

User L

Password
*New Password i
*Confirm New Password

Attributes

*Usermname

Name e

First Name
Middle Name
Last Name

Suffix

Formatted Name

Figure 96: Create New User page
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3. Specify a password in the New Password and Confirm New Password boxes.

4. Specify a user name in the Username box.

The user will use this user name and password for single sign-on into
GrouplD using PingOne.

5. Enter other details of the user, such as first name, last name, and the email
address.

6. Click Save. The user is created.

Sign-in using PingOne

We configured the PingOne provider with the GrouplD Self-Service portal,
Enterprise. We also created a user in PingOne who should be able to log into the
Enterprise portal using the PingOne single sign-on option.

For single sign-on using PingOne, we can choose any of the following ways:

e SP-initiated single sign-on: when the SSO operation is initiated from the SP
end, i.e., from the Self-Service portal, Enterprise.

o IdP-initiated single sign-on: when the SSO operation is initiated from the
IdP end, i.e., from PingOne.

SP-initiated single sign-on

1. Launch the Self-Service portal, Enterprise.

% Authenticate

Supported Username Formats:

name] [name@domain] [domain\username]

Identity Store: Adatum

OR

Figure 97: Login page with PingOne button
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The availability of the user name and password fields depends on your
selection in the Disable GrouplD Authentication list (see Figure 94).

2. Click the PingOne button; the PingOne Sign In page is displayed.

3. Enter your credentials and log in. You will be routed to the main page of the
Self-Service portal, Enterprise.

Only users defined for our app in PingOne can log in using PingOne single
sign-on. See Configure users in PingOne on page 67.

With single sign-on, the user can now launch any GrouplD application without
having to sign in again.

Even if the user closes the portal and re-launches it, he or she will directly log into
the portal, without having to enter any credentials. The same behavior applies in
case of an IIS reset.

IdP-initiated single sign-on

1. Launch the PingOne portal using the URL provided by your organization and
log in.

The PingOne dashboard will be displayed. It lists the apps configured with
PingOne for single sign-on.

2. On clicking an app, you will be redirected to it. Authentication will not be
required.
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Onelogin provides single sign-on and identity management for organizations that
embrace cloud computing.

In this chapter, we will discuss the configuration of single sign on in GrouplD using
Onelogin as a provider.

Generate Consumer URL

TE
noTE

The consumer URL is unique for each GrouplD module (referred to as ‘application’
here). In GroupID Single Sign-On Admin Panel, generate the consumer URL for the
GrouplD application with which you want to configure OneLogin. Provide this URL
while configuring the GroupID application in OnelLogin.

1. Launch the GrouplD Single Sign on Admin Panel (Figure 3) and click

Generate URL. The Generate URLs page (Figure 6) is displayed.

In the Select Client to Generate Consumer URL list, select a GroupID
application with which you want to set up OneLogin for single sign-on.

This list contains all GrouplID applications, namely

e Automate

e Management Shell

o All Self-Service and Password Center portals created using GroupID
As an example, let’s select the Self-Service portal named Users.

The URL displayed in the Consumer URL box is a unique identifier for the
selected application. It is used while configuring the portal, Users in
OneLogin. Click [0 to copy this URL. Then paste it in a file, preferably a
text file, to save it.

1. On upgrade to GroupID 10 SR2, you must generate the consumer URL again for
the GrouplD client configured with OneLogin, and update it in OnelLogin.

2. If you lose the SQL server or the GrouplD server, you will have to configure the
provider again.
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Generate Entity ID/Audience URL

The audience URL is unique for each GrouplD module (referred to as ‘application’
here). In GroupID Single Sign-On Admin Panel, generate the audience URL for the
GrouplD application with which you want to configure OnelLogin. Provide this URL
while configuring GroupID in OneLogin.

1.

In GrouplID Single Sign-On Admin Panel (Figure 3), click the New Provider
button to add a new provider. The Add New SAML Provider page (Figure 7)
is displayed.

In the Client list, select a GrouplID application to set up the SAML provider
with.
This list contains all GrouplD applications, namely

e Automate

e Management Shell

o All Self-Service and Password Center portals created using GroupID

The application you select must be the one for which you generated the
consumer URL on the Generate URLs page (Figure 6).

To continue with the example, select the Self-Service portal named Users in
the Client list.

The Entity ID/Audience box displays a URL that serves as the application ID.
Click O to copy it.

Configure GrouplD in OneLogin

Configuring GrouplD in OneLogin involve the following steps:

Create an app for the GroupID Self-Service Users portal in OnelLogin.
Configure this app by specifying the consumer URL and audience URL.

Specify an attribute for authenticating users who use the OnelLogin single
sign-on option to log into the Users portal.

Define SSO settings.

71 | © 2022 Imanami | Now Part of Netwrix



Chapter 5 - SAML Configuration for GroupID using OnelLogin

You also have to:

e Define users in OnelLogin, who can authenticate on the GrouplD app, Users
using OneLogin.

e Download the OnelLogin metadata file, that will be used to configure the
OnelLogin provider in GrouplD.

Create app for GrouplD in OneLogin

1. Launch OnelLogin.

onelogin

App Home a n m

Figure 98: OneLogin — Home page

2. On the Home page, click the New App button to add a new application in
the OneLogin control panel.

To continue with our example, we will be adding the GrouplD application,
Users.

USERS ~ APPS  DEVICES  ACTIVITY  SETTINGS
Find Applications m

a I

Figure 99: Find Applications page
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3. Alist of applications is available here. In the Find Applications box, type
‘SAML’ to search for single sign-on applications.

Q000000 0H
£ 98 5¢ 98 98 selselsz 53 5%
P if 3% iit

Figure 100: List of SAML applications

4. Select the SAML Test Connector (IdP) option (without any attributes or any
sign responses).

«~ Add SAML Test Connector (IdP) :

Figure 101: Create New App page

5. Specify a friendly name for the application in the Display Name box.
6. You can also upload an image for the GroupID app that will be displayed on
the user dashboard in OnelLogin (Figure 122).

Every SAML provider has a user dashboard. Hence, when a user logs in to
OnelLogin, he or she will be redirected to the dashboard that may have
GrouplD and other applications listed for single sign-on.

7. Click Save.

A message is displayed that the app is added and a few links are displayed
under the message. It is as follows:
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«— SAML Test Connectol SR SE (DR Enties S v stens e | save |

N

Portal 3y Name Tat

Notes

Figure 102: Create New App page (2)
Set Consumer URL and Audience URL

8. Click the Configurations link (Figure 102). The Configurations page for the
new app is displayed as follows:

«~ SAML Test Connector (IdP) | save |

Configuration

Application Details

Figure 103: New App Configurations page

9. In the ACS (Consumer) URL Validator and ACS (Consumer) URL boxes,
provide the consumer URL that you generated for the GroupID application,
Users (see Generate Consumer URL on page 70).

10. Provide the audience URL in the Audience box. Fetch this URL from the
Entity ID Audience field on the Add New SAML Provider page (see Generate
Entity ID/Audience URL on page 71).
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Specify attribute for user authentication

11. Click the Parameters link.

«~ SAML Test Connector (IdP) SAVE

Parameters

Credentials are

wred by admi E ired by ad 1 shared by all u

nector (IdP) Field Value Add parameter

Email Email

Figure 104: Parameters page

12. Email is already set as the entity ID that will be used for authenticating
users who opt to sign into GroupID using the OneLogin single sign-on
option. Leave all settings to default.

Hence, the Email attribute is meant for user identification.

Configure SSO settings

13. Click the SSO link.
— SAML Test Connector (IdP) =22

Figure 105: SSO page

14. In the SAML Signature Algorithm list, select SHA-256.

15. The page also displays the Issuer URL and the endpoint URLs for both the
post and redirect methods. You will have to provide these URLs while
configuring the OnelLogin provider in GrouplD SSO Admin Panel.

(See Configure the Onelogin provider in GroupID on page 77.)
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Define users

16. Click the Access link. The Policy list displays any policies that you may have
configured for users. You can select a policy to enforce it.

17. Click the Users link.

«~ SAML Test Connector (IdP)
N
Users

Figure 106: Users page
User management is discussed in detail in Define users in OnelLogin on
page 80.

18. Click Save.

Download OneLogin metadata file
You can download a metadata file from OnelLogin and import it into GrouplID to

configure the Onelogin provider in GrouplID.

19. Click More Actions and select SAML Metadata. This will download the
Onelogin metadata file on your machine.

«— SAML Test Connector (IdP) ‘IE"'*-":%}
Vendor Homepage

SAML Metadata

Delete

Portal play Name Tat

GroupID SAML (IDP) for Users Portal Imanami

Notes

Figure 107: Download metadata file
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20. For convenience, copy this file from the downloaded location to your
desktop. Now you have to import this file into GrouplID.

Importing the metadata file will being in all the configurations for the
Onelogin identity provider within the SAML provider setup in GrouplD.

Configure the OneLogin provider in GroupID

While creating the OneLogin provider in GroupID SSO Admin Panel, you simply
have to import the OnelLogin metadata file to configure all settings for it.

1. In GrouplID SSO Admin Panel, go to the Add New SAML Provider page
(Figure 7) and make sure Users is selected in the Client list.

(Users is the GrouplD application for which we generated the audience URL,
to set up OnelLogin with it.)

Import OneLogin metadata file

2. Click the Import from Metadata button under the Advanced section to
import the OneLogin metadata file.

(You downloaded this metadata file in the Download OnelLogin metadata
file section on page 76.)

Import Settings from IDP Provided Metadata file

Metadata File:

Browse... Load File

R

Close

Figure 108: Import Settings from IDP provided Metadata File dialog box

3. Click Browse to select the OnelLogin metadata file. Then click Load File.
With this, the required fields on the Add New SAML Provider page (Figure 7)
are automatically filled in.

However, you still have to provide the Issuer URL and IDP Login URL.
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Provide Issuer URL and IDP Login URL

4. On the SSO page (Figure 105), copy the URL displayed in the Issuer URL box

and paste it in the Issuer box on the Add new SAML provider page (Figure
25).

For request binding, we will prefer the post method rather than the redirect
method.

Select the endpoint URL for the post method in the SAML 2.0 Endpoint
(HTTP) box on the SSO page (Figure 105) and paste it in the IDP Login URL
box on the Add new SAML provider page (Figure 25).

Upload image for identity provider

6. When Onelogin is configured with the GroupID application, Users, it will be

available on Users’s login page for single sign-on. You can choose to display
the OnelLogin authentication option as an image or a button.

o To display the OnelLogin option as an image, you have to upload an
image for the identity provider.

On the Add New SAML Provider page (Figure 7), use the Browse button
next to the Identity Provider Image box to upload an image for
Onelogin.

Supported image formats are: .jpg, .bmp, .png, and .gif. Required
dimensions for the image file are: 210 x 60 pixels.

TE
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e [f you do not want an image, OnelLogin authentication will be shown as
a button.

Specify a name for the button in the Name box.

Users can click the image or the button on the login page of the Self-Service
portal, Users (Figure 120) and authenticate using the OnelLogin single sign-
on process.
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Advanced settings

7. To make advanced configurations, click Advanced to expand the Advanced
section.

Advanced

Request Binding:

Disable GrouplD Authentication Display On Login Page Logout Redirect

Figure 109: Advanced section for OneLogin

8. The Disable GrouplID Authentication option indicates whether to display the
GrouplD authentication login on the Users portal’s login page (Figure 120).

e By default, ‘No’ is selected, which means that when users access the
Users portal’s login page, they will be shown the GrouplID login and
password option as well as the OnelLogin identity provider’s button.

e Selecting ‘Yes’ means that the GroupID login and password option will
not be available on the Users portal’s login page.

Moreover, when a single identity store and a single SAML provider is
configured, the login page for the provider is displayed rather than the
Users portal’s login page. (The OnelLogin login page is as shown in
Figure 121))

9. In the Request Binding list, select POST, since we used the endpoint URL for
the post method in the IDP Login URL box.

10. We will not use the assertion encryption, so make sure Disabled is selected
in the Assertion Encryption list.

11. In the Response Signing Method list, select RSA-SHA-256, since we
configured this method as the signing algorithm in the SAML Signature
Algorithm Llist on the SSO page (Figure 105).
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Create the provider

12. Click the Create Provider button.

The Onelogin identity provider is created and displayed in the SAML Identity
Providers grid in the GrouplID SSO Admin Panel (Figure 3).

Define users in OneLogin

You must define users in OnelLogin. Only these users can authenticate on the

GrouplD Self-Service portal, Users using OnelLogin. (See Sign-in using OnelLogin on
page 84.)

On the Users page (Figure 106) in the OneLogin admin panel, let’s add a new user.

USERS APPS DEVICES ACTIVITY SETTINGS

s «~ SAML Test Connector (IdP)

All groups - UNMATCHED USERS

Figure 110: Users page

1. Click Users in the black bar at the top; the following page is displayed:

USERS APPS DEVICES ACTIVITY SETTINGS

Q

alex ortiz Last logged in about 1 hour ago

Ben Sims Default Last logged in about 1 hour ago

Umer Aslam Default

Last logged in about 1 hour ago

Figure 111: All Users page

2. Click the New User button.
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USERS APPS DEVICES ACTIVITY SETTINGS

«~ New User

User Info

Directory Details

Notes About This User

Figure 112: New User page

3. Create a new user, for example, Leo Ferguson. Enter the t=required
information for this user and click Save User to create the user.

Notice that we specified a user name but no password for the user. We will

specify it later (Figure 118).

A message is displayed that the user is created and a few links are displayed

under the message.

4. Click the Authentication link.

USERS ~ APPS  DEVICES  ACTIVITY  SETTINGS

«~ Leo Ferguson

MORE ACTIONS

Authentication

OneLogin "

Open ID

Multi-factors

Figure 113: Authentication page
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5. In the Authenticated By list, make sure OneLogin is selected.
6. In the User Security Policy list, select ‘Default policy’.

7. Click the Applications link.

USERS  APPS  DEVICES  ACTIVITY SETTINGS

Applications

:

Figure 114: Applications page

8. Click * to specify the application that the user (i.e., Leo Ferguson in our
example) will be able to log on to.

The following dialog box is displayed:

Assign New Login To Leo Ferguson

This login will override any apps assigned via roles

icatior
GrouplD SAML (IDP) for Users Portal -

GrouplD SAML (IDP) for Users Portal

SAML Test Connector (IdP) E

L

Figure 115: Assign New Login dialog box

9. In the Select Application list, select the application that you created for
GrouplD in OnelLogin (Figure 101).

10. Click Continue. The following dialog box is displayed:

Edit GroupID SAML (IDP) For Users Portal Login For

Leo Ferguson

ed Vv Allow users to sign in

Jeo.ferguson@gid-8.loc

Figure 116: Edit app for User dialog box

The user’s email is fetched from the New User page (Figure 112).
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11. Click Save. The app is listed as:
«~ Leo Ferguson SAVE,USER

Applications

Roles Applications +

Default @ GroupID SAML (IDP)  leo ferguson@gid-8.loc Admin-configured
for Users Portal

Figure 117: Applications page (2)

12. Click Save User.

13. Next, you have to update the user’s password in OnelLogin.

On the New User page (Figure 112), click More Actions and select Change
Password.

Assume User

J

Force Logout

User Info

Active

C Send Invitation

Show User Details

(+) First Name * Last Name S —_—
Leo Ferguson Delete
Email Username Download PKI cert
leo.ferguson@gid-8.loc leo terguson Create New User

Create New Sub User

Phone Number Manager

Figure 118: Change Password option

14. The following dialog box is displayed:

Change Password

Force user to update

Force user to change their password the next
time they log in

ANCEL UPDATE

Figure 119: Change Password dialog box

15. Specify a new password for the user and click Update.

16. Click Save User.
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Sign-in using OneLogin

We configured the OneLogin provider with the GrouplID Self-Service portal, Users.
We also created a user, Leo Ferguson, in OneLogin who should be able to log into
the Users portal using the OnelLogin single sign-on option.

For single sign-on using OnelLogin, we can choose any of the following ways:

e SP-initiated single sign-on: when the SSO operation is initiated from the SP
end, i.e., from the Self-Service portal, Users.

o IdP-initiated single sign-on: when the SSO operation is initiated from the
IdP end, i.e., from Onelogin.

SP-initiated single sign-on

1. Launch the Self-Service portal, Users.

A'uﬁtjhenticate

Usermame

Supported Username Formats:

[username] [name@domain] [domainiusername]

Password

Identity Store: Adatum

OR

Figure 120: Login page with OneLogin button

The availability of the user name and password fields depends on your
selection in the Disable GrouplD Authentication list (see Figure 109).
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2. Click the One Login Users Portal button; the user is redirected to the

OnelLogin sign in page.

onelogin

‘ [Email |

LOG IN

FORGOT PASSWORD

Figure 121: OnelLogin sign in page
Enter Leo Ferguson’s login name and password, and click Login.

The user is successfully logged into the Self-Service portal using the
Onelogin single sign on option.

Only users defined for our app in OnelLogin can log in by entering their user
names and passwords. See Define users in OnelLogin on page 80.

With single sign-on, you can now launch any GrouplD application without having to
sign in again.

IdP-initiated single sign-on

1. Launch the Onelogin portal using the URL provided by your organization

and log in.
The OnelLogin dashboard will be displayed.

onelogin

Company

] Office 365 D Pasort D seifservice

Figure 122: OneLogin Dashboard

This page displays the apps configured with OnelLogin for single sign-on.

On clicking an app, you will be redirected to it. Authentication will not be
required.
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Identity Provider

GrouplD can provide the services of an identity provider. You can register a third-
party application as a service provider in GroupID to authenticate users in that
application through GrouplD.

Register an application (service provider) in GroupID

1. Launch GrouplD Authenticate.
2. In GrouplID SSO Admin Panel, click the Applications tab.

3. Click New Application.

Create Application

ensgsere  csms

.....................

Figure 123: Create Application page

4. Enter a name for the application in the Name box.
The application will be displayed on the GrouplD Login page with this
name.

5. Copy the consumer URL from the service provider and enter it In the
Consumer URL box.

6. Copy the audience URL from the service provider and enter it In the Entity
ID/Audience box.
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7. From the Identity store drop-down list, select the identity store to use for

authenticating users.

For single sign-on, third-party application users must authenticate through
an identity store defined in GrouplD. For example, to authenticate users
through Active Directory, select an AD-based identity store.

Next, specify an attribute as a claim. Service provider application users are
authenticated in GrouplD based on this attribute.

Enter the attribute name in the Claim box. As you type, the system displays
the attributes in the selected identity store that start with the text. Select
the required attribute.

The value of this attribute in the application would be matched to the value
of this same attribute in the identity store for authentication.

Click Browse under Identity Provider Image to upload an image for the
application, such as the application logo.

NOTE Supported image formats: .jpg, .bmp, .png, and .gif
Image file dimensions: 210 x 60 pixels

Specify Advanced settings for the application

10. Expand the Advanced section by clicking the down arrow.

Advanced A

Response Signing: Response Signing Method: Response Binding:

Assertion Encryption: Single Logout URL:

v

Figure 124: Create Application page — Advanced section

11. Select Enabled or Disabled in the Response Signing box, depending on

whether it is enabled or disabled in the service provider.

12. Select a response signing method from the Response Signing Method drop-

down list. This method should be the same for the identity provider
(GrouplD) and the service provider (third-party application).

13. Select Post or Redirect in the Response Binding list, depending on how the

service provider accepts the response.
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14. If you are not using assertion encryption, make sure Disabled is selected in
the Assertion Encryption Llist.

To use assertion encryption as an advanced security feature, select Enabled.
Then provide the certificate, key transport algorithm, and encryption
algorithm to encrypt the response.

15. Generate a logout URL in the service provider and enter it in the Single
Logout URL box. When a user clicks this URL, he or she will be logged out
of all applications that have been authenticated through GrouplD (i.e.,
applications that he or she is single signed in through GroupID).

16. Provide the GroupID metadata in the service provider to register GrouplID as
an identity provider in it.

See Group|D metadata for service provider configurations.

17. Click Create Application to create the service provider in GrouplD.

GroupID metadata for service provider configurations

As part of registering an application in GrouplD, you also have to provide GrouplD
metadata at the service provider end.

18. On the Create Application page (Figure 123), expand the Metadata section
by clicking the down arrow.

......................

m & o U]

Figure 125: Create Application page — Metadata section

19. Copy the Issuer URL and GrouplD certificate from the Provider Issuer and
Provider Signing Certificate boxes and paste them in the service provider.

20. Both the Provider IDP POST Endpoint and Provider IDP Redirect Endpoint
are given here. Depending on how the service provider sends the request or
the mechanism used, copy the appropriate URL and paste it in the service
provider.

21. The Single Logout Endpoint POST box displays a URL.
Requests are posted on this URL for logging out from the current and all
other third-party applications configured in GrouplD.
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22. The Login URL box displays a URL for logging in.
On clicking this URL, the user is redirected to the GroupID Login page where
GrouplD is acting as an identity provider. If the user is already logged into
GrouplD, he/she will be auto-authenticated; otherwise the user will have to
provide the credentials.

Specify default metadata values

You can specify default values for the following metadata:
e Issuer URL
e Signing Certificate

To specify default values:
1. Launch GrouplD Authenticate.

2. In GroupID SSO Admin Panel, click the Authentication Settings tab.

(t+3) SAML Providers Applications Generate URL's §83 Authentication Settings

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

rrrrr BEGIN CERTIFICATE—
MIIDMzCCAhugAwIBAgI QbReumQ162rZ0)CxtdLZy/jANBgkqhkiGIw0
BAQUFADBEBMTEWPQYDVQQD

HjYASQBIAGEAbgBhAGOAQBIAECACEBUAHUACABJAEQAXWBDAGUA
cgB0AGKAZEBPAGMAYQBOAGUW

4

Figure 126: Authentication Settings page

Update the Issuer URL:

The Base URL box displays the Issuer URL. This URL is reflected in the Provider
Issuer box on the Create Application page (Figure 125).

You may want to change the base/Issuer URL for any reason, for example,
replace it with a sub-domain URL or a load balancer URL.

Replace or update the URL in the Base URL box and click Save.

The new URL would be reflected on the Create Application page (Figure 125)
too.

Update the signing certificate:

The Signing Certificate box displays the GrouplD certificate created in IIS. It
displays the certificate along with the private key. This certificate is reflected in
the Provider Signing Certificate box on the Create Application page (Figure
125), though without the private key.
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You may choose to use this certificate or create a custom certificate and use
that in third-party applications.

1. Create your custom certificate and export it to a PFX file.

2. On the Authentication Settings page (Figure 126), click Upload PFX.

Import Windows exported Certificate File(.pfx) X

Select your file to import

! , Load Certificate File

Figure 127: Import Certificate File dialog box

3. Click Browse to select the exported certificate file. As it is password
protected, enter the password and click Load Certificate File.

4. Click Save.
The new certificate is displayed in the Signing Certificate box and reflected
on the Create Application page (Figure 125) too.

Sign-in using GrouplD
Let’s assume that we configured three service providers in GroupID. Users should be
able to access these applications through GrouplD.
For single sign-on using GrouplD, users can choose any of the following ways:

e SP-initiated single sign-on: when the SSO operation is initiated from the SP
end, i.e., from any of the registered service providers.

o IdP-initiated single sign-on: when the SSO operation is initiated from the
IdP end, i.e., from GrouplID.

IdP-initiated single sigh-on

1. Click the Login URL displayed in the GrouplD metadata section.

2. On clicking it, the user is redirected to the GrouplID login page where
GrouplD is acting as an identity provider. If the user is already logged into
GrouplD, he/she will be auto-authenticated; otherwise the user will have to
provide the credentials.
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Authenticated users in Windows AzMan

The GrouplD administrative permissions are controlled through the Windows
Authorization Manager (AzMan) console.

Only if your account has the ‘GrouplD Administrators’ role in AzZMan, you will be
able to log into the GroupID Single Sign-on Admin Panel and manage SAML
providers.

To view the users configured in AzMan:

1. Inthe Run dialog box, type azman.msc to launch the Authorization Manager
console.

Authorization Manager - m}
File Action View Window Help
| D EGCE|HE

Authorization Manager Name

= .
v GrouplDAuthStore.config € Administrator(EE\Administrator) User
(1 Groups

@ a DAuthApplicati !ﬁDomam Admins{JEE\Domain Admins) Group
v
roupiDALtApplication € Ben Sims{Ben.Sims@jee.local) User
(2 Groups

(2] Definitions
~ [ Role Assignments
% GrouplD Administri
% GrouplD Helpdesk

Type Description

Figure 128: AzMan Console

2. Click Authorization Manager > Role Assignments > GrouplID Administrators.
Only users configured under the ‘GrouplD Administrators’ role in AzZMan
(such as Ben Sims) can log into the GrouplID SSO Admin Panel and configure
a single sign-on entity.
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