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Chapter:/1! - Getting Started

You mustconnect GrouplD Management Console to an identity storgefore using
Automate. You can then manage groups and perform other operations in the
connected identity store.

You can signinto an identity store using any of the following methods:
1 Enter the username and password of your identity store account.

9 Signin using a SAML praider.
(This option is available ifa SAML provider is configured with Groupl).

I Scan the QR code with the GrouplD app installed on your smartphone.
(This option is available if the QR code is enabled for an identity store.)

Next, you may have to passecond factor authentication, depending on whether it
is enabled for your role in the connected identity store. Passing it completes the
authentication process.

You can performtasks in GrouplD Management Consoldepending on your role and
permissions in the connected identity store

Connect GrouplD Management Console to an
identity store

1. In GrouplD Management Console, rightlick the GrouplDnode and select
Connectto Identity Store.

1 © 2022 Imanami | Now Part of Netwrix
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Chapter 2 - About GroupID Automate

;ﬂ GrouplD Management Console
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Figure 1: Connect to ldentity Store option

The Login window is displayed.

Login X

Please select an identity store

Automate WIN-GIDSSERVER

Authenticate

E Cheoti >

E Adatum >

[] Remember Me

Figure 2: Login window

The window displays the GrouplD module (Automate) that you want to
connect to an identity store, followed by the machine name (the client
name of Automate on that instance).

If QR code has been enabled for any of the listed identity stores, it is
displayed on the window. Scroll down to view the QR code.

2. You can sign in using any of the following methods:

A |dentity store accountcredentials

A SAML provider

2 © 2022 Imanami | Now Part of Netwrix



Chapter 2 - About GroupID Automate

A QRcode

Sign in with your identity store account

1. On the Login window (Figure 2), dick an identity store to connect to.
The Login window changes to display the login fields.

Login X

Sign in to continue to Automate WIN-GID9SERVER

Authenticate

Username

Supported Username Formats:
f fname@ ] [domainlu

Identity store: Cheoti ¢’

[] Remember Me

Figure 3: Login window (2)

2. In the Usename and Passwordboxes, enter the user name and password of
your directory account, or clickChangeto connect to a different identity
store.

3. Select the RememberMe check box to save yourcredentials. The next time
you launch GroupID Managementonsole, it will automatically connect to
the identity store with the saved credentials.

4. Click Sign In to connect GrouplD Management Console to the identity store.
Sign in with a SAML provider

You can opt for single sigron across all GrouplD modules, mvided that a SAML
provider is configured with GrouplD.

On the Login window (Figure 3), dick the button or image for the provider and
proceed to sign in.

Sign in with QR code

If the QR code is enabled for any of the identity stores, th&ogin window displays
the code too. Use the QR code to sign into an identity store.

3 © 2022 Imanami | Now Part of Netwrix



Chapter 2 - About GrouplD Automate

To scan QR code:

1. Scroll down the Login window (Figure 2 or Figure 3) to display the QR code.

Login %

Scan QR Code

1- Open GrouplD App on your phone
2-Tap Menu and select Login to Windows
3- Point your camera to this screen to capture the code

] Remember Me

Figure 4: Login window - Scan QR Code

2. Open the GrouplDapp on your smartphone and connect to an identity store.
This identity store should have the QR code feature enabled for it.

GrouplD Management Console would connect to the same identity store you
connect the GrouplDapp to.

3. Tap Configure Application Using QR Codia the app.

;‘:’ GrouplD

Welcome to the Groupl D mobile application.

CONFIGURE APPLICATION MANUALLY

CONFIGURE APPLICATION USING QR CODE

Figure 5: GrouplD app i Welcome page
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Chapter 2 - About GrouplD Automate

4. Capturethe QRcode through the GrouplID appon your phone. One of the
following happens:

A If the identity store that the GrouplD app is connected to does not have
the QR code option enabled, an error message is displayed.

A If the identity store that the GrouplD app isconnected to has theQR
code option enabled, GrouplD Management Console will connect to this
identity store.

Pass second factor authentication

The administrator can enable second factor authentication for aecurity role in an
identity store.

If enabled for your role in the connected identity store, you must pass second factor
authentication after signing in via any of the above methods.

For second factor authentication, one of the following applies:

1 If you have not enrolled your identity store account in GrouplD, you must
enroll using at least one authentication type.

The Enroll Accountwindow is displayed as follows:

EGrouplD € Backto Automate WIN-GIDSERVER

;

Figure 6: Enroll Account window

Tabs on this window represent the different authentication types that the
administrator has enabledfor enrollment. You can choose to enroll your
account with as many authentication types as you want; however,
enrollment with only one authentication type is mandatory.

1 If you have already enrolled your account, you must authenticate this
account in orderto connectto the console. TheAuthenticate Account
window is displayed as follows

5 © 2022 Imanami | Now Part of Netwrix
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Second Factor Authentication

GrouplID

O @ Security Questions
O [ Mobile verification
O P2 Email Verification
(] Authenticator

O E PhonelD

(] ) Yubikey Verification

O < Windows Hello

Figure 7: Authenticate Account window

Options on this window represent the different authentication types that
you used to enroll your account wih. You have to authenticate with one
authentication type,

SeeChapter 3- Second Factor Authentication on page 14 for details.
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Chapter:2- - About GrouplD Automate

Automate enables you to manage directory groupghat includes both static groups
and Smart Groups. You can:

Create static groups, Smart Groupsnd Dynasties.
Manage the type, scope, security typeand ownerships of groups.

Manage group membership dynamically.

=A =A =/ =4

Specify an expiry policy for groups. This policy defines the period for which
the group remains active When the period is over, the group becomes
inactive and is locked for all activities.

1 Groups can also be moved betweedomains within a single forest.
Examples of directory groups include distribution lists and security groups.

Automate updates Smart Groupand Dynastieson the basis of userdefined queries.
When directory information changes, Automate automatically updates the
appropriate groups, thus ensuring that groups are never out of dat&his allows
administrators to easly maintain large groups without having to manually add and
remove members.

NOTE This user guide discusses Automate in the context of Active Directorg particular
and other identity providers in general.

Role-based security

To manage access in GrouplD, security roles are defined for an identity store. Each
role is granted a set of permissions that enable role members to access specific
GrouplDfunctions.

Priority value

Eachsecurity role is assigneda priority value in the 1-99 range, where 1is the
highest and 99 is the lowest value Role priority is unique for each rolein an
identity store, and determines which role is higher than the other.

1 © 2022 Imanami | Now Part of Netwrix



Chapter 2 - About GrouplD Automate

Identity Store s in GrouplD

OTE
NoTE

To create and manage groups on a directory server using Automate, the
administrator must first create an identity store for that identity provider in
GrouplD.

GrouplD supports the followingproviders for creating an identity store:
9 Active Directory

GenericLDAP

Microsoft Azure

Digium Switchvox

= =2 =/ =4

Google Workspace
i Health Meter

When two identity stores (say, ID1 and ID2) are connected to the same domain (for
example, demol.com), then objects in demol.com would have a distinct state in
ID1and ID2. Forexamplean obj ect ds state (such as
criteria, additional owners, etc.) would be different in bothidentity stores.

Identity Store configurations essential to Automate

The following must be configured for an identity store before you canmanipulate it
using Automate:

An SMTP server

OTE
B =

An SMTP servemust be configured for each identity store you want toconnect
Automate to, so that email notifications can be sentto designated recipients for
different actions performed in Automate.

By default, notifications are sent to users in the Enggh language. However, a user
can opt to receive natifications in a different language by personalizing the
language settings from theUserSettings panel in the SelfService portal.

When a notification exceeds 8 MB in size, its content is moved to a filthat is
generated and stored at the location:

<GrouplD 10 root directory®Notifications\
Example: C:Program File§ImanamiGrouplID 10.0Notifications\

2
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File name: Notification <date and time of generation>.htm
Example: Notification 07-24-2019 10-58-06-489.htm

The user also receives a notification that redirects him/her to the notification file. It
is as:

GROUPID NOTIFICATIONS .-

b, | GrouplD

The size of the content of this netification exceeds the message size limit. A
local copy of this notification has been generated.

Please contact GrouplD administrator to get file Notification 07-24-
2019 10-58-06-489.htm for more details.

Client Type: SelfService
Time: 7/24/2019 10:58:06 AM
Machine: DEV

Figure 8: Redirect notification
A messaging provider

You can only create maHenabled groups in an identity store ifthe administrator
has configured amessaging proviler, such as Microsoft Exchangdor the identity
store.

Scheduled jobs

Scheduled jobs must be defined for the identity storeso that different activities in
Automate, such as group membership update, group expiry and deletion, and
orphan group ownership, are automatically carried out on a scheduled basis.

SeeScheduled jobs impacting Automateon page 11 for details.
Role-based permissions

A user must belong to at least one user role in the idetity store in order to perform
tasks in Automate. The user can only perform the tasks his or her role has
permissions for.

Role policies

Additionally, the following policies, which are defined for each user role in an
identity store, also impactAutomate:

3 © 2022 Imanami | Now Part of Netwrix



Chapter 2 - About GrouplD Automate

1 Group Owners policy
This policy applies when a role member creates or modifies a static group or
Smart Group. It specifies:

1 Whether the group must have a primary owner
1 The number of additional owners the group must have

/s In an Azure based identity store, a primary ower must be specified
for groups, whether the policy enforces it or not.

1 Group name prefixes policy
The administrator can enforce the use of prefixes in grop names (as
discussed inGroup name prefixe$.

1 New obiject policy
This policy restricts role members to create new directory objects irspecific
containers(s).

1 Search policy
This policy limits the search scopeof Automate to a containerfor role
members The administrator can alsadesignate acriterion to filter specific
objects in searches.

The Search policy ha the following impact on Automate:
9 It sets the search scope fothe Find dialog box (Figure 46).

1 It determines the groups to display in group listings(seeTable 1).
Group name prefixes

The administrator can enforce group haming consistency by defining prefixes at the
identity store level or role level or both. Identity store-specific prefixes are

available to all roles defined for the identity store while role-specific prefixes are
only available to role members for use.

When a user creates a group, he or she must select a prefix, which is added to the
groupds name and display name.

/ For information on group naming in an Azure based identity store, see,
Group naning policy in Appendix B

Membership update settings for Smart Groups and Dynasties

To manage membership changes tot8art Groups and Dynastes, the administrator
can configurethey Out of Boundsd setting at the

SeeMembershipsettings on page 89 for details.

4 © 2022 Imanami | Now Part of Netwrix
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Membership lifecycle policies for static groups

The administrator can specify membershififecycle policies for static groups These
policies state that al members added or removed from target groups during a
specified period aretreated as temporary addition or removal respectively.

When applied to theexisting membership of a groupthese policies caneffectively
remove all membersor convert all to permanentmembers.

Dynasty settings

The administrator can specify certain settings to control how Automate processes
the Dynasties in an identity store.These settings are discussed iDynasty ®ttings
on page 138.

Workflows

With workflows enabled for an identity store, changes made to an object are
approved by anauthorized user before they are committed to the directoy server.

GrouplD provides segral pre-defined system workflows, of which the following
apply to Automate:

1 Require Admin Approval to Change Group Expiration PolieyThis workflow
is triggered when auser changes the expiy policy for a group.

1 Workflow to Nest a Group- This workflow is triggered when a user adds a
group to the membership of another group.

The administrator can also define more workflows for the identity store.
History tracking

Automate can maintain a track of actions performed on a group since its creation,
provided that history tracking is enabled for the identity store.

SeeGrouphistory on page 84 for details.
Event logging

GrouplD employs Windows logging and File logging, to maintain event logs for
Automate.

Log settings aredefined at the identity store level and may vary for different
identity stores.

5 © 2022 Imanami | Now Part of Netwrix



Chapter 2 - About GrouplD Automate

Second factor authentication

If the GroupID administrator eriorces second factor authentication for a user role in
an identity store, role members must authenticate their identity store accounts
while connecting GrouplD Management Console tthat identity store.

SeeChapter 3- Second Fctor Authentication on page 14 for details.

GrouplD configurations essential to Automate

The GrouplD administrator can specify global configurationfor Automate that
apply irrespective of the identity store.These configurations are:

Set o bject limit for display

The GroupID administrator carspecify:

91 the number of group members to be displayed on théMemberstab (Figure
37) in group properties.Users will have to click the Show Alllink on the tab
to get a list of all members.

1 the number of most recently used recipients (set as group owners) to show
on the shortcut menu (Figure 47) for specifying the ownerof multiple
groups.

9 pagination for the History tab (Figure 40) in group properties.This sets the
number of records tobe displayed on a page the next records are moved to
the next page, and so on.

Set default settings for g roups

The GrouplD administratorcan specify certaindefault settings to ensure that
groups, when created, acquire a set of values for the desired settingSettings
include:

9 The recipientsfor the non-delivery report (NDR), that is sentvhen a
message sent to a group is not delivered

1  Whether to show or hide the membership of mailenabled groups in the
messaging provider's address book (such as the Outlook address book).

9 Standard text to appear in the notes for Smat Groups and Dynasties created
using Automate.

These settings carbe modified for each group individually on the Exchange
Advancedtab (Figure 43) in group properties.
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Chapter 2 - About GrouplD Automate

Additionally, the administrator can also specify the following settings, that cannot
be modified.

1 Whether to use theGlobal Catalogor the domain specified for the identity
store as the default container for finding recipients (for Active Directory
based identity stores only)

1 Whether todisplay nested ownership inthe My Groupspane Figure 9).

If nested ownershp is not displayed, the My Groups listing will display
groupsthat have the logged-in userset as the primary owneradditional
owner or Exchange additional owner.

If nested ownership is displayed, hen the My Groups listing will display
groups with nested ownership as well.Suppose the loggedin user is a
member of asecurity group that is set as aprimary or additional owner of
other groups. In nested ownership, thse groups will be listed too.

Set group naming convention

The administrator can specify aegular expressionto enforce a naming convention
for groups when they are created usinghutomate.

Enforce Job Selection

The GrouplDadministrator can enforce users, regardless of the identity store, to
apply aSmart Group Update jolto Smart Grous and Dynastieswhile creating
them.

The job is applied on theUpdate Options page Figure 34) of the New Smart Group
and New Dynastywizards.

Getting familiarwith At s nl ~ s d #interfater d q

In GrouplDManagement Consoleexpand the Automate node to view its subnodes.
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Chapter 2 - About GroupID Automate

Sub-node

All Groups

;l GrouplD Management Console
File Action View Help
&= 2E = HE

E] GrouplD (Adatum)
¥ Getting Started
) Identity Stores
@, Authenticate
v ,_'i) Automate
v [ All Groups
[ Private Groups
1 Semi Private Groups
_d Public Groups
1 Expired Groups
1 Expiring Groups
1 Smart Groups
[ Dynasties
L3 My Groups
[ My Memberships
. Recycle Bin

Figure 9: The Automate node

Following is a brief description of the Automate sub-nodes:

Description

Shows all groups defined in theconnected identity store.The list

includes all groups whether they are

1 Universal, Globalor Local

Private, semiprivate, or public

Static group, Smart Group or Dynasty

Distribution list or security group

Active, expiring, expired, andlogically deleted groups
Learn more about these group types ii\ppendix A- Group
Management Concepts.

= =4 -8 =9

Viewing all groupson the directory servermay slow down the

Private Groups

Semi Private
Groups

loading of groups in this view, especially when there are more than
100 groups. You can specify the maximum number of groups to
display in a view. SeeSet Pagination for Automate listings on page
163 for details.

Shows only the private groupscreated using GrouplDn the
connected identity store.It does not list expired or deleted private
groups.

Showsonly the semiprivate groups created using GrouplD in the
connected identity store. It does not list expiredor deleted semi
private groups.

8 © 2022 Imanami | Now Part of Netwrix



Chapter 2 - About GrouplD Automate

Public Groups Shows only the public groups created using GrouplD in the
connected identity store. It does not list expired or deleted public
groups.

Expired Groups Shows only the expiredgroupsin the connected identity store.A
group expires when:
9 its validity period, as defined in its expirypolicy, ends, or
1 The administrator manually expires a group
Expired groups are locked for all activities until renewed.
Group expiry is discussed in detail irExpire groups on page 75.
Expiring Groups  Shows only the expiring groups in the connected identity store.

Groups that will expire in 30 days or less are considered as expiring
groups. The expiry dateis calculatedf om a gr oupds
The Group Life Cycle jobis responsible for expiring these groups on
their respective expiry dates; however, you can also manually
expire a group before it ;raches the expiry date.

Smart Groups Shows only the Smart Groups created using GrouplID in the
connected identity store. It does not list expired or deleted Smart
Groups.

Dynasties Showsonly the Dynasties created using Automate in the connected
identity store. It does not list expired or deleted Dynasties.

The Type column shows whether a Dynasty is a parent, middle, or
leaf Dynasty. Both middle and leaf Dynasties are child Dynasties.
The parent Dynasty comes at the top of the hierarchy, followed by
middle and then leaf Dynasties.

Dynasty names help you group a pardrDynasty with its respective
child Dynasties.

9 Foran organizational/geographical/customDynasty:
The name of a child Dynasty starts with the name of its parent
Dynasty (unless you change the naming templateof Dynasty
children).

1 For a managerial Dynasty:
By default, the naming template for its child Dynasties starts
with "Direct reports of <manager>".

To modify the display name template for child Dynastiessee
Modify alias and display name structure on page 136.

My Groups Shows dl groups for which the logged-in user is the direct or
indirect owner, depending onthe; Di sngdted gwnership inMy
Groups sftting in GrouplD configurations

1 If the GroupID administrator does notapply this setting, the My
Groups listing displays groups that have the loggedin user set

9 © 2022 Imanami | Now Part of Netwrix



Chapter 2 - About GrouplD Automate

My Memberships

RecycleBin

as the primary owner, additional owner or Exchange additional
owner.

1 If nested ownership is displayed, then the My @ups listing

displays groupsthat have the loggedin user set as the direct or
indirect owner. To understand the corept of indirect
ownership, onsider the scenario shown in the following figure:

Group-C
Owners

-Group-A Group-A
Members
-Group-B Group-B
Members

-The logged-
on user

Here, the loggedin user is a member of GrouB and GroupB is
a member of GroupA. Now, when GroupA is set as a primary or
additional owner of GroupC, theMy Groupspage for the
logged-in user will include GroupC, because the user is an
indirect owner of this group.

The view also includes expiring, expired, andogically deleted
groups.

Showsthe groups that the logged-on user is a direct or indirect
member of. To understand the concept of indirect membership,

consider the scenario shown in the following figure:
Group-A

Members

-Group-B Group-B

Members

-The logged-
on user

Here, the loggedon user is a member of GrowyB and GroupB is a
member of GroupA. Now, theMy Membershipspage for the
logged-on user will include both GroupB (the user is a direct
member of this group) and GroupA (the user is an indirect member
of this group).

The view also includes expiring, expired, andogically deleted
groups.
The Recycle Bin displays logicayl and physically deleted groups.

Deleted groups are discussed in detail irGroup Deletion on page
82.

Table 1: The Automate node and its sub-nodes
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Right-click a node or subnode to display its respective shortcut menu with
commands that you can execute at thatevel.

Scheduled jobs impacting Automate

Different types of scheduled jobs carbe defined for an identity store. These jobs
run at a set frequency and perform their respectiv@perations. Of these,the
following jobs impact Automate:

Group LifeCyclejob
Managed By Life Cycle job
Membership Life Cycle job
Smart Group Update job

= = =/ =4 =4

Orphan GroupUpdatejob

Group Life Cycle job

The Group Life Cycle jolis responsible br expiring groups and then logically
deleting expired groups.

Based on theGroup Life Gcle policy defined for the identity store, the Group Life
Cycle job performs the following fundions:

1 Expires groups a&cording to their expiry policy.

1 Logically deletes expired groups after x number of daysstarting from the
expiry date.

1 Extends or reduces the life of maHdenabled distribution groups based on
group usage.

NOTE The Group Life Cycle jobis licensed with GroupID SeHService.

Managed By Life Cycle job

The Managed By Life Cycle job updates the temporary additional owners for groups
and temporary additional managers for users.

T Group owners and users with the J Manage
identity store can specify a start and end date for adding or removing an
object as the additional owner of a group. On this start date and end date,
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the Managed By LifeCyclejomdds/ removes that object
temporary additional owner.

f Usermanagersnd users with the J Manage any
identity store can specify a start and end date for adding or removing an
object (user or contact)as an additionalmanager of a user. On this start
date and end date, the Managed By Life Cycle job adds/removes that object
as the temporary additional manager.

Membership Life Cycle job

The Membership Life Cycle jobupdates the temporary membership of groups.

1 Group ownerscan specify dates for an object to be added or removed for a
temporary period from the membership of a grougseethe Memberstab in
group properties- Figure 37). When the period starts or ends,the
Membership Life Cycle jobaddgremoves these memberdrom group
membershipaccordingly.

9 Using the Self-Service portal,managers and peers can join and leave a
group temporarily on behalf of other usersThe Membership Life Cycle job
adds/removes those users from group membership on the specified dates.

1 The job alsoexecutes the membershigifecycle policy for static groupsin
an identity store.

1 The job also removes members when group owners inactivate them during
group attestation (if group attestation has been enabledn the Group Life
Cycle policydefined for the identity store).

Smart Group Update job

This is a scheduled job that updates thdollowing for Smart Groups and Dynasties:

1 Group membership
A Smart Group or Dynasty has a uselefined query specified for it. When a
Smart Group Update jolassocated with the group runs,it updates group
membership with recods fetched by the query.

9 Certain attribute values for nested Smart Groups and Dynasty children

A Smart Group or Dynasty will not be automatically updated if it is not linked with a
Smart GroupUpdate job,

For moredetails, see Appendix C Define a Smart Group Update job
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Orphan Group Update job

This job assigrs a primary owner to orphan goups.

The orphan group must have at least one additional ownersincethe first
additional owner in the g@ronootegasgprimargd di ti onal
owner.
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The GrouplD administrator can enablsecond factor authentication for a user role
in an identity store.

This implies that, in addition to providing a valid usernameand password to
connect GrouplD Management Console to an identity storegle members must
authenticate their identity store account using an authentication type.

Second factor authentication works differently fa enrolled and unenrolled users, as
discussedin step 6 under Connect GrouplD Management Console to an identity
store on pagel.

Supported authentication types

GrouplD supports the following authentication types:

1 Security Questions

SMS
Email
Authenticator

YubiKey
PhonelD

=A =A =/ =2 =4 =4

Windows Hello

Security Questions authentication

The administrator is responsible for configuring tke security questions that users
must answer to enroll their identity store accountsin GroupID.

To authenticate using the security questions, users must provide answers to the
security questions they used to enroll their accounts with.

14 © 2022 Imanami | now part of Netwrix



Chapter 3 - Second Factor Authentication

SMS verification

Il n SMS authenticati on, confirmati oonsedccodes s
to enroll and authenticate.

1 To enroll an identity store account through SMS verification, a user has to
provide his or her mobile number.GrouplD will send averification code on
this number via SMS and the user has to enter it iGrouplDto enroll his or
her account.

9 To authenticate using SMS, a user has to provide the last 4 digits of his or
her registered mobile number.GrouplDthen sends a confirmation co@ on
this number; the user has to enter the code irGrouplDfor authentication.

e For SMS authenticationto work, an SMS gatewayaccountmust be associatedwith
the identity store.

Email verification

In Email authentication, confirmation codes sentonthes er ds emai |l addr es
usedto enroll and authenticate.

9 To enroll an identity store account through Email verification, a user has to
provide his or her email addressGrouplDwill send a verification code to
this email address and the user has to entettin GrouplD to enroll his or her
account.

1 To authenticate using Email, a user has to complete the email address he or
she provided during enrollment.GroupIDthen sends a confirmation code to
this email address; the user has to enter the code iGrouplDfor
authentication.

NOTE For Email authentication to work, an SMTP servemust be definedfor the identity
store.

Authenticator app

Users have to install the GoogleAuthenticator or Microsoft Authenticator app on
their smartphones and use it to enroll and authenticate their identity store accounts
in GrouplD

1 To enroll, a user has to use the Authenticator app on his or her phone to
scan the QR (Quick Response codenage displayedin GrouplD.This
generates a verification code in the appthat the user has to enter in the
console to enroll. Authenticator apps use the TOTP (Timbeased OneTime
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Password) algorithm and generate a new code every 30 seconds, so each
code expires after 30 seconds.

1 To authenticate, the user simply has to launch the Authenticator app on his
or her phone and enter the QR code generated by the app @rouplID.

YubiKey authentication

YubiKey is a keysized device that users can plug intothecompuer ds USB sl ot
provide another layer of security when accessing their identity store accounts.

9 To enroll your identity store account using YubiKey, insert the YubiKey
device in the USB slot of your computer, enter a name for your device in
GrouplDand tap on the device.

1 To authenticate with this YubiKey, insert the device in your computer and
with the GrouplID windowdisplayed, tap on the device.

Users can enroll and authenticate with a YubiKey only on a physical machine.
Virtual machines are not supportel.

YubiKey supported browsers
1 Google Chrome version 38 or later
9 Opera version 40 or later
9 Firefox (requires the U2F Support Adan extension)

IE and Microsoft Edge are not supported.

PhonelD authentication

The PhonelD app offers gasswordless identity solution. It can work with any
application to validate users' identity.

To use PhonelD for authentication, users have to install the PhonelD app on their
phones. The app is available on Google Play as well as on App Store.

9 To enroll using PhonelD, the user has tprovide his or her mobile number
in GroupID. GrouplBends a notification on this mobile number, asking for a
confirmation. Tapping J YesdinGmoupiDhe notif

1 To authenticate using PhonelD, the usehas to provide the last four digits
of his or her mobile phone number GrouplDsends a notification on this
mobile number, asking for confirmation.
authenticates the userin GrouplD.
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PhonelD installation and registration

N oo g M DN

Open Google Play or App Store on your mobilend search for Imanami
PhonelD.

Tap. PhonelD will take a few minutesto get installed on your phone.
Launch the PhonelD app on your phone and on the main page, tap

The page displays the steps you have to follow to start using PhonelD. Tap
On the next page, select your country anenter your mobile phone number.
Click.

PhonelD sends a verification code on your phone number by SMS. One of
the following happens:

1 PhonelD automatically detects the verification code. This completes the
installation and registration process.

9 If PhonelD does not automatically detect the code, enter it manually in
the Please Enter Verification Cod®ox and click Verify. This completes
the installation and registration process.

You can unregister your mobile number using thebutton.

Windows Hello authentication

The Windows Hello authentication type can be used omlevices runningWindows
10 with specialized hardwareinstalled, such asfingerprint readerand 3D camera.

To enable Windows Hello on Windows 10:

1.
2.

TE
otE

Go to the Start & menu and selectSettings.
Go toAccounts> Sigrrin options.

Windows Hello promptsyou to enter a PIN click/tap Add under PINto set
up a PIN code first.
Having set a PIN,proceed to addbiometric data.

In the Windows Hellosection, click Set upunder Faceor Fingerprint to add
the recognition data.

If your device does not meet the hardwargequirements, Windows Hello is
not available, even if Windows 10 is installed on it.

Window Hello supports the Microsoft Edge browser only.
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Enroll your identity store account

With second factor authentication enabled, unenrolled users must enroll their
identity store accountin GroupID while connecting GrouplD Management Console

to that identity store.

Enrolling an identity store account means that a user must register this account in

GrouplD usingan authentication type.

Once a user has enrolled his or heidentity store account, he or she must

authenticate with the same authentication typeevery time he or she attempts b

connect GrouplD Management Console to that identity store.

To enroll an identity store account:

On clicking Log in on the Login window (Figure 3), unenrolled users are directed to

the Enroll Accountwindow (Figure 6).

The authentication type(s)enabled by the administrator for enrollmentare listed as

tabs on thiswindow. You must enroll using one authentication type.

1 If only one authentication type is available, you must enroll with it.

91 If more than one authentication types are available, you canhmose an

authentication type to enroll with.
Enroll your account using Security Questions

1. On the window, click the tab.

Security Question (%) Authenticator

Lod

Figure 10: Security Questions tab for enroliment

2. From a list, select a security question of your choice (Xepresents the

question number).
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3. Inthe abox, type an answer for the selected question.
If the answer meets the requirements, such as lengthelated checks, aick
mark is displayed for it.

4. Repeat steps 2 and 3 to select another securitjuestion and provide an
answer.

5. Click.
Enroll your account using SMS

1. On the window, click the tab.

Security Question (%) Authenticato Ema Mobile () Phone

our motile number iz used to help you rezet your paszward or unlock your account.

Figure 11: Mobile tab for enrollment

2. Select your country and then type your mobile number in thdox.
3. Click.

4. When the verification code is successfully sent to your provided mobile
number,a box is displayed;enter the received code in it.

5. Click.

If you do not receive the code, recheck your mobile number and clicRendcode
again.

Enroll your account using Email

1. On the window, click the tab.

Security Question (x Authenticator (x Email C;) Mobile PhonelD

Your emall address iz used 0 help you reset your password or uniock your account.

Send verification code

Figure 12: Email tab for enroliment
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2. Type your email address in thebox and dick .

3. When the code is successfully sent to yauprovided email addressa box is
displayed; enter the received code inti

4. Click.

If you do not receive the code, recheck your email address and click

Enroll your account using Authenticator

1. On the Enroll Accountwindow, click the Authenticator tab.

ecurit t Authenticator (X Emai Mot onelD sikey

Figure 13: Authenticator tab for enrollmentScan the QR code (Quick Response
code) with the authenticator app installed on your phone.

The app generates a verification code and didpaysitony our phoneds
screen.

3. Enter this code in the box and click

The authenticator app generates a new code every 30 seconds, so each code
expires after 30 seconds

Enroll your account using PhonelD

1. On the Enroll Accountwindow, click the PhonelDtab.

Ity Qu ) tica Ema Mot PhonelD (x)

Figure 14: PhonelD tab for enrollment

2. Select your country ard enter your phone number.
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3. Click Enroll Account
GrouplDsends a verification request on your mob#& number.

4. You will receive a PhonelD login regest notification on your mobile.
Tapping JYesd on this nantGrotipibcati on enr ol

Enroll your account using YubiKey

1. Insert the YubiKey device inthe USB slot of your computer.

2. Onthe window, click the tab.

security Question () Authenticator (X Email X Mobile (X phoneip ) Yubikey ®  windows Hello &)

Your Yubikey is used to help you reset your password or unlogk your account.

Enter device name Enroll Account

Figure 15: YubiKey tab for enroliment

3. Entera name for your YubiKey device.
4. Click.

GrouplDdirects you to tap on the device. This enrlis your accountin GrouplD.

Enroll your account using Windows Hello

1. On the window, click the Windows Hellotab.

Security Question (x) Authenticator (x) Email (x) Mobile () PhonelD (<) Yubikey (x) windows Hello (2

=} Windows Hello is only supported by Microsoft Edge browser.

Enter device name Start registration

Figure 16: Windows Hello tab for enrollment

2. Enter a name for yourauthentication device.

3. Click Start Registration
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Authenticat e your identity store account

With second factor authentication enabled, users must authenticate the identity
store account they want to use forconnecting GrouplD Management Console to
that identity store.

Authenticating an identity store account means that a user must prove his or her
identity using the authentication type he or she used to enroll his or her identity
store account with.

To authenticate your identity store account

On clicking Log in on the Login window (Figure 3), enrolled users are directed to
the Authenticate Accountwindow (Figure 7).

This window displaysthe authentication type(s)you enrolled this account with. You
must authenticate using one authentication type.

9 If you enrolled with only one authentication type, then you can authenticate
with this type only.

9 If you enrolled with more than oneauthentication type, all these types are
available on the Authenticate Accountwindow. You can dioose an
authentication type to authenticate with.

Authenticate using Security Questions

1. On the Authenticate Accountwindow (Figure 7), select Security Questions
and click Continue.

GrouplD

Figure 17: Security Questions tab for authentication

2. Provide answers to the security questions you enrtgd your aceount with.

3. Click Verify and Continue
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Authenticate using SMS

1. On the Authenticate Accountwindow (Figure 7), select Mobile Verification
and click Continue.

Second Factor Authentication |  SMS Verification

\‘;- GrouplD =

@ Please verify your mobile number

T sgrirrit

To verify that this is your phone number, enter the last 4 digits including 61, and then
click "Send Code" to receive your code.

Figure 18: Mobile Verification tab for authentication

2. Type in the last four digits of your mobile number and dick SendCode

3. Inthe accesscodebox, type the 5 digit access code sat on your mobile
phone by SMS.

4. Click Verify and @ntinue.

If you do not receive a code, clicksendAgain and then enter the received code in
the box.

Authenticate using Email

1. On the Authenticate Accountwindow (Figure 7), select and click Continue.

23 © 2022 Imanami | Now Part of Netwrix



Chapter 3 - Second Factor Authentication

Email Verification

Second Factor Authentication

.\\ GrouplD =

E} Please verify your email address
@ fa****@imanami.com

To verify that this is your email address, complete the email address and then click

"Send Code" to receive your code,

Email Address @imanami.com

Figure 19: Email Verification tab for authentication

2. Complete your emali addressand dick .

3. Inthe abox, type the 5 digit access code sent to the provided email
address.

4. Click Verify and Continue

If you do not receive a code, clickand then enter the received code inthe box.

Authenticator using Authenticator

1. On the Authenticate Account window (Figure 7), select Authenticator and
click Continue.

Second Factor A

Eﬂ GroupID =

BE oo oot gt oo o G A o A A Y

Security Code

e enter 6 digit security code

Figure 20: Authenticator tab for authentication

2. Launchthe Google Authenticator or Microsoft Authenticator app on your
smartphone.The app generates a verification code and didpys it on your
phoneds screen.
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3. Enter the code in theSecurity Wde box.
4. Click Verify and Contnue.

Authenticator apps generate a new codevery 30 seconds, so each code expires
after 30 seconds.

Authenticate using PhonelD

1. On the Authenticate Accountwindow (Figure 7), select and click Continue.

Second Factor Authentication |  Phoneld

GroupID A

=
TP gmmgg

To verify that this is your phone number, enter the last 4 digits including 99, and then click "Authenticate”

Figure 21: PhonelD tab for authentication
2. Type the last four digits of your mobile number and clickVerify and

Continue.

3. You will receive the PhonelD Login request notification on your mobile.
Tappi ng | Y e gafonauthentidates youim GriodplD.

Authenticate using YubiKey

1. Insert the YubiKey device inthe USB slot of your computer.

2. On the Authenticate Accountwindow (Figure 7), select YubiKey Verification
and click Continue.

25 © 2022 Imanami | Now Part of Netwrix



Chapter 3 - Second Factor Authentication

S d Factor Authentication Yubikey
g GrouplD A

@ Please verify your Yubikey device

B asc

Figure 22: YubiKey Verification tab for authentication

3. Click your YubiKey device name.
GrouplD directs you to tap on the device.

4. On tapping, you ae authenticated in GrouplID.

Authenticate using Windows Hello

1. On the Authenticate Accountwindow (Figure 7), select Windows Helloand
click Continue.

Second Factor Authentication |  Windows Hello

GrouplID &

Authenticate and Continue —

Figure 23: Windows Hello tab for authentication

2. Click Authenticate and Continue

3. Providethe biometric information you enrolled your account with.
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Using Automate, you can create:

1 Anormal directory group, also called @ unmanaged orstatic group

An unmanaged group isa group you would normally createin a directory
(for example, by usingthe Active DirectoryUsers and Computers snam).
Though such groups can be created using GroupID Automeaded Self
Service portal GrouplDdoesnot support dynamic updates to them. Any
changes to the membership have to be updated manually.

A Smart Group (normal Smart Group and Smart Group with a password
expiry condition)

A Smart Group is one that dynamically maintains its membership based on
rules. These rules are applied in the form ba userdefined query, such as an
LDAP query. This query is defined once and scheduled for membership
update using a Smart Group Update job. When the Smart Group update job
runs, it applies the defined rules to update the group's memberships.

In this way, Smart Groups are automaticallypdated whenever the directory
information changes. This automated group mamgement allows
administrators to easily maintain large distribution lists and security groups
without having to manually add or remove members.

A Dynasty
A Dynasty is a Smart Group that creates and manages other Smart Groups
using information in the directory. Dynasties help you manage large

distribution lists by creating hierarchical group structures that represent
your organizationds hierarchy.

To create and manage dynasties, se€hapter 9- Dynastieson page113.
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Creat e a static group in an Active Directory identity
store

1. In GroupIlD Management Console, seleé¢tutomate > right-click All Groups>
New > Group

The New Group wizard opens to theWelcomepage.

“ New Group
B Introduction Welcome to the New Group wizard
I Group Options
Il Owners This wizard helps you to create a New Group.
I completion
- coe

Figure 24: Welcome page

2. Read the message and cliciNext.
The Group Optionspage is displayed.
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a New Group
r .
£l Introduction Group Options
I Group Options
Il Owners Select the type of group and group scope.
I Completion
Group name:
Group name (pre-Windows 2000): |
Group Scope Group Type
O Domain Local O security
O Global (®) Distribution
(®) Universal
Group Security: | Private ™
Create a messaging system e-mail address
Alias:
Help < Back Next > Cancel

Figure 25: Group Options page

3. Click Create into select a container to create the group in.
On the SelectContaner dialog box, select the required container and click
OK

You can create a group in a domain other than the loggedn domain,
NOTE provided that the service account for the identity store has the
' required permissions on that domain.

4. In the Prefix box, which is displayed whenprefixes aredefined in identity
store configurations, select a prefix to append the group name.
SeeGroup nhame prefixeson page4.

5. Inthe Groupnamebox, type a name for the group. In Active Directory,the
group nameis limited to 64 characters.

If the administrator has defined aregular expression as agroup naming
convention in GrouplDconfigurations, your group name must conformto it.

6. Thegroup name you enter also appears in thé&sroup name (PréVindows
2000) box. You can changeit if required.

In Active Directory, group name (PraVindows 2000) is limited to20
characters.
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7. Inthe GroupScopearea,selectan option to set a scopefor this group.
Groupscope controls who or what can be a member ofthe group and what
the group can be used for.

1 DomainLocal- Can contain users in this domain.

9 Global- Can contain users from other domains but is visible only within
its own domain.

9 Universal- Can contain users and groups from any domaiand is visible
in the Global Catalog.

Click here for more information.
8. Inthe GroupTypear ea, sel ect an ogpypeion to set t

9 Security- to use this group for securing public folders or other
resources.

9 Distribution - to use this group for mail distribution.

9. From the GroupSecuritylist, selectan opti on to set the gro
type. Security types determire the access level for a group.

9 Private - to restrict access to the group to members selected by the
group owner. Only the owner can add or remove members from the
group. Requests to join or leave the group cannot be submitted.

1 SemiPrivate - to restrict accessto the group to members selected by
the group owner. However, requests to join or leave the group can be
sent to the owner.

91 Public - to allow all users to access the groupUsers can join or leave
the group at will and do not require any permission to do .

NOTE
Groupsecurity islicensed with GrouplDSelf-Service.

10. Select the Create a messaging system-mail addresscheck box tomail-
enable the group and set an alias for it.
Clear this check box to create the group as noemail-enabled.
This check box is agilable if a messaging system is configured for the
identity store.

NOTE With Exchange2010/2013/2016/2019 configured as the messaging
provider, you can onlycreate this group as maienabled if the group
scope is set toUniversal

11. In the Alias box, type an alias for the group.
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If Exchange Server is the designated messaging system for the identity
store, then the alias length is limited to 64 characters and mast be unique

to the forest. For other messaging systems, the alias length must not exceed
the number of characterssupported by the respective messaging system.

Also, the alias must not contain characters that are invalid for the
configured messaging systm. The following table lists the valid characters
for the supported messaging systems

Messaging System Valid Characters
Exchange Server 1 Uppercase letters (A 2Z)
2010/2013/2016/2019 ﬂ Lowercase |etters (a_ Z)

T Numeric digits (0- 9)

1 Special characters (#, $, %, &, ', *, +,

=2, _, {1 }or~Youcanuse
one or more periods in an aliasput
eachmust be preceded and followed
by at least one of the other characters.

All other messaging 1 Uppercase letters (A Z)
systems 1 Lowercase letters (& z)

T Numeric digits (0- 9)
Table 2: Valid Characters for Aliases

12. Click Next.
The Ownerspage is displayed.
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13.

Owner

Remove Al

“ New Group

Il Introduction Owners

I Group Options

' Owners ‘Sarah Azeem|

- .

- Aon To add additional owner of the group
Dynamic.Title Change Ownership
Don... MName Container

Add Remove
Help < Back

Browse

Cancel

Figure 26: Owners page

When a group is created, Automate specifies the loggedn user as its
primary owner. You can change the primary owner as well as specify
temporary and permanentadditional owners for the group.

Additional owners havethe same privileges as the primary owneto

manage the group. Like the primary owner, additional owners receive

expiry, deletion and renewal notifications for the group and they can take

the necessary actions indicated.

After a group is created, you can modify primary and additional owners

using the ManagedBy tab (Figure 39) in group propertiesand the Transfer

Ownership wizard.

NOTE

Only users, contacts and security groups can be set as the primary

_ and additional owners of a group.n case of a group, all its members

are considered as owners.

The boxdisplays the name of thelogged-on user as thegroupd s

owner.

pri

To changeit, click Browse On the Find dialog box (Figure 46), youcan

select another owner.

mar y
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14. To specify additional owners for the group, clickAdd.

Use the Find dialog box (Figure 46) to search and select groups, users, and
contacts to set asadditional owners of the group.

1 To remove an additional owner, select iin the list and click Remove
i To remove all additional owners, click RemoveAll.

15. By default, additional owners are added as permanent owners. However,
you can change the ownership type(ownership type indicates wheher an
object is a temporary or permanent additional owner of a group

a. Select an additional owner and click ChangeOwnershipto change its
ownership type.

4 Ownership Type [Asif Saba] x

Ownership Type:
Pempetual v

Beginning:

February

Ending:

Cancel

Figure 27: Ownership Type dialog box

b. Selectan option from the OwnershipType list:

Ownership Description

Type

Perpetual To make the object a permanentdditional owner
of the group.

Temporary To make the object a temporaryadditional owner of

Owner the group for the period you specify in the

Beginning and Ending boxes. At the end of the
period, the object is removed from the group

ownership.
Addition Indicates that the object will be a temporary
Pending additional owner of the group for a periodin the

future. Use theBeginning and Endingboxes to set a
period. Before the begi
ownershiptypei s di spl ayed as |
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Removal
Pending

Temporary
Removed

On the beginning date, theownership type changes
to J Te®@pregary
Example:

You add Smith asa temporaryadditional owner of
Group A on May 15, 292 for future dates, May 20
30, 2022.

Smith will be listed asGr o u mdditiaha owner
with J Addi t i oaownePskiptyphe frorg d
May 15 to 19, 2022.

On May 20, Smith will become a temporary
additional owner of Group A and itsownership type
wi || change Qwoed) T e mpno Ma
30, 2022.

After May 30, Smith will be removedas Group A s
additional owner.

Indicates that the object will be temporarily
removed from groupownership for a period in the
future. Use theBeginning and Endingboxes to set a
peri od. Before the begi
ownershipt ype is displayed
On the begnning date, the ownership type will
change to J Temporary Re

Example:

You remove Smithas an additional owner ofGroup
A on May 15, 2@2 for future dates, May 2030,
2022.

Smith will be displayedasGr o u mddiiaha
ownerwith )} Re mov al senerdhiptyped
from May 15 to 19, 2022.

On May 2 OowneShipitypehngGsouplD will
change to J Temporary Re
2022.

After May 30, Smith will be added back to Group A
as a permanentadditional owner.

Indicates that the object is temporarily removed
from group ownership for the period specified in
the Beginning and Endingboxes. At the end of the
period, the object is added back to the group as a
permanentadditional owner.

Table 3: Ownership Type
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16.

17.

18.

c. Click OKto close the OwnershipType dialog box.

The Managed By Lié Cycle jobupdates the temporary ownership of
groups by adding and removing temporaradditional owners on the
specified dates.

Like the primary owner, additional owners receive expiry, deletion and
renewal notifications for the group and they can take the necessary actions
indicated.

To exclude an additional owner from receiving these email notifications,
selectthe Do not Notify check box forit.

wote Foremail notifications to be sent, an SMTP server must be
/ - - -
configured for the identity store.

Click Next.
You may observe a messagaimilar to the one shown below. It occurs

because theGroup Ownerspolicy defined for your role in the identity store
requires that the group must have at leas number of additional owners.

GrouplD X
o Please select at least 1 additional owner(s).

Figure 28: Owner required message

Specify thesaid number of additonal owners for the group and then click
Next.

On the Completion page, review the settings that you have entered on the
previous pages, using theBackbutton to access settings that you want to
change.
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z New Group

Introduction Completing the New Group Wizard
Group Options

Owners You have successfully completed the New Group wizard.
Click Finish to create the group.
Completion

Oanan

Container: DC=adatum,DC=local
Name Test Group
SamAccountlame Test Group

Mail Enable: True

Alias Test Group

Group Scope: Universal Group
Group Type: Distribution

Group Security: Private

Click Finish to save the settings.

Modify...

Help < Back Finish Cancel

Figure 29: Completion page

19. After reviewing the information, click Finish.
20. When the group is created, theModify and Closebuttons get enabled.

1 ClickModifytoopenthegr oupds .properties

9 Click dose to close the New Groupwizard.

36 © 2022 Imanami | Now Part of Netwrix



Chapter 4 - Creating Groups

Create a static group in an Azure identity store

1. In GrouplD Management Console, seleéutomate > right-click All Groups >
New > Group

The New Groupwizard opens to theWelcomepage (Figure 24).

2. Read the message and cliciNext.
The Group Optionspage is displayed.

“ New Group

-
Introduction Group Options
Y Group Options
I Owners Select the type of group and group scope.
I Completion
Create In DC=rfgr,DC=onmicrosoft,DC=com
Group name: Azure v |Test Group
Group name (pre-Windows 2000): |Test Group
Name Preview:  AzureTest Group
Group Scope Group Type
Domain Local ® Security
Global () Distribution

Universal

Group Security:  Private -

Create Office365 Group

Help < Back Cancel

Figure 30: Group Options page

3. Click Create into select a container to create the group in.
On the Select Containerdialog box, select the required container and click
OK

4. In the Prefix box, which is displayed when prefixes are defined in identity
store configurations, select a prefix to append the group name.
SeeGroup name prefixeson page4.

5. In the Group namebox, type a name for the group. If the administrator has
defined a regular expression as a group naming convention in GrouplD
configurations, your group hame must conform to it.
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6. The group name you enter also appears in th&roup name (PreWindows

2000) box. Changeit if required.

By default, groups in an Azure identity store have aniversal scope. Since it
cannot be changed, theGroupScopeoptions aredisabled.

Inthe Group Typear ea, sel ect an option to

A Security- to use this group for securing public folders or other
resources.

A Distribution - to use this group for mail distribution.
To create a non mail -enabled security group:

A SelectSecurityas the group type.

A Do not select the Create Office 365 Grougheck box
If you selectit, an Office 365 group will be created instead of a security

group.
To create an Office 365 group:

A SelectSecurityas the group type.

A Make sure you select theCreate Office 365 Groupheck box to create
an Office 365 group.

If you do not selectit, a security group will be created.
To create a distribution list:

A Select Distribution as the group type.

A Wnether or not you select the Create Office 365 Grougheck box
GrouplD will create a distribution list.

For a Dynasty, theCreate Office 365 Grougheck box is not available
because an Office 365 group cannot have groups as its members.

9. FromtheGroup Securitf i st , sel ect an option

type. Security types determine the access level for a group.

A Private - to restrict accessto the group to members selected by the
group owner. Only the owner can add or remove members from the
group. Requests to join or leave the group cannot be submitted.
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A SemtPrivate - to restrict access to the group to members selected by
the group owner. Havever, requests to join or leave the group can be
sent to the owner.

A Public - to allow all users to access the group. Users can join or leave
the group at will and do not require any permissions to do so.

10. Click Next.
The Ownerspage is displayed which is similar to Figure 26, except that you
can specify multiple primary owners for a group in an Azure identity store.

“ New Group

Fl Introduction Owners

Y Group Options

-

£l Owners Name Container

7 Completion 4 Farzana... DC=rfagr,DC=onmicrosoft,...
Add Remove Remove Al

Additional Owners

Managed By Change Ownership

Don... Name Container Owney

Add Remove Remove Al

Help < Back Cancel

Figure 31: Owners Page

Follow the steps underFigure 26 to specify primary an additional owners
for the group.

A

11. Click Next.

AYou can only set users as primary owners ian Azure identity store.

Alt is mandatory to have at least one pninary owner to create a group
in Azure identity store.

12. On the Completion page Figure 29), click Finishto create the group.

Create a Smart Group
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A SmartGroup is one that dynamically maintains its membership based on the rules
applied by a userdefined query, such as an LDAP query.

Rather than specifying static user memberships, you can use a query (for example,
"All full -time employees in mycompany") to dynamically build membership in a
Smart Group. Managing memberships with queries significantly reduces
administrative costs.

/ Smart Groups in an Azure based identity store use a device structured query
language while those in an Active Directay based identity store use LDAP
gueries to update group membership

A SmartGroup can also becreated as aPassword Expiry groupA Password Expiry
group is a Smart Group whose membership contains userhose identity store
account passwords areapproaching their expily dates. Members of this group are
notified by email to reset their passwora. As soon as theyo so,they are
automatically removed from the group membership.

NOTE To createPasswordExpiry groups, you must have a password policy defed within
the local security policy for your domain ordirectory server.

/s You should either apply a query to a group in the Azure portal or in GroupID. See
Dynamic Groups in Azurén Appendix B

To create a Smart Group:

1. In GrouplD Management Console, seleé&utomate > right-click All Groups>
New > Smart Group

The New Smart Groupwizard opens to theWelcomepage.
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&k New SmartGroup

B Introducton Welcome to the New SmartGroup wizard
I Group Options
] Query Options This wizard helps you to create a New SmartGroup.
' owners
Il Update Options
| Completion

(®) Run to create SmartGroup

(©) Run to create Password Expiry group

- ==

Figure 32: Welcome page

2. Select one of the following options:

1 Run to create Smart Groupto create a new Smart Group.

This option is selected by default and ceates a conventional Smart
Group with membership built and updated based on thguery defined
for it.

1 Run to create Password Expiry groygo create a Smart Group wvih a
password expiry condition.

A passwordexpiry group is a Smart Group whose membershigontains
userswhose identity store accountpasswords are approaching their
expiry dates. Members of this group areotified by email to reset their
passwordsWhen theydo so,they are automatically removed from the
group membership.

The notification period and other relevant conditionsfor a password
expiry group are set onthe Password Expiry Optiongab (Figure 93) of
the QueryDesignerdialog box.

/ Password expiry groups cannot be created fomeAzure-based identity
store.
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3. Click Next.

4. The GroupOptions page is displayed, which is similar to theGroupOptions
page for a static group

A ltis as shown inFigure 25 for a group in an Active Directory identity
store.

A ltis as shown inFigure 30 for a group in an Azure identity store.

Follow the instructions under the respectivefigure to specify group options
for the Smart Group and clickNext.

5. The QueryOptions page displays the default query that Automate will use
to determine the members for this group

9 If a messagirg provider is configured for the identity store, the default
guery returns messaging system recipients (users with mailboxes, users
with external email addresses, and contacts with external emalil
addresses).

I Without a messaging provider, the default queryeturns all users,
contacts, and groups in the identity store.

1 In case of an Azure identity store with a messaging provider configured,
/ s the default query returns messaging system recipients (users with
mailboxes and users with external emailaddresses).

9 Without a messaging provider, the default query returns all users and
groups. For an Office 365 group, however, only user objects are added
to group membership.

You can modify ths query to limit the number of results, if required.
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“ New SmartGroup
- e Query Options
! Group Options
! Query Options The query determines who should be a member of the group.
B owners
Il Update Options Click Modify... to open the Query Designer.
I Completion Query:
SearchContainers:
DC=adatum,DC=local (SubTree)
ObjectTypes:
ExchangelUsers
ExternalUsers
ExternalContacts|
Modify...
“ <ot ==

Figure 33: Query Options page

6. To modify the query, clickModify; this launchesthe Query Designerdialog
box, whereyou can edit the query.

You can import or export a query from withinthe Query Designerdialog box
using the File > Import Queryor File > Export Querycommand on the main
menu.

7. Click Next.

8. The Ownerspage is displayed, which is similar to theOwnerspage for a
static group.

A It is as shown inFigure 26 for a group in an Active Directory identity
store.

A ltis as shown inFigure 31 for a group in an Azure identity store.

Follow the instructions under the respectivefigure to assign primary and
additional owners to the Smart Groupas well as manage notifications for
additional owners.

wte  When aSmart Group Update jolruns on a group, the notification
/ . -
= behavior is as follows
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9 If the Do not Notify check box is selected for an additional
owner yet its email address is specified in thel'o box on the
Notification tab (Figure 115) of the Create/Edit Jobdialog box,
the additional owner will receive the notifications.

1 If the Do not Notify check box is selected for an additional
owner yet the Send Report to group owner(stheck box is
selected on theNotification tab (Figure 115) of the Create/Edit
Jobdialog box, the additional owner will not receive the
notifications.

9. Click Next.
10. The Update Options page provides different options to update the group
membership.
&‘ New SmartGroup
¥l Introduction Update Options
I Group Options
R oey oo Once your group is created, update the group to assign the new membership.
El Owners Create In:  OU=Employees,DC=adatum,DC=local
Fl Update Options When would you like to update the membership?
E! Completion ® Now.
O Update Later,
Schedule Job
(®) Choose from existing jobs.
() Create new job on this machine,
Schedule...
(O Choose Later,
Help < Back Cancel

Figure 34: Update Options page

Automate provides multiple options to update the membership of Smart
Groups. You can update the membership as soon as the Smart Grasp
created or you can define a scheduled SmiaGroup Udate job to update
the membership. The manual update option is also available, that you can
use any time to update group membership.

Automate queries thedirectory (using the queryon the Query Options page)
to update the group membership.On the Update Options page, select when
to update the membership of ths Smart GroupYou can also set a schedule
for updating group membership.
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They out of b o defined fgr the ielentityi storg also apply to
membership update.

11. From the When would you like to update the membershiparea, select
when you want to update the groupds memt

1 Now: to update the group membership as soon as yotreate the group.

1 Update Later to update the group membership later. You can do so
manually by right clicking the group in the groups list and clicking
Update You can also apply a Smart Group Update job the group.

12. Use theSchedule Jokarea tolink a Smart Group Update job with this group.

A Smart Group Update job is ruson a set frequency for example, daily,
weekly, monthly) and at a specified time. When this job runs, it updates the

g r o umergbership.

Select one of the following options:

1 Choose from existing jobs select this option button andthen select a
Smart Group Update joldrom the list to associate it with this Smart
Groupfor membership update.

The list contains all Smart Group Ugdate jobs definedon your machine
for the connected identity store.

1 Create new job on this machineOn selecting this option button, the
Smart Grouplob areagets enabled. Use it to create a new Smart Group
Updatejobf or t he groupds membership update

Click the Schedulebutton to launch the Create Jokdialog box (Figure
111), where you can create a new job.

The Job namebox displays the name of the Smart Group pdate job.
The Start date box displaysMonday, January 1, 00@% the date,
indicating that the job has never run before.

The newjob will also be listed underthe Smart Group Updatéhead on
the Schedulingnode in GroupID Management Console.

wote To create a scheduled job, you must have thBlanage Scheduling
NOTE
permission in the identity store.

1 ChooselLater: to create the Smart Group withoutinking a Smart Group
Update job with it. In this case, you will have to manually update the
group membership
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If the GroupID administrator has enabledthg enf orce j ob sel ect
Nt option in GrouplD configurations GroupID will not let you create this
o Smart Group unless yowassociate a Smart Group Update job with itn

this case, theChoose Lateroption will not be available.

13. Click Next.
“ New SmartGroup
1 Introduction Completing the New SmartGroup Wizard
! Group Options
! Query Options You have successfully completed the New SmartGroup wizard.
Click Finish to create the group.
' owners
I Update Options
Container: OU=Employees,DC=adatum,DC=local
' Completion Name Tech Comm
SamAccountName Tech Comm
Mail Enable: True
Alias Tech Comm
Group Scope: Universal Group
Group Type: Distribution
Group Security: Private
Search Container: DC=adatum,DC=local
Update Options:  Update Now
Schedule: None
Click Finish to save the settings.
Modify...
Help < Back Finish Cancel

Figure 35: Completion page
On the Completion page, eview the settings provided on the previous
pages, using theBackbutton to access settings that you want to change.
14. After reviewing the information, click Finish.
15. When the group is created, theModify and Closebuttons get enabled.

1 Click Modify to open the group properties

9 Click Closeto close the New Smart Groupwizard.
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Group properties contains all settings associated with a group. Group properties
vary by group type.

Mnhnchex °~ fqgqntobr ognodgshdr

Usethe GroupPr operti es dialog box to view and moc
1. In GroupID Management Console, sele&utomate > [required group nodgq.

2. From the groups list, right-click the required group and selectProperties.
The GroupProperties dialog box is displayed,with the Generaltab (Figure
36) in view.

A different set of tabs is available on the Properties dialog boxXor different kinds of
groups.

/ 1 When you have an Azure identity store in GrouplD that is synced withctive
s Directory using the AAD Sync schedulethen syncedobjects cannot be
manipulated in the Azure identity store using GrouplD.

1 You cannot modify the properties of m ail-enabled security groups (also
called security-enabled distribution group s) in an Azure identity store.

Non -Mail -Enabled Static Group

Group properties3- General tab

Group propertiess Members tab

Group propertiess Member Of tab

Group propertiess Managed By tab

= =/ =2 =4 =4

Group propertiess History tab

Mail -Enabled Static Group

1 Group propertiess General tab

i Group propertiess Members tab
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=A =/ =/ =2 =4 =4

Group propertiess» Member Oftab

Group propertiess Managed By tab

Group propertiess History tab

Group propertiesz» Exchange General tab

Group propertiess Email Addresses tab

Group propertiess Exchange Advanced tab

Non -Mail -Enabled Smart Group

= =/ =/ =4 =4 =

Group propertiesz General tab

Group propertiess Members tab

Group propertiess Member Of tab

Group propertiess» Managed By tab

Group propertiess History tab

Group propertiesz GrouplD tab

Mail -Enabled Smart Group

=A =2 =/ =4 =4 4 -4 -4 =4

Group propertiess General tab

Group propertiess Members tab

Group propertiess Member Of tab

Group propertiess Managed By tab

Group propertiess History tab

Group properties3» Exchange General tab

Group propertiess Email Addresses tab

Group propertiesz Exchange Advanced tab

Group propertiess GrouplD tab
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General tab

The Generaltab displaysthe general properties of the selected groupsuch asthe
group name, description, scope, type, security and otheettings.

5___'7 TW Smart group Preperties X

Members Member Cf Managed By History GrouplD
General  Exchange General  Email Addresses  Exchange Advanced

Mame |TW Smart group

Mame Preview |TW Smiart group

|
|
Display name |'I".".|I Smart group |
|
|

Description |Test TW 5G

Email |'I"."J_Smartgroup@syper.lab

Group Securty | Private w
Group Scope Universal

Group Type Distribution

Expiration Policy Settings

Expiration Policy MNewver Expire w

Expiration Date MNever Expire Renew

MNotes

This is an automated group, please do not modify membership.
Membership is controlled by GrouplD.

Corc

Figure 36: Group Properties dialog box - General tab

1 TheNamebox displaysthe groupd same. If prefixes are defined, a list
appears for selecting a prefix forthe group name.

The prefixes list isavailable for static groups only. For Smart Groups and
Dynasties, you cannot add or change the prefix here.

1 TheNamePreviewbox displaysthe complete name of the group with the
prefix, if it is applied. SeeGroup name prefixeson page4.

1 The Display name box displays thename by which this groupis displayed in
Automate.

9 The Descriptionbox displays auser-provided description of the group.

1 TheEmailbox displays the email address of the groupfor mail-enabled
groups only).
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The GroupSecurity list displays the group's security type. To change the
security type, seeManage group accessn page74.

TheGroupScopel i st di spl ays t he Igcalglhalds scope
universal.

TheGroupTypel i st di spl ays the groupds type a:
distribution list.

wte TheGoup Scopeand Goup Type options are disabled formail-
enabled groupssinceit is not allowed to modify these in Exchange
2007 andlater. For non mail-enabled groups these optionscan be
modified after group creation.

The Expiration Policy list displays the expiry policy for this group. It
specifies the duration the group remains active farand expires when the
period ends.

If you select the Otheroption from the list, two boxes are displayed First,
select an option Pays, Months, or Yearsfrom the second list. Then enter a
value for the selected option in the first box The group will remain active
for the duration specified here.

wte TheExpiration Policy list is not available for Dynasty children since
S . . - . .
they inherit the expiry policy of their parents.

For details about group expiry, sedexpire groupson page 75.
Expiration Date displaysthe expiry date for the group.

Usethe Renewbutton to re-apply the selected expiry policy to the group,
starting from the current date.

Suppose the group's expirypolicy is set to 30 days and the group expires in
2 days. Clicking this button would renew the expiry policy, with the 3@day
countdown starting from the current date.

Use theNotesbox to type any notes for the group. If this group is a Smart
Group or Dyrasty, a reminder message will be included.
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Members tab

Use this tab to view or modify the memberkip of a group.

E TW Smart greup Properties

*
General  Exchange General  Email Addresses  Exchange Advanced
Members Member Of Managed By History GrouplD
Members: | Change Membership
MName Container Membership B
2, Teminal... CM=Buittin, DC=syper,DC=lab
2% Test Ne... QU=Fizza,DC=syper,DC=lab
2L yyyuuuu... OU=g DC=syper.DC=lab
< >
Remove Remave All Import
3 of 3 members).
Help OK Cancel Apply

Figure 37: Group Properties dialog box i Members tab

Group membership is discussed in detail i€hapter 7- GroupMembershipson page
89.

Member Of tab

Use the Member Of tab to view the groups that this group is a member of.You can
add and removethis group from the membership of other goups.
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;\__"l Tech Comm SG Properties X

General Exchange General  Email Addresses  Exchange Advanced
Members Member Of Managed By History GrouplD

This group is a member of:

Name Container
3% Tech Co... CN=Users,DC=cheoti DC=

Add Remove Remove Al

1 group(s)

- Corce
Figure 38: Group Properties dialog box i Member Of tab

1 TheThis group isa member ofarea displays dist of all the groups this
group is a member of.

9 Use theAdd button to add this group to the membership of anothergroup.

1 Use theRemovebutton to remove this group from the membership of the
selected group.

1 Use theRemoveAll button to remove this group from the memberships of
all groups listed.

Managed By tab

Use theManaged Bytab to view or modify the group's managrs. The group's
primary owner, additional owners, and Exchange additional owners are considered
as the group's managers.

The group's primary and additional owners are defined on this tab; Exchange
additional owners are defined on theExchangeGeneraltab (Figure 41).

e Only users, contacts and security groups can be set as the primary and additional
/ .
owners of a group.Moreover, aly mail-enabled users can be set aExchange
additional owners.
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/ For groupsin an Azure based identity store, only users can be set as primary
owners. Moreover, Azure supports multiple primary owners for a group. Exchange
additional owners are not supported.

5 Tech Comm SG Properties >
General  Exchange General Email Addresses  Exchange Advanced
Members Member Of Managed By History GrouplD

Name Sarah Azeem
Change Clear
] Manager can update membership
g‘;\f_‘it:;'al Managed By Change Ownership
Dono.. MName Cortainer
< >
Add Remove Remove Al
Office Imanami Corporation
Street
City
State
Country
Telephone
Fax
o Gars

Figure 39: Group Properties dialog box i Managed By tab

/ Fora group in a Microsoft Azure based identity storethis tab only displays
the options to add and remove primary owners and additional owners.

Moreover, a group in an Azure based identity store must have a primary
owner.

1 TheNamebox displays the name of the group's primary owner, if the group
has one.

Use theClearbutton to remove the primary owner.The group would have
no primary owner if you do not select another owner.

Use the Changebutton to specify orchange the group'sprimary owner.

1 The Office and Street boxes displaythe office and streetaddress of the
group's primary owner.You can also view thecity, state and country the
primary owner belongs to. Contact information includes thetelephone and
fax number of the primary owner.
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History tab

9 Select the Managercan update membershipcheck box to enable the group
owners (primary owner and Exchange additionalowners) to update this

groupds member shi

p

di

rectly on the

For details, seeAllow group owners to modify membershipon the directory

serveron page92.

1 The Additional Ownersareadisplays the additional owners for this group (if

any).

Click Add to specify anew additional owner for this group.

Click Removeto remove the selected additional owner orRemoveAll to

remove all additional owners.

ETWSmart group Properties X

General  Exchange General Email Addresses  Exchange Advanced
Members Member COF Managed By Histany GrouplD

=l Page 1 of 1 -

Time Action Attribute Old Value
I 2132017 11... ObjectCreated name

£ >
Showing 1-1 of 1 records.

Hele Cancel

For detailed informati
on page64.

Figure 40: Group Properties dialog box i History tab

on

0 Managagrnoapgoivimers

The History tab displaysa log of actions performed on the group if history tracking
is enabled for the identity store.

The actions to be tracked are alsspecified at the identity store level.

SeeGrouphistory on page 84 for details about the logged actions and for adding
notes to actions.
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Exchange Ge neral tab

Use theExchangeGeneraltab to set message restrictions for a matenabled group
You can change thealias, limit the size of individual messages sent to the group
and restrict the group from receiving messages from certain recipieist This helps
control email traffic for the group.

This tab is only available if you have configured Microsoft Exchange as the
messaging provider for the connected identity store.

: TW Smart group Properties X

Members Member Of Managed By Histary GrouplD
General  Evchange General  Email Addresses ~ Bwchange Advanced

Mlias |'I".‘\|'_Smartjr0up

Message size ® Mo limit (O Maximum (KB)
Exchange General |°Add Remove

Name Container

& Administr... CM=Users, DC=syper,DClab

Message Restrictions

Apply a quick fiter | Select a filtter w

Accept messages: () From everyone () Only from

Name Active Directory Folder Add

Remove

Reject messages: (@ Fromnoone (O Onlyfrom

Mame Active Directory Folder Add
Remove
Help Cancel

Figure 41: Group Properties dialog box i Exchange General tab

i TheAlias box displays the Exchange alias for this groupTo change it, see
Specify the Exchange alias for a groupn page 108.

1 The Messagesize setting specifies the size limit for the messages sent to
this group. For details, seeApply sizelimit to incoming on page105.

1 Use theExchange Generalarea to set Microsoft Exchange additional owners

for this group. Only mail-enabled users can be set aBxchange additional
owners.

For details, seeSpecifyExchangeadditional ownerson page69.

9 Settings in the MessageRestrictions section control who can and cannot
send messagedo this group. For details, seeRestrictrecipients for sending
emails to a group on page105.
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1 Use theAcceptmessagessetting to specify the users and groupgmail-
enabled only)who can send emails to this group.

A From everyone Indicates that everyone ca sendemails to this group.

A Only from: Indicates that only the users and groups in this list can send
emails to this group. Use theAdd and Removebuttons to add orremove
users and groupdrom this list.

1 Use theRejectmessagessetting to specify the users and groupgmail-
enabled only)who cannot send emails to this group.

A From no one Indicates that no email should be rejected.

A Only from: Indicates that emails from the users and groups in the given
list will be rejected. Use the Add and Removebuttons to add or remove
users and groups from this list.

Email Addresses tab

In case of a maitenabled group, Microsoft Exchange assigns different addresses to
it for communication with different repositories (such as Address Book, SIP,
Outlook). These addresses are displayesh the Email Addressestab.

The Email Addressedab is only available if you have configured Microsoft
Exchange as the messaging provider for the carected identity store.

: TW Smart group Properties had
Members Member Cf Managed By History GrouplD
General  Ewchange General — Email Addresses  Exchange Advanced

Each e-mail address type has one default reply address
Email Addresses:
Type Address
SMTP TW_Smart_group@syper lab
£ >
Help Cancel

Figure 42: Group Properties dialog box i Email Addresses tab
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Email addresseslisted in the Email Addressesareacan be of different types; for
example, SMTP X400and so on. You cannot add or remove addresses in the list.

Exchange Advanced tab

Use theExchangeAdvancedtab to configure advanced Exchange settings. You can
set the expansion serverhide the group in Exchange address lid, set recipients for
non-delivery reports,specify custom Exchangeattributes, and so on.

The Exchange Advancedab is only available if you have configured Microsoft
Exchange as the messaging provider for the connected identity store.

z TW Smart group Properties ks

Members Member Of Managed By History GrouplD
General  Exchange General — Email Addresses ~ Exchange Advanced

Simple display name:

Expansion server:
<any serverin organization Browse...
[] Hide group from exchange address list
[] Send out-of-office messages to originator
[] Hide membership from address book
Require authentication to send mail
Delivery Reports
(O Send delivery reports to group owner
(® Send delivery reports to message originator
(O Do not send delivery reports

View and modify custom attributes Custom Attributes...

Administrative notes:

Help Cancel
Figure 43: Group Properties dialog box i Exchange Advanced tab

1 The Simple display namebox displays thesimple display name for this
group, if any. This name is used by systems that cannot interpret all
characters in a normaldisplay name.

1 By default, the Exchange Server specified as the messaging provider for the
connected identity store acts as the expansion server. However, you can
specify a different expansion server in theExpansionserver box.

To specify a different expansion server, seeSelectexpansion serveron page
109.

1 Select the Hide group from Exchange address listheck box toprevent the
groupd s e ma i Fromeappdaring ¢ &£xchange address lists, such as
Gobal AddressList (GAL)
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GrouplD tab

SeeHide a groupin Exchange address list®n page 109 for details.

Select the Send outof-office messages to originatorcheck box to send out
of-office (OOO)email notification s to the message originator (sender).

SeeSetgroup to send Jout-of-officegmessageson page 110 for details.

Select the Hide membership fran address bookcheck box tohide the
membership of mailenabled groups inthe Exchangeaddress book (such as
the Outlook address book).

The Require authentication to send mailcheck box ndicates whether to
authenticate the users who send emails to theyroup. Selecting this check
box blocks incoming emails from users on other domains or networks that
cannot be authenticated on the domain where the group exists.

In the Delivery Reports area,you can setnon-delivery report (NDR)
recipients when an email sent to this group is not delivered. Thenon-
delivery report lets the recipient know that the email was not delivered.

SeeSetrecipient for non-delivery reportson page 111 for details.

Click Custom Attributesto launch the Exchange Custom Attributeslialog
box so you can view and modify the values of custom Ekange attributes.

SeeAssignvaluesto custom attributes of a group on page 112 for details.

In the Administrative notes box, view and enter useful information about
the group.

The GrouplDtab is only available for Smart Groups and Dynasties. Use it togew the
guery you have defined to update group membership andetails of the Smart
Group Update job associated with the group for scheduled membership update.

The tab is organized into three sectionsAdvanced Query, and Schedule
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'5_=: Test dyn

General
Members

Advanced

-

Query

o

Schedule

Help

Exchange General

asty-Imanami-QA Properties *

Email Addresses
Managed By

Exchange Advanced

Member Of History GrouplD

This is & dynasty. This group will create

other groups. Options

Display Name Template:
Test dynasty-Imanami-QALGROUP

Modify

Alias Template: ST

Test dynasty-Imanami-QALGROUP

Group Byls):
title

Container(s):
DC=syper,DC=lab

<

Update

[] Disabled

QK Cancel Apply

Figure 44: Group Properties dialog box i GrouplD tab

|l

|l

1

The Advancedareais available for Dynasties of the parent andmiddle level.
Click Optionsto launch the Dynasty Optionsdialog box, where you can
modify the Dynasty options.

SeeDynastyoptions on page 131 for details.

The Queryareadisplays the quely used to update group membership.

Click Modify to launch the Query Designerdialog box, where you can
changethe query.

Click Clearto clear the query and downgrade this group to a hormal, static
group.

The Scheduleareadisplays the date and timewhen the group waslast
updated, as well as the machinenamethat performed the update.

Click Updateto manually update the group

Click Scheduleto create/modify a Smart Group Update jolihat updates the
group. SeeUpdate Smart Groups and Dynastiessing a schedulal job on
page 62 for details.

Select the Disable check box to disablemembershipupdatesto the group,
either by a scheduled job orusing the Update command
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Automate provides comprehensive options to manage directory groupbelsing these

options, you can:

1 Update SmartGroupsand Dynasties Use different methods toupdate the
membership of Smart Groups and Dynasties.

1 Move groupsto a different container.

1 Managegroup owners Manage a groupds primary own
and Exchange additional owners.

1 Transfer group ownership Assign owners to orphan groups and transfer
group ownership.

{ Manage group access

9 Expire groups Learn about different ways to expire groups manually and
automatically.

1 Renewexpired groups.

1 GroupDeletion: explains how groups are deleted in Automateand how a
deleted group can be restored.

1 Grouphistory: provides information on viewing a group's history.

Updat e Smart Groups and Dynasties

When a Smart Group or Dynasty is updated, it involves the following:

9 Each Smart Group and Dynastyas aquery, such as an LDAP quergefined
for it. On update, the queryretrieves records from thedirectory and group
membership is updated with these records.

/ Whatever the records returned by the query, thenembership of an
Office 365 group is updated with user objects only.

1 The values of certain attribute(s) can be updated.

1 For a Smart Group, for example, the valuef the managedBy attribute is
updated for nested groups SeeMembershipsettings on page 89 for
information on nested groups.
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1 ForDynastes, the administrator can specify certainattributes at the
identity store level, whose values are passed on from parent to child

Dynasties. These attri butDgnasgesonal ues

update, depending on theinheritance option set for each Dynasty.

Automate provides different methods to update SmarGroups and Dynastes,
namely:

)l
)l

Manual update

Scheduled update

In both methods, the query defined for the group is executed to update

membership; the difference being that in manual update, you can execute the query

manually any time while scheduled updates run automatically at a specified
frequency.

They out of b o defined fgr as identity istoreyadso impact the group

membership update process.

Update Smart Groups and Dynasties using the Update command

You can manually update a Smart Group any time by rigieicking the group and
clicking Update on the shortcut menu.This executes the query defined for the
group and updates its membership

1.
2.

NOTE

In GroupID Management Console, sele&utomate > [required group node]

From the groups list, select one or more groupsThese should be Smart
Groups or Dynasties or both.

To select multiple groups, hold down theCTRLkey and select individual
groups or hold down the SHIFTkey and select a range of groups.

Right-click the selection and selectUpdate.

5%, Smart Groups - Entire Directory
mame attrbute is shown for objects whose displayName attrbLte is empty.
¥ Create Filter Column Options

Display Name Type Owner Query Modfied Expiration Date Container

Password ExpinyS) 9/18/2018 2:2:33 PM Never Expire CN=Users,DC=cheoti,DC=com
&\, Tech Comm SG| , Sarah Azeem 2/1/2018 9:01:22 AM Never Expire CN=Users DC=cheoti, DC=com

&} Set Ownerto

© Deete

& Expire
Properties

Figure 45: Update command on the shortcut menu

If the selection includes expired groups, Automate skips them while
updating.
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4. When the update is complete, clickOK

Update Smart Groups and Dynasties u  sing a schedule d job

GrouplD provides ascheduled update feature to keep the memberships of Smart
Groups and Dynasties currentand to update values of certain attributes You can
define scheduled jobs forSmart Group Updateand apply them to Smart Goups and
Dynasties.The TaskScheduler keep checking scheduled jobs and initiating
scheduled job runs.

You can associate a Smafioup Update job with a groupin any of the following
ways:

1 Method 1:In Automate, ®lect a group and associate ésmart Group
Update job with it.

1 Method 2:In the Scheduling node, @en a Smart Group Update job and
add the required group to its targets list.

Method 1: Associate a Smart G roup Update job with a group

1. In GrouplD Management Console gtect Automate > [required group node]

2. From the groups list, right-click the required Smart Group or Dynastgnd
select Properties.

3. On the GrouplDtab (Figure 44), click Schedule

1 If no SmartGroup Updatejob is associated with thegroup, the Create
Jobdialog box (Figure 111) is displayed, where you can create a e
Smart Group Update job.

1 If a Smart Group Update jobs already associated with the group, he
Edit Jobdialog box is displayed, where you can edit jb details.

In either case, the associated job runs according to the schedule you specify
for it and updates the target group.

4. Click OKto close the Propertiesdialog box.

Method 2: Add a group to the targets list of a Smart Group Update job

1. In GrouplD Management Console, selethe Schedulingnode.

2. Expand theSmart GroupUpdate head and select an existing job or create a
new job.

3. Onthe Create Joldialog box (Figure 111) or Edit Jobdialog box, add the
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required gr oTangetstish t he jobds
4. Add/edit the required information and click OK

When the job runs, it updategshe membership ofall target groups on the basis of
eachgroupd wespectivequery.l t al so updates the required &

Disable updates to a group

You candisable updates, either by a scheduled job or using th&Jpdate command,
for a Smart Group or Dynasty.

In this way, you cansuspend updatego a group for an indefinite period and resume
them when needed.

1. In GrouplDManagement Console, selecAutomate >[required group nodgq.

2. From the groups list, right-click the required Smart Group or Dynastyand
select Properties.

3. On the GrouplDtab (Figure 44), select the Disabled check box to disable
updates for the group.

Clear the Disabledcheck box to enable updates
4. Click OK

You can also define, edit, disale and delete a Smart Group Update job using the
Schedulingnode in GrouplD Management Console.

Mov e groups to a different container

You can move one or more groups to another container domain in the connected
identity store.

1. In GrouplD Management Conde, select Automate > [required group node]
2. From the goups list, select one or more groups.

9 To select consecutive groupsclick the first group in the list, press and
hold down the SHIFTkey and then click the last group.

1 To select nonconsecutive groups, press and hold down th€TRLkey
and then click each group that you want to select.

3. Right-click the selection and clickMove on the shortcut menu.
The Select Containerdialog box (Figure 108) is displayed.

4. Select thedomain or container you want to move the group(s) toand click
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OK

5. When the process is complete, clickhK on the Move Groupdialog box.

Manage group owners

When a new group is created; by default, the group creator is set as its primary
owner. However,you can change the primary owner or even remove iteaving the
group orphan.

we YOU cannot remove a groupds primary own:
role does not allow it. SeeGroup Ownergolicy in Role policies

Additional owners

You can abo specifytemporary and permanentadditional owners for a group. These
can be users, contacts and evesecurity groups. In case of a group, all its members
will be considered as additional owners.

You can change the ownership type of aadditional owner from temporary to
permanent and vice versa.

Additional owners havethe same privileges as the primary owner to manage the
group. Group expiry, deletion, and renewal nafications are sent to the additional
owners along with the primary owrer. However, you can exclude some or all
additional owners from receivingemail notificatio ns.

By default, there is no restriction on the number of additional ownersa group can
have. However|jf the administrator has spedfied a maximum and minimum value
for additional owners in the Group Ownergpolicy for your role in the identity store,
you cannotcreate a group or save modifications tat unless it has the specified
number of additional owners.

Exchange 2010/2013/2016/2019 additional owners

Microsoft Exchange 2010/2013/20162019 offers the comanaged by feature that
enables you tospecify Exchange additional owners fora group, provided that
Exchange 2010/2013/20162019 is configured as the messagingprovider for the
identity store. Exchange additional avners are stored in the
msExchamecoManagedby attribute.

Automate sends group expiry, deletion, and renewal notifications to all Exchange
additional owners along with the groupds pr

NOTE For email notifications to be sent, an SMTP server must be configured for the
identity store.
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e Only users, contacts and security groups can be set as the primary and additional

/ .

= owners of a group. Moreover, only maienabled users can be set as Exchange
additional owners.

Is Note the following for a Microsoft Azure based identity store
1 Only users can be set as primary owners.
91 Azure supports multple primary owners for a group.
1 Atlead one primary owner is mandatory.
1

Exchange additional owners are not supported.

Change the primary owner f or a group

When a new group is createdthe group creator is set as its primary owner.
However, you can change the primary owner.

1. In GroupID Management Console, sele&utomate > [required group node]
2. Inthe groups list, right-click the required group andselect Properties.
3. Onthe Managed Bytab (Figure 39), the Namebox displays the name of the

groupds primary owner.

To change the primary ownerglick Change the Find dialog box is
displayed where you can bcate and select the recipient toset as the
group's primary owner.

Find x

I Start in | |DC=jee.DC4u:a|

Scope Include sub-containers

General

Name: [ | Find

Display name | | oK

Qi | |
Office: | |

ltems found DN ftems to add DN

Add >

< Remove

Figure 46: Find dialog box
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Enter a criterion and clickFind to return the results; then add the required
objects from the Items found list to the Itemsto add list.

1

)l

Click Start in to selectthe top level container to start the search in.

If the administrator has applied a search policy at the identity store
level to restrict the search scope to a container, the container name is
displayed here and you cannot change it.

Select the Include swb-containerscheckbox to expand the search scope
to sub-containers in the selected container.

The Generalarealists the general attributes for searching an object. All
these fields are optional. However, the more fields you specify a value
for, the more specific your search.

You can search an object by its name, display name, first name, last
name, title, alias, company, department, city, and office

dick Find button to return the search results.
The Items found box lists all objects that match your seach criteria.

Select your required object(s) andleck add to move them to the Iltems
to add box.

To remove an object from theltems to addbox, select it and click
Remove

Click OKto close the Find dialog box.

4. The object selected on theFind dialog box is displayed in theNamebox on
the ManagedBy tab. Click OK

Change t he primary owner for multiple groups

1. In GroupID Management Console, sele&utomate > [required group node]

2. Select one or more groupsn the groups list.

|l

To select consecutve groups, click the first group in the list, press and
hold down the SHIFTkey and then click the last group.

To select nortconsecutive groups, press and hold down th€TRLkey
and then click each group that you want to select.

3. Right-click the selected groups, point toSet Ownerand select one of the
following options:
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{1, Al Groups - Entire Drectory
name attibute is shown for objects whose displayName attribute is empty
¥ Create Filter Column Options

Display Name Type Owner Query Modfied Bxpration Date Container
31972019 122057 PM

Move.. 3/19/2019 220:10 PM

= 2, Renew 8/6/2018 1:57.54 PM

A\, B dept Sarah Azeem 2472019 10:48:02 AM Never Expire OU=GID,DC=cheoti, DC=com
8\ Deleted_non i &b Expire Sarsh Azeem V120190119 AM 02/09/2019 OU=IT.DC=cheoti.DC=com
8\ HR Growp 2 SetSecurity Typeto > Abbey Tucker 1171672018 |C-22_3C=M Never Expire CY.les(n DCacheoti, DC=com
24 M Dynasty Sarsh Azeem 3/22/2019 121201 PM Never Expre OUSIT.DCcheoti,DCecom
S malenabiedtn| #b Set Expiration Policyto b | gah pveem 22772013 10:46:44 AM 03/29/2019 OUIT.DCcheoti. DCecom
2\ Password Bxpi & Set Ownerto » 85 Me(Sarah Azeem] 9/18/201822233PM Never Expre CNeUsers, DC=cheoti.DC=com
Rsatic3 = Othit 3/4/2019 104346 AM Never Expire OU=IT.DC=cheoti.DC=com
Rsstcgop2 | & Refresh it 11/9/2018 33342 PM Hever Bxove OU=T.DC~cheot DC=com
Dsaticronmal (@ Update. Sarah Azeem 11/3/2018 3:2803 PM Never Bpre OU=IT.DC~cheoti,DC-com
&4 Tech Comm Delete Sarah Azeem 1/31/2019 25730 PM Never Expire CNeUsers, DC=cheoti. DCecom
8\ Tech Comm SG Ee— Sarah Azeem 2172019 901.22 AM Never Expire CNeUsers, DCacheoti, DCecom
2, Test Not ASmat grouptotest add . Growp Sarsh Azeem 2472019 11:3040 AM Never Bxpire OUsGID DC=cheoti,DCacom

Figure 47: Set Owner options

1 Me [your loggedon user name] to set yourself as the primary owneffor
the selected groups.

1 [Most recently used recipient set as primary owner (if any)to set this
recipient as the primary owner forthe selected groups.

1 Other.., to select a different recipient as the primary owner. Clicking
this option displays the Set Ownerdialog box where you canlocate and
select the required recipient.

Set primary owners for an Azure group

Using GrouplD, you can specify multiple primary owners for groups in an Azure
based identity store.

1. In GroupID Management Console, sele&utomate > [required group node]

2. Inthe groups list, right-click the required group and selectProperties.
On the Managed Bytab (Figure 39), the Ownersarea is for specifying the

g r o ypntay owners.

3. Click Add. On theFind dialog box (Figure 46), locate and select the
recipients to set as the groy's primary owners and click OK

Theserecipients can be userobjects only.
M To remove an owner, select it and clickemove

I To remove all primary owners, clickRemove All
However, you must add at least one primary owner; else, you would not
be able to save the information.

4. Click OKto close the group properties dialog box.
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Set additional owners for a group

1. In GrouplD Management Console, seleé&utomate > [required group node]
2. Inthe groups list, right-click the required group and selectProperties.

3. Onthe Managed Bytab (Figure 39), the Additional Ownersarea is for
specifyingthe g r o uagddianal owners.

1 To specify additional owner(s)click Add. The Find dialog box (Figure
46) is displayed Locate and select the recipients toset as the group's
additional owners. These can be users, contacts and even groups. In
case ofa group, all its members will be considered a additional owners.
Like primary owners, additional owners have full right¢o manage the

group.
1 By default; all expiry, deletion and renewal notifications for the group

are sent to all additional owners(in addition to the primary owner) and
they can take the necessary actions accordingly.

However, to exclude an additional owner from receivingemail
notifications, select the Do not Notify check box for it.

e When aSmart Goup Updatejob runs on a group, the notification
/ . .
behavior is as follows

1 If the Do not Notify check box is selected for an additional
owner but its email address is specified in theTo box on the
Notification tab (Figure 115) of the Create/Edit Jobdialog box,
the additional owner will receive the notifications.

1 If the Do not Notify check box is selected for aradditional
owner but the Send Report to group owner(stheck box is
selected on theNotification tab (Figure 115) of the Create/Edit
Jobdialog box, the additional owner will not receive the
notifications.

i To remove an additional ownerselect it and click Remove
M To remove all additional owners, clickRemoveAll.

4. Click OKto close the group properties dialog box
You may observe a messagiat the group does not adhere to a
requirement for additional owner. Itoccurs because theGroup Owners

policy defined for your role at the identity store level requires that the
group must have at least x number of additional owners.

Specify the required number of additional owners and then cliclOK
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Ownershiptype indicates whether an object is a temporary or permaneradditional
owner of a group. TheManaged ByLife Cycle jobupdates the temporaryownership
of groups by adding and removng temporary additional owners on the specified
dates.

Consider a scenario where the Managed By Lifeycle job is scheduled to run once a

week, say Mondays. I f an object is to be ad
owner for three days- Wednesday till Friday, it will not be added. This happens

because the Managed By Life Cycle job did not run on thearticular days for

temporary ownership update.

Make sure that the Managed By Life Cycle job is scheduled to run at a frequency
that meets your temporary ownership requirements.

To changeownership type:

=

In GroupID Management Console, sele&utomate > [required group node]
2. Inthe groups list, right-click the required group and selectProperties.

3. On the Managed Bytab (Figure 39), select an additional owner and click
ChangeOwnership

4. On the OwnershipType dialog box (Figure 27), select an option from the
Ownership Typelistto specifythead di t i onal owtypeISges owner s
Table 3 for the available options.

5. Click OKto close the Ownership Type dialog box.

6. Click OKto close group properties.

Specify Exchange additional owners

If Exchange Server 201(®2013/2016/2019 is configured as the messagingrovider
for the connected identity store, you can specify Exchange additionawners for a
group. Only mail-enabled users carbe designated as Exchange additional owners.

Automate sends group expiry, deletion, and renewal notifications to these owners
along with the groupds primary and addition

1. In GroupID Management Console, sele&utomate > [required group node]
2. Inthe groups list, right-click the required group and selectProperties.

3. Onthe ExchangeGeneraltab (Figure 41), click Add in the ExchangeGeneral
area.The Find dialog box (Figure 46) is displayed where you can bcate and
select the recipient to set as anExchangeadditional owner for the group.
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4. You can also remove an Exchange additional owner by selectingand
clicking Remove

5. ClickOK

Transfer group ownership

The Transfer Ownershipwizard in Automate provides a convenient way to:
9 assign ownership to orphan groupsn the connected identity store, and

9 transfer primary and additional group ownershipgincluding Exchange
2010/2013/2016/2019 additional ownerships) from one recipient to
another.

Depending on the number of groups and te amount of available bandwidth
between GrouplD and the messagingrovider server (such as Exchang&erver) or
directory server, this process may take several minutes.

1. In GrouplD Management Console, sele&utomate, right-click All Groups
and selectTransfer OwnershipWizard.

The wizard opens to theWelcomepage.

‘g{ Transfer Ownership

v

) st Welcome to the Transfer Ownership wizard

I Select Group Filter

I Select New Owner This wizard helps you transfer ownership of groups from one owner to another,
I Transferring

I Completion

Help MNext > Cancel

Figure 48: Welcome page

2. Read the welcome message and clicklext.
The SelectGroupFilter pageis displayed.
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j§ Transfer Ownership
=

T Select Group Filter
Il Select Group Filter
1 select New Owner The group filter is used to determine which groups should be modified.

Il Transferring
I completion Select all groups in this container

DC=jee . DCHocal Browse...

Include subcontainers
Owned by

(®) No one
() This recipient:

Browse...

Preview...

Help < Back MNext = Cancel

Figure 49: Select Group Filter page

Use this page to set the criteria for filtering groups that have to be
transferred to a new owner.

The Select all groups in this containerbox displays the distinguished name
of the container that the wizard searches for the groups to transfer their
ownership. The default selection is the domain of the connected identity
store.

Cick Browseand selecta different organizational unit, domain, or the entire
directory.

Your selection determines where the wizard searches for the groups to
transfer their ownership. The smaller the selection, the less time it takes to
carry out the transfer.

Specify whether to ®arch for groups in subcontainers by selecting or
clearing the Include sub-containerscheck box.

The scope of this setting varies, depending on the container you selected in
the previous step. The following table explains the actual structures
searched vhen you select thelnclude sub-containers option:

Selected Container Selecting Include subcontainers

Organizational Unit Includes the suborganizational units in
the search for required groups.
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Domain Includes all organizational units and
their sub-trees in the search for required
groups.

Entire Directory Searches the entiradentity store; the
Include sub-containerssetting has no
effect.

Table 4: Impact of the Include sub-containers option

For ActiveDirectory, if the search container is set to Global Catalog and
ExtensionData is not replicated to the Global Catalog, additional
ownership of the groups will not be transferred.

NOTE

5. In the Ownedby area, specify whether to select groups having no owner or
groups having a specific owner for transferring ownership.

1 No one3ato change the ownership of groups having no owner.

9 This recipient3- to change the ownership of groups managed by a
recipient. This option includes all groups for which the recipient is the
primary owner, additional owner, or Exchange 2010/20132016/2019
additional owner.

After selecting this option, click Browseand use the Find dialog box
(Figure 46) to select the required recipient.

6. Click the Previewbutton to view the list of groups that match the given
criteria for ownership transfer.

7. Click Next.
The SelectNew Ownerpage is displayel.
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c
rg 5 Transfer Ownership
e Select New Owner
I Select Group Filter
I select New Owner Select a new owner for the groups.
Il Transferring
Il Completion New owner:
Browse...
To begin the operation, dick Mext.
Help < Back Next > Cancel

Figure 50: Select New Owner page

8. dick Browseto select a new owner for the group(s).
You can only select a contactuser,or a security group as anowner.

9. Click Next.
The Transferring ownership pageis displayed:
rg Transfer Ownership
-
' Introduction Transferring ownership
I Select Group Filter
7 Select New Owner GrouplD is transferring the ownership of selected groups to the new owner.
I Transferring
E Completion Log
Loading groups...
1 object(s) found.
Transfer ownership completed successfully.
Current group status:
[
Help < Back Next > Cancel

Figure 51: Transferring Ownership page
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The Transferring ownership page displays the transfer progressvhile it
transfers the ownership of each group to the new owner

10. Click Next.
The Completion page is displayed:

ji Transfer Ownership
-

¥l Introduction Completing the Transfer Ownership Wizard
I Select Group Filter

Il Select New Owner You have successfully completed the Transfer Ownership wizard.

1 Transferring

| Completion Transfer Ownership: Set owner to Allowed RODC Password Replication Grou

Started: 5/22/2017 10:26:51 AM
Finished: 5/22/2017 10:26:53 AM

Results:

I1EIEI of 100 successfully processed, 0 warning detected, 0 error detected.

el <k

Figure 52: Completion page

This page displaysthe distinguished namesof all groups that have been
successfully processed and transferred to the new owner. It also displays
any errors that were encountered during the process.

11. Click Finish to close the wizard.

Manage group access

A g r cacyritytype determines how nonrmembers can access the group and
become its membersGroupD provides three security types:

9 Private - to restrict access to the group to members selected bthe group
owner. Only the owner can add or remove members from the group.
Requests to join or leave the group cannot be submitted.

1 SemiPrivate - to restrict access to the group to members selected by the
group owner. However, requests to join or leave thgroup can be sent to
the owner.

91 Public - to allow all users to access the groupUsers can join or leave the
group at will and do not require any permissions to do so
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A security type is assigned to the group when it is created. However, you can
change it later, if required.

NOTE
~ . The group security option is available with a GroupID SelBervice license.

Chang e the security type for a group

1. In GroupIlD Management Console, seleg¢tutomate > [required group node].
2. From the groups list, right-click the required group and selectProperties.

3. Onthe Generaltab (Figure 36) of the group properties dialog box, €lect a
different security type from the Group Security list and click Apply.

4. Click OK

Chang e the security type for multiple groups

1. In GroupID Management Console, sele&utomate > [required group node]
2. From the groups list, select one or more groups.

3. Right-click the selected groups, point toSet Seairity Typeto and click the
required security type.

i, M Groups - Entre Drectory
name attnbute is shown for objects whose displayName atirbute is emply.

f Create Filter Column Options
Display Name Tyve Owner Guery Modfied Expration Date Contaner
- 3/19/2019 122057 PM CN=Users,DC=cheat DC=com
/19/2019 22010 PM CN=Users,DC=cheati DC=com
8/6/2018 1:57.54 PM CN=Users,DC=cheat DC=com
&), Bt dept % Expire ¥rah Azeem 2/4/2019 10:48:02 AM Never Expire OU=GID.DC=cheoti. DC=com
A1 Deleted_non Mai en rzh Azeem V117201990119 AM 02/09/2019 OU=IT,DC=cheoti DC=com
84 HR Group 2, SetSecurity Typeto » Public 11/16/2018 10:22.30 AM Never Epre CNa=Users DC=cheati, DC=com
&L M Dynasty &% SetExpiration Policyto  » Semi Private 3/22/201912:1201 PM Never Expire OU=IT,DC=cheoti DC=com
£\ maienabled try 22772019 10:46:44 AM 03/29/2019 OU=IT,DC~cheati DC=com
& Password Epiry SG | & Set Ownerto » Private 9/18/201822233PM Never Expire CN=Users,DC=cheoti, DC=com
S static 3 5 Refresh yah Azeem V4/2019 10:43.46 AM Never Expre OU=IT,DC=cheti DC=com
AL static group 2 e Update ¥ah Azeem 11/3/2018 3:39.42PM Never Expire OUSIT,DC=cheoti DC=com
&, static non mad enable 5 irah Azeem 11/9/2018 3:28:03 PM Never Expire OUsIT.DCacheoti, DCecom
&4 Tech Comm © Delete ¥rah Azeem 1317201925730 PM Never Expire CNaUisers,DCacheoti DCacom
&4 Tech Comm SG SmarGrowp Sarah Azeem 217201990122 AM Never Expire CNeUsers,DCcheoti DC=com
81 Yoot New ASmat comvmbn tnet ... e Sah Azeem. 248 110N M Movvmr Evrien, QLGN D achact N nom

Figure 53: Set Security Type To options

Expir e groups

Automate provides two ways to expire a group:

1 Use the Expire command on the Actions menu or shortcut menu to expire a
group manually.

1 The Group Life Cycle jobexpires groups automatically based on the expiry
policy specified for each group.
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The expiry policy for a group specifies the period for whichthe group
remains active. At the end of the period, the group expires.

The following events take place when a group expires:
1 The group becomes inactive and is locked for all activities.
1 "EXPIRED_"is added as a prefix to the group name.

1 A mail-enableddistribution group is mail-disabled, which means that any
emails sent to the group are bounced back with an expyrmessage.

/ When you expire an Office 365 group using GrouplD, its member
list is backed upin the database and cleared from Office 365.

9 For a secuity group, its member list is cleared and any permissions set for
that group no longer apply. However, GrouplDkeepsa backup of its
membership in the database.

In case ofan Active Directoryidentity store with Office 365 as messaging provider:

In case of an Active Directory identity store with Office 365 as the messaging
provider, the following happens when a distribution group is expired manually or
via the Group Life Cycle job:

1T The groupds emai l address is removed in
1 "EXPIRED_i% added as a prefix to the group name.
1 The group is removed from Office 365 when the AAD Sync schedule runs.
On renewing an expired distribution group, the following happens:
T The groupds emai |ActimedDitecterg. s i s added i n
1 The"EXPIRED frefixisremovedf r om t he groupds name.

1  The group is created with members in Office 365 when the AAD Sync
schedule runs.

In case ofan Azure AD identity storewith Office 365 as messaging provider:

In case of an Azure AD identity store with Office 365 as thenessaging provider, the
following happens when a distribution group is expired manually or via the Group
Life Cycle job:

T Groupl D takes a backup of the groupds me
T I't empties out the groupds membership ir
On renewing an expired distributon group, the following happens:

T The groupds membership is repopulated ir
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Automate moves expired groups to theExpired Groupsnode. To make an expired
group active again, you can renew it. SeRenewexpired groupson page81.

Group Life Cycle policy

All settings related to group expiry are specified in the Group Lifecycle policy. This
policy is defined at the identity store level and controls the following:

|l

The default expiry policy for groups
This policy specifies the period for which a group remains active. When the
period ends, the group expires.

Groups with a 'Never Expire' polig are not expiredby the Group Lifecycle
job.

Wait period for deleting expired groups

The administrator can specify X number of days after which an expired
group would be deleted, starting fran the expiry date.This also applies to
manually expired groups.

Security groups expiry

If the administrator has enabled the security groups expiry option, yowiill
be able to expire security groups else security groupscannot be expired
manually or by the Group LifeCycle job.

This feature also appliesto Office 365 groups in an Azure based identity
store.

Filter groups for expiration and deletion

By default, the GroupLife Cycle job processes all groups in the identity
store. However, the administrator can filterorganizational units to include
or exclude from the job.

Group usage lifecycle
The administrator can set the expiry of maidenabled distribution groups
based a their usage.

If an expiring group is used in the last X number of days, it will be renewed
by reapplying the expiry policy to it. However, if a group in not used in the
last X number of days, its life will be reduced to 7 days.

Enable group attestation

The administrator can enforce group owners to review and validate the
attributes and membership of an expiring group before renewing it. Group
owners must use the SeKService portal for group attestation.
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1 Notifications for expiring groups
The administratar can specify whether to send notifications 1 day, 7 days, or
30 days before the group expires, to inform the group owners (or the default
approver if the group has no primary or additional owners) about the
approaching expiry.

If no option is selected far expiry notifications, no notifications will be sent.
In this case, the Group LifeCycle job expies the group without notifying
anyone.

1 Set default approver for notifications
The administrator can designate a recipient as the default approver for
group expiry notifications.

By default, groupexpiry notificatons ar e addressed to the ¢
For groups without owners the notification is sent to the default approver.

If notifications are enabled but no notification recipient is available, the job
does not expire the group.

Of these, only the first setting, i.e., thegroup expiry policy, can be danged for
individual groups. The remaining settings apply to all grous in the identity store
and cannot be changed for individual groups.

The Group Lié Cycle job executes the Group Lifecycle policgs definedfor the
identity store, but monitors group expiry d

expiry policy.
/s The administrator may choose to apply the group expiry policy on the Azure portal

ratherthanGr oup |l D} s Gr o0 u pSekGrdupexpBatienlpaicyipo | i cy .
Appendix Bfor more info.

Group Expiry Notifications
The Group Lifecycle job monitors the gpiry policy of all groups. When a group

approaches its expiry, thgob does the following:

1 Whennotifications are not enabled,the Group Life Cycle job expires the
group without notifying anyone.

1 Whennotifications are enabledin the Group Life Cycle policythe job
notifies the primary and additional ownersor the default approver (in case
no owneris set for the group) about the approaching expiry.

In casethe notification could not be sent or no recipient is available, the
Group LifeCycle job extends the expiry date of the group by 7 days on the
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g r o weppdfyday. The job continues this procesauntil the notification is

sent.

1 When thel day before expir&bn option is selected for sending notifications,

Groupl D
date.

extends

t he

groupds

expiry

Suppose a group has its expiry date set to July 1. With the notification sent

one day before expiry (i.e., June 30), Grolipl e xt end s

t he

date to +7 days (i.e., July 8). The group will expire when it reaches its

extended expiry date (i.e., July 8).

dat e

groupds

NOTE

Expir e a group manually

Notifications are sent if anSMTP servers configured for the identity store.

You can mamially expire a group, overlooking its expiry policy.Even groups with a

GNever

expirey

policy

can be

manually

However, you cannot expire a group when any of the following conditiongs met:

1 Whenthe expiry of security groups is disabled in group lifecycle settings

1 Whena group resides in a container the group lifecycle policyloes not

apply to.

To expire a group manually:

1. In GroupID Management Console, sele&utomate > [required group node].

2.

In the groups list, select one or more groups.

3. Right-click the selection and selectExpire.

&1, Al Groups - Entre Drectory.

name attrbute is shown for objects whose displayName atinbite is empty

¥ Create Filter Column Option
Display Name Type Owner Query Modfied Expration Date Container

& DnsAdmins @ Move 19/2019220:10 PM Never Expre CN=Users,DC=cheoti,0C=com
) OnsUpdateProxy| ¢ Refresh 8 CN=UsersDCcheot DC=com
21, Bt dept RS Sarsh Azsem Never Bxpes OUSGID.DC=cheoti.DC=com
2L Deleted_non Mail € Set Security Type to * | Sarsh Azeem 02/09/2019 OU=IT,DC=cheoti,DC=com
2L HR Grop 8, Setbxpiration Policyto b | Abbey Tucker 2 Never Expre CNaUsers DCacheati DCcom
M Dynasty SO , | Sarsh Azeem V2721 Never Bxpre OUIT.DCachect DCacom
84 malenabled try Sareh Azeem 2272019104644 A 03/29/2019 OU«IT.DCcheot DC=com
2 Password Expry { @) Delete Sareh Azeem 9/18/2018222.33PM Never Expre CN=Users.DCcheat, DC=com
L satc3 e Sarah Azeem V472019 104346 AM Never Expre OU-IT.DC=cheoti.DC=com
&\ static group 2 Sarsh Azeem 11/3/2018 3:39:42PM Never Expire OU=IT.DC=cheoti.DC=com
Rsatcronmalen ) UPIRdeto * | Sarah Azeem 11/9/2018 32803 Never Bxpre OU=IT.DC=cheoti,DC=com
44 Tech Comm Properties... Sarsh Azeem 317201925730 Never Expre CNaUsers DC=cheati DC=com
&1 Tech Conm SG SmatGrop Sarsh Azeem 27172019 9.01:22 AM Never Bxpre ChNeUsers DCacheoti DCrcom

Figure 54: Expire command on the shortcut menu
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Expire a group using an expir y policy

You can change the default expiry policy foa group.
1. In GrouplD Management Console, seleé&utomate > [required group node]
2. Inthe groups list, right-click the required group and selectProperties.

3. Inthe Expiration Policy Settingsareaon the Generaltab (Figure 36), select
a new expity criterion from the Expiration Policylist. Options are:

1 Never Expire
Expire Every 30 Days
Expire Every 60 Days
Expire Every 90 Days

1

)l

)l

1 Expire Every 120 Days
1 Expire Every 6 Months
1 Expire Every Year

1

Other

On selecting this option, a text box and a list box is displayed. From the
list box, select Days Months or Yearsand in the text box, type the
desired number of days/months/years. Below is the range of values that
can be entered in the text box:

A 1-999 for days
A 1-99 for months
A 1-99 for years
4. On selecting an expiry option, a confirmation message idisplayed. Cick
Yes
The group's expily date, as determined by the selecteaxpiry policy, is
displayednext to Expiration Date

we  The Expiration Policylist is disabled for Dynasty children since they
inherit the expiry policy from their parent.

5. Click OKto close the dialog box.

If expiry notifications are enabled inthe Group LifeCycle policy but the
group has no owner or default approver, the group will noexpire.

TE
otE

80 © 2022 Imanami | Now Part of Netwrix



Chapter 6 - Managing Groups

Modify the expir y policy of multiple groups

1. In GroupID Management Console, sele&utomate > [required group node]
2. From the goups list, selectone or more groups.

3. Right-click the selection, click Set Expiration Policy toand select an expiy
policy.

§%, All Groups - Entire Directory
name atrbute s shown for objects whose displayName attnbute is empty
¥ Create Filter Column Options
Display Name Type Owner Query Modffied Bxpiration Date Container
) A o 3/19/2019 122057 PM CN=Users, DC=cheoi, DC=com
d 3/19/20192:20:10PM CN=Users,DC=cheo,DC=com
U & Renew 8/6/2018 1:57:54 PM CN=Users, DC=cheati,DC=com
NBdest |2 Expire = Sarah Azeem 2/4/2019 10:48:02 AM Never Expre OU=GID,DC=cheoti,DC=com
24, Deleted 1 Sarsh Azeem 3/11/20199.01:19 AM 02/09/2019 OU=IT.DC=cheoti,DC=com
2LHR Groug & Set Security Typeto 2 Abbey Tucker ) 11/16/2018 102230 A Never Expire CN=Users,DC=cheoti, DC=com
2LMDynast| 2  Set Expiration Policyto  » Never Expire 322/2019121201PM  Never Bxprre OU=IT.DC=cheoti,DC=com
Smaienabd & set Ownerto , Expire Every 30 Days 227/20191046:44 M 03/23/2013 OU=IT.DC=cheotiDC=com
4, Password 4 9/18/2018 22233 PM Never Expire CN=Users,DC=cheoti,DC=com
Sstatc3 | O Refresh Expire Every 60 Days 3/4/2019 10:43:46 AM Never Expire OU=IT.DC=cheoti.DC=com
Rttic ool @ Update... Expire Every 90 Days 11/8/2018 33942 PM Never Expre OU=IT.DC=cheoti,DC=com
stsicron o 0 Expire Every 120 Days 11/8/2018 32803 PM Never Expire OU=IT.DC=cheoti,DC=com
2 Tech Con . A R 1/31/2019 255730 PM Never Exprre CN=Users,DC=cheati. DC=com
&), Tech Comm SG SmartGroup e 2172019 9:01:22 AM Never Expire CN=Users,DC=checti,DC=com
), Test Not ASmart group to test add .. Group Expire Every Year 2/4/2019 11:30:40 A Never Exprre OU=GID,DC=cheati,DC=com
24 WSUS Reporters Group Grop Other 3/4/2019 240:20PM Never Exprre CN=Users,DC=cheot.DC=com

Figure 55: Set Expiration Policy to command on the shortcut menu

4. Click Yeson the confirmation dialog box.

NOTE If your selection includes Dynasty children, their expiry policy will not be
= updated.

Renew expired groups

If a group has expired and you still needt, you can renew it. Upon renewal, the
group becomes active again and & expiry policy is reapplied to it, starting from
the date of renewal.

In the Group Life Cycle policythe administrator can specify aperiod for which
expired groupsare not deletedfrom the directory. If a group is not renewed within
this period, the Group LifeCycle job automatically deletes it from the directory.

For information about deleted groups,see Group Deletion.

To renew an expired group:

1. In GrouplD Management Console, sele&utomate > All Groups> Expired
Groups

2. From the groups list, select one or more groups.

3. Right-click the selection and clickRenew
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4%, Expired Groups - Entire Directory

¥ Create Filter Column Options

Name Type Owner Query Modfied Expirstion Date Orgariz
5/5/2017 6:30:54 AM 05/05/2017

Figure 56: Renew command on the shortcut menu

wote ~ Dynasty children automatically renew with their parent. Renewing them
individually is not allowed.

Group Deletion

GrouplD handles group deletion a either physical or logical.

In the RecycleBin, you can distinguish physically deleted groups from logically
deleted groups by their type.

1 Physically deleted groups havelombstoneas type.

9 Logically deleted groups are of theLogically Deleted Grouiype.
They alsohave Deleted_prefixed to their display hames. However, groups
in the Recycle Bin are displayed by their names, not their display names.

Both types are locked for further operations until restored.

NOTE While all searches in GrouplD are catered through Elasticsearch, the Recycle
Bin is an exe@ption, as it fetches data from the directory.

/ The Recycle Bindoes not display data for an Azure based identity store.

Physical Deletion

Physical group deletion refers to manually deleting groups using th®elete
command on theActionsmenu or shortcut menu. GrouplD moves a physically
deleted it to the RecycleBin node while stripping it of most of its properties. You
cannot delete a group from the Recycle Bin; however, you can restore it. The
restoration process not only restores the group to its originbcontainer, but it also
reinstates the home container for the group, if deleted.

When restored, a physically deleted group is restoredith limited a ttributes; its
membership is not restored.

A Smart Groupand Dynastyis restored as a static group with nanembers and no
query.
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Logical Deletion

Groups that are deleted by theGroup Life cycle jobare considered to be logically
deleted. The job deletes expired groupsX number of days after group expiry, as
specified inthe Group Life Cycle policy

Upon deletion, logically deleted groups are moved to theRecycleBin node, with all
their attributes intact. As a result, a logically deleted group, when restored, returns
to its state it had at the time of deletion. The restoration process not only @stores
the group to the container from where it was deleted but it also reinstates the
home container for the group, if deleted.

You can also manually delete a logically deleted group in thdRecycleBin, making it
physically deleted.Simply right-click the required group and selectDelete on the
shortcut menu.

Deletion Notifications

When the Group life Cycle job deletes a group, it notifies the group owners or, if
there is no owner, the default approver specified irnthe Group Life Cycle policy

The job does not delete a group that neither has an owner nor a default approver.

Physically delete a group

1. In GroupIlD Management Console, seleg¢tutomate > [required group node]
2. From the groups list, select one or more groups.

3. Right-click the selection and clickDelete on the shortcut menu.

£}, Smat Groups - Entire Directory
name atiribute is shown for objects whose dispiayName atrbuse is ampty.
¥’ Create Fiter Column Options

Display Name Tive Owner Guery Modihed Expiration Date: Cortaines

R = Move... 9/18/2018 22233 PM Neves Bpre
&, Tech Camm { * S, Sarch Azeem 2117201950122 AM Never Expire Ch=Users DC=cheoti, DC=com
O Refres
© Update

Modify Query

EQO Ervr

Figure 57: Delete command on the shortcut menu

Restore a deleted group

1. In GrouplD Management Console, seleé&utomate > Recycle Bin

2. From the groups list, select one or more groups, as required.
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3. Right-click the selection and clickRestore

4%, Recycle Bin - DC=jee.DCocal

¥ Create Filter

Name: Type Modified Last Known Parert
Tombstone 5/4/2017 1257 PM 0U=Groups DC<jee, DC=local
4/21/2017 11:14 AM Cjes
4/21/2017 11:15 AM 0U=Groups DC<jee, DC=local
Tombstone 4/21/72017 11:25 AM 0U=Groups DC<jee, DC=local

Figure 58: Restore command on the shortcut menu

You can only restore a physically deleted group from the Recycle Bin if the
service account for the connected
Tombstoned permissions.

Group history

Normal

Automate canmaintain a complete track ofactions performed on a groupsince its
creation, if history tracking is enabled for the identity store.The actionsto be
tracked by Automate arealso specified in history setting.

GrouplD offers two views of historylogging for a group:
1 Normal view
1 Detailed view
To view a groupds history:
1. In GroupIlD Management Console, seleg¢tutomate > [required group node]
2. From the groups list, right-click the required group and selectProperties.

3. On the group properties dialog boxselect the History tab (Figure 40).
By default, this tab display history in normal view.

4. Select a history record and clickhe View Detailsicon (E‘-J) to switch to
detailed view.

5. Click OKto close the dialog box.

view

The normal history view is what you seen the History tab (Figure 40) in group
properties. It displays:

1 Time, the date and time that the action was performed.

9 Action, the type of action performed.
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91 Attribute, the schemaattribute that was changed due to the acion.

1 Old Value the value beforethe change wasapplied.

1 New Value the changed value.

If the history record spans multiple pages, you can page through the records using
the navigation buttons available at the top of the tab.

Detailed view

You can viewthe details of each history record displayed in the normal view.

Select a history record in the normal view and clickhe View Detailsicon (E‘-J).

X

History Details
1) Attribute Modified (msExchHideFromAddressLists)
Module: Automate Client Name: Automate WIN-GIDSSERVER
Object Name: Where: WIN-GIDSSERVER
Who: aid1 When: 3/19/2019 12:21:58 PM
Old Value New Value
[False]
Help Add Note

Figure 59: History Details dialog box

For single-valued attribute s, the dialog box displays theold and new values For
multi -valued attributes, the lists of added items and removed items are displayed.

Information comprises of:

1 Module, the name of the GroupIDmodule that performed the action.

1 Client Name the module ard machine name on which the action was

performed.

=A = =/ =4

When, the date and time ofaction.

Object Name the name of the group the action was performed on.
Where the machine name from where the action was performed.

Who, the name of theuserwho performed the action.

The following lists are available when the target attribute is singlevalued.
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I Old Values the list of values before the action was performed.
1 New Values the list of values after the action was performed.
The following lists are available when thetarget attribute is multi -valued.
1 Added Items the list of items that were added to the multi-value attribute.

1 Removed Itemsthe list of items that were removed from the multivalue
attribute.

Notes on history items

GrouplD enables a user to add notes to history items that were logged as a result of
any change he or she made. A note may explain the reason for making a certain
change, such aghe reason forchangng the expiry policy of a group.

Only the user who addedthe note can update it.Other users can only view this
note; they cannot edit it or add comments.

On the History Detail dialog box (Figure 59), one of these is available to you:

A The Add Note button
When you are the user who performed the action that logged this
hi story item and you havendt added any

1 The Edit Note button
When you are the user who performed the action that logged this
history item and you have already added a note.

1 The note text
When the userwho performed the action has addeda note. If you are
not this user,you can only view this note.

1 None of these buttons
When you are not the user who performed the action and the user
performing the action has not added any note.

A history note added or updated for an item using Automate is visible in the Self
Service portal and vice versa.

Add a note

1. On the History Detail dialog box ((Figure 59), click the Add Notebutton to
add a note to the history item.The Note textbox is displayed.
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History Details X
@ Attribute Modffied (msExchHideFromAddressLists)
Module: Automate Client Name: Automate WIN-GIDISERVER
Object Name: Where: WIN-GIDSSERVER
Who: aidl When 3/19/2019 12:21:58 PM
Old Value New Value
false

Note

oo ok

Figure 60: Note textbox on the History Detail dialog box

2. Write a note and clickSaveNote to save it.
Your note can have a maximum of 500 characters.

Once a note is added, theedit Note button is available. Use it to update
your note.

3. Click OK

Edit a note

On the History Detail dialog box (Figure 59), the Note box displays your note for the

history item.

History Details X
1) Atribute Modified (XGroup ExpirationDate)

Module: Automate Client Name: Automate WIN-GIDSSERVER
Object Name: DnsUpdateProxy Where: WIN-GIDSSERVER
Who: aid1 When 4/12/2019 3:55:33 PM

0Old Value New Value

Never Expire

Note

Test note

oo o

Figure 61: History Detail dialog box with the Edit Note button
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1. Click the Edit Note button and update the note.

2. Save the changes and cliclOK

View a note
Once a note is added, other users can view it, but they cannot edit it or add
comments to it.

On the History Detail dialog box (Figure 59), the Note box displays the note. Read it
and click OK

Remove a note
On the History Detail dialog box (Figure 59), the Note box displays your note for the
history item.
1. Click the Edit Note button and remove the note.

2. Click Save Noteand then OK
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Groups let you apply a common set of policies to multiple usergsroups also
guarantee consistency of permissions and privileges across the membershigsing
Automate, you can do the following with regards to group membership:

1 Add and remove group members

Change the membership type of a member

1
f View a group memberds properties
1

Fundamentals for nesting

Membership settings

To avoid large, urusual changes to Smart Group and Dynasty memberships, the
administrator can configurethe JOut of Bo u n d s d fos a tdéntitynstpre.

The administrator can:
1 Specify the maximum number of members for a Smart Grouand Dynasty

1 Determine actions to take if the limit is exceeded, such asot updating
group membership orbreaking the membership into smaller nested grousp.

Example:

Let ds thesadministeator setsthe maximum membership limit to 500 and
opts for nested groups when membership exceeds this limit.

Scenario tOnupdate, 4850bj ect s are fetched to be added
membership. Since the count is less thaB00, the objects aredirectly added as
group members.

Scenario 2 On the next update,6200bj ect s are fetched to be a
membership. Since the count exceedS00, it breaks the membership into 2 child

groups (Group 1 with 500 members and Group 2 with 120 memberaipd nests them

into Group A. Hence, GrouplD checks the member count and takes necessary action

before adding members to the group.

/ In case of an Office 365 group the option to break the membership into
s child groups would have the following impact:
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An Office 365 group (Group A) will be updated according to the Smart Group
update process. However, when the maximum membership limit is hit, the
update process will createchild group(s) and try to add them as members of
Group A. Since an Office 365 group canhdave groups as members, Group
Ads member shi p whilddroups will contimuée tg exist but e
without any link to Group A.

Modify group membership

You can addand removemembers to groupsin any of these ways:
Add and remove members manually
Permit group owners to modify group membershipon the directory server

Auto-update group membershipusing a Smart Group Update job

= = =/ =4

Import members using an external data source

Manually update group membership

You can manually add and remove members to group any time when required.

This method is recommended for static (unmanaged) groups onlior Smart Grous
and Dynasies, Automate will discard any manual membership changes when it
updates groups through the Smart Goup Update joh

Static group membership is also affected byhe membershiplifecycle policies
defined for the identity store.

To add members manually:

1. In GrouplD Management Console géect Automate > [required group node]
2. Right-click the required group andselect Properties.

3. On the Memberstab (Figure 37), dick Add; the Find dialog box (Figure 46) is
displayed Locate the directoryobjectsthatyouwantt o add t o this gr
membership. The selected objects get listed in thdVlembersarea of the
Memberstab.

4. Click Apply and then OKto savethe changes.

When adding groups to the membership of this group, you must be familiar with the
basic nestingprincipals. SeeNesting fundamentals on page 102 for reference.
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/ Only user objects can be added as memberds an Office 365 group.

Remov e members manually

In GroupIlD Management Console gdect Automate > [required group node].
Right-click the required group andselect Properties.

Click the Memberstab (Figure 37).

p W DR

In the Memberslist, select the member to remove and clickRemove
To select multiple members, press and hold the CTRL key while clicking the
members in thelist.

UseRemove Allto remove all members of the group
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Allow group owners to modify membership on the directory
server

For a group, you can authorize it®wners (primary owner and Exchange additional
owners) to updatethegr oupds membership directly on th
Additional owners are not included

This is a providerend permission and does not impact rolebased permissions
assigned at the identity store level in GrouplD. Nor do roldased permissions
assigned at the identity store level have any impact on thideature.

Enabling this setting auto-grants the required permissions to the managex. For
Active Directory, for example, thefollowing permissions are granted:

1 Create, delete, and manage user accounts

1 Reset user password and force password change at next logon
1 Create, delete and manage groups

1 Modify the membership of a group

wte Itis not recommended to update Smart Group and Dynasty membership
/ . .
manually; changes might be reversed when &mart Group Update jolruns.

To grant permission onthe directory server:
1. In GroupID Management Console géect Automate > [required group node]
2. Right-click the required group andselect Properties.
3. dick the Managed Bytab (Figure 39).
4

Select the Manager can update membership heck box t o enabl e t
pri mary owner and Exchange additional o0\
membership directly on the directory server.

5. ClickOK

/ The manager can update membersHgature is not available for groups in
an Azure based identity store.

Scheduled membership update

You can associate a scheduleb with Smart Groups and Dynasties foischeduled
membershipupdateThi s j ob s h @GmdrtéGrolmé&pdatd t hedf.

Each Smart Group and Dynasty has a useéefined queryspecified forit. When the
scheduled job runs,t updates goup membership with the recordsfetched by the
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query.

Static groups cannot be updated automaticalljbecause they do not have a query
defined for them.

For more information on updating Smart Group and Dynasty membership, see
Update SmartGroupsand Dynastieson page 60.

Import group members using a wizard

In this method, you specify an external data source containing thést of objects to
add as members to the selected groupVhen importing, Automate compares the
data in the external data source withthe directory usinga key field, and then adds
matching objects to the group membership.

For example, you have a list oemployee-IDs in a text file and you want to add all
employeesfrom the directory, whose IDs match with those present in the text file,
to the membership of the group.Simply select the text file and map its field name
with the employeelD attribute of the directory. The wizard will search the directory
for objects having those values foremployeelD aspresentin the text file , and add
those to the membership of the group.

/ Only user objects carbe imported as members ér an Office 365 group.

To import group memters:
1. In GrouplD Management Console géect Automate > [required group node]
2. Inthe groups list, right-click the required group and selectProperties.

3. Onthe Memberstab (Figure 37), dick Import.
The Import GroupMembershipwizard opens to theWelcomepage.
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% Import Group Membership
' Introduction Welcome to the Import Group Membership wizard
B Lifecyde
Il Data Provider This wizard allows you to import your group membership from a source other
than Active Directory. This is helpful when you have, for example, a text file
I Import Options from anaother system that contains the recpients that you want to be a member
. of this group. As long as the text file contains data that can be resolved in your
El Completion Exchange or Active Directory, GrouplD can update the membership of the
group.
Help MNext > Cancel

Figure 62: Welcome page

4. Read the welcome message andlick Next.

m Import Group Membership
[ Introduction Membership Lifecycle
B Lifecyde
Il Data Provider
I Import Options (®) Import Members Perpetually
I Completion () Import Members Temparariy
Help < Badk Next > Cancel

Figure 63: Membership Lifecycle page

5. Select whether the imported members should be added permanently or
temporarily to the group membership.

1 SelectMembersPerpetually: to add imported members permanently to
the group membership.
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1 Import Members Temporarily:to add imported members to the group
membership for a specific period. At end of the period, th&e members
are automatically removed from membership

6. In case of temporary membership, use th®uration list to specify the
membership duration of the imported members. Options are:

1 7 Days to add members to the goup for 7 days starting today.

1 30 Days to add members to the group for 30 days starting today.
1 90 Days to add members to the goup for 90 days starting today.
1

Custom to add membersto the group for the period you specify in the
Fromand To boxes.Membersare added to the group on the date in the
Frombox and removed from membership on the date in thé o box.

7. Click Next.

m Import Group Membership

[ Introduction

Select the data provider and specify settings for the provider.
[ Lifecyde )
§ Select Data source Provider
[ Data Provider
N Microsoft Text Driver {*.txt, *.csv) ~
Import Options
) Data source settings
Completion
File:

Browse...

Please provide credentials if file is not on the machine where GroupID is
installed.

Username: Password:

Help < Back Mext = Cancel

Figure 64: Data Provider page

On the Data Provider page, select and configure the data source that
contains the objectsfor import. Automate compares the data in the external
data source with the directory using a key field, and then adds matching
objects to the group membership.

8. From the SelectData Source Provider list, select one of the following
options:
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9 Microsoft Text Driver (*.txt, *.csv)

Use the Microsoft Text Driver (*.txt; *.csv) to connect to Comma
Separated Value (CSV) text files or Tab Separated Value (TSV) text files.
This provider supports atomatic schema detection if a header row is
included in the file.

a. Click Browseto select the requiredCSV or TSV file.

b. Inthe Username and Passwordboxes, provide a user name and
password to connect to the machine where the file is placed.
This is required only when the file is placed on a machine other than
the GrouplD machine.

1 ODBC Data Source

The ODBC provider can be used to connect to any ODBC compatible
data source. This can be any data source including databes
directories, or even files.

a. Click the ODBChutton to launch the WindowsODBC Data Source
Administrator dialog box to select the System DSN to use.

b. Inthe Table or viewbox, specify the rame of the table or view to
use.

c. Inthe Usernameand Passwordboxes, provide a user name and
password to access the directorgerver.

9 Sun ONE iPlanet Driver

Use the Sun ONE Directory Server (iPlanet) provider to connect to a Sun
ONE directory. Thigprovider does not support dynamic schema.

a. Inthe Serverbox, specifythe name or the IP address of the directory
server to connect to.

b. Inthe Port box, provide the port on which LDAP is running. If this
box is left blank, the default port (389)is used.

c. Inthe Containerbox, specify the path touse as a start location. Onf
objects that exist in the LDAP path specified and all sudzontainers
are consideredfor extracting matching records fromthe directory. If
this box is left empty, all objectsin the data sourceare checked for
matches in the connected identity store.

d. Inthe User DNbox, provide auser name to connect to the directory.
Leave this box blank to connect anonymously.

e. Inthe Passwordbox, provide a password fothe specified user name
(if required).
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 Lotus Notes

Use the Lotus Notegrovider to connect to aLotus Notes directory. This
provider does not support dynamic schema detection. A schema file is
included with the most commonly used fields. You may add fields to this
schema using theAdvance Connection Propertieslialog box.

The fields available for this data provider are the same as foun ONE
iPlanet Driver.

1 Microsoft SQL Driver
Use this driver to connect with Microsoft SQL Server database systems.

a. By default, GrouplID uses the SQL authentication mode to connect to
SQL Server. Select taWindows Authentication check box to enable
the Windows Authentication modeto connect to SQL Server.
GrouplD works with this mode in context of the account configured
in GroupIDAppPooll(dboth when SQL Server is available locally or
remotely.

Selecting this check boxdisables the Usernameand Password
boxes.

b. Inthe Serverbox, specify the name or IP address of SQL Server on
your network.

c. Inthe Databasebox, specify the name of the database you want to
access on SQL Server.

d. Inthe Table or viewbox, provide the name of the table or view in
the specified database that you want to connect to.

e. Inthe Usernameand Passwordboxes, provide the user name and
password required to access SQL Server.

1 Oracle
Use this driver to connect with Oracle database systems.

a. Inthe Serverbox, specify the name or IP address dhe Oracle
server on your network.

b. Inthe Databasebox, specifythe name of the database you want to
access on the Oracle server.

c. Inthe Table or viewbox, provide the name of the table or view in
the specified database that you want to connect to.

d. Inthe Usernameand Passwordboxes, provide the user name and
passwordrequired to access the Oracle server.
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9.

10.

11.

12.

13.

14.

15.

Click Next.
e%& Import Group Membership

Il Introduction Import Options

I Lifecyde

Il Data Provider Select the container and foreign key relationship (dick modify).

I Import Options

1 Completion Container:
|DC=jee,DC=\ocaI |
Source field: Directory field:
|User name v| |displayName v|

Help < Back Next > Cancel

Figure 65: Import Options page

On the Import Options page, select the source container and map the fields
for the data source and the directoryThe wizard matches the values of the
mapped fields to determinewlat obj ects t o i mport
membership.

The Containerbox displaysthe top-level container in the connectedidentity
store to locate members for import.

From the Sourcefield list, select the name of the field in the data source to
map to its equivalent directory field.

From the Directory field list, select the name of the directory field to map to
the selected source field.
The wizard imports memberships where values for both fields match.

Click Previewto view the values returned as a result of themappedfields.

dick Modify to launch the QueryDesigner dialog boxfor specifying
advanced queries.

Click Next.

98

© 2022 Imanami | Now Part of Netwrix

(0]

t



Chapter 7 - Group Memberships

QLB Import Group Membership

] )
Introduction Completing the Imp Group Memb hip
U Lifecyde wizard
I Data Provider GroupID has finished resolving the redipients. Any errors
) encountered are listed in the log file below. Click Save As to
I Import Options save the log file.

I Completion
Membership Type: Permanent
From:

To:

Connection String: Driver={Microsoft Text Driver {*,txt;
*.csv)};DBQ=C:\Users\Administrator \Desktop

Statement: SELECT [User name] FROM [Mew Text
Document, txt]

Object Types: Users, Contacts, Groups

Search Containers: DC=jee,DC=local

Search Criteria: displayMame iz exactly "Database. [User name]”

Click Finish to import the membership.

Save As...

Help < Back Cancel

Figure 66: Completion page

16. This page displaysa summaryof the settings specified on the previous
pages.It also displays alog of the errors encourtered during the object
matching process, if any.

Click Save Ado save the log details to a file.

17. Click Finishto import members to the group.

Change ° | d | a mhemParship type

Membership type indicates whether arobject is a temporary or permanent member
of a group. The MembershipLife Cycle job updates the temporary membership of
groups. It adds and removes temporary members from groupembership on the
specified dates.

Consider a scenario where the Membership Life Cycle job is scheduled to run once a
week, say Mondays. If an object is to be added to group membership for three days

- Wednesday till Friday, it will notbe added. This happend®ecause the Membership
Life Cycle job did not run on the particular days for temporary membership update.

The Membership Life Cycle jobmust be scheduled to run at a frequency that meets
your temporary membershiprequirements.
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To change membership type:

1. In GrouplD Management Console gtect Automate > [required group node]

2. Inthe groups list, right-click the required group and selectProperties

3. Onthe Memberstab (Figure 37), ®lect a memberand dick Change
Membershipto change its membership type.

Membership Type:

Perpetual

Beginning:

Thursday .

Ending:
Thursday

& Membership Type [Administrator] d

May

May

11, 2017

11,207

Cancel

Figure 67: Membership Type dialog box

4. Selectan option from the MembershipTypelist to specify the member's

membership type

Membership Description

Type

Perpetual To make theobject a permanent member of tle
group.

Temporary To make the object a temporary member of the group

Member for the period you specify in theBeginning and
Endingboxes. At the end of the period, the object is
removed from the group membership.

Addition Indicates that the object will be a temporary memter

Pending of the group for a period in the future. Use the

Beginning and Ending boxes to set a period. Before
the beginning date, theo b j eneemlgfship type is
di splayed as } @nhebaginnhg P
date, the membership typechangest o § T e mp «
Member d.

Example:

You addSmith asa temporary memberto Group Aon
May 15, 2019 for future dates, May 2680, 2019.
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Removal
Pending

Temporary
Removed

Smi th wildl be di spl ayed
JAddition Pendingd as i ts mefrab Klays
15to 19, 2019. However, Smithwould not be added
to group membership in the provider.

On May 20, Smith will becomea temporary member
of Group A and itsmembership type will change to

| Temp Me mb ¢ r gMay 20 t 80, 2019. Smith
will also be added to group membership in the
provider.

After May 30, Smith will be removed from Group A as
a member in GroupID and in the provider.

Indicates that the object will be temporarily removed
from group membershipfor a period in the future.
Use theBeginning and Ending boxes to set a period.
Before the beginning date, theo b j enteinlgkiship
type is displayedOratbe } Re
beginning date, the membershiptype will change to

} Temp®eampbyedd.

Example:

Youremove Smith from Group A on May 15, 2019 for
future dates, May 2030, 2019.

Smith wildl be displayed
JRemovalPendi ngd as me miMayds h
to 19, 2019.

On May 20, Smitlf siembership typein GroupID will
change t o Remavadjjastingtii May 30,
2019. However,Smith will be removed from Group
Ads membership in the pr

After May 30, Smith will be added back to Group A as
a permanent membe in GroupID and in the provider.

Indicates that the objectis temporarily removedfrom
group membership for the periodspecifiedin the
Beginning and Ending boxes. At the end of the period,
the object is added back to the group membership as
a permanent member.

Table 5: Membership Type

5. Click OKto close the MembershipType dialog box.

6. Click OKto close group properties.
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View a member's properties

In GrouplD Management Console géect Automate > [required group node]
In the groups list, right-click the required group and selectProperties.

dick the Memberstab (Figure 37).

A owoNpoE

In the Membersarea,double-click a member to viewor modify its
properties.

T I'f the member i s a thelseeProgertiesdialgqgc ont act d
box is displayed, where you can view te member's name, address,
contact number, organization the groups the user is a member of, and
more.

T I'f the member ite GaupPropertiesidildg boxbs) e c t
displayed SeeChapter 5- Group Propertieson page47.

Nesting fundamentals

Adding a group as a member of another group is calledesting. The nesting option
depends on the domain functionality mode (native or mixed) of your Windows
server and the group type.

9 For distribution groups,nesting is supported in lbth mixed mode and native
mode.

9 For security groups, nesting is supported only for domains runninip native
mode.

Before nesting groups, be aware that depending on the scope of the group, the
group can contain only specific tygs and scopes of other groups.

The following list describes what a group in nativemode domain can contain. The
same applies to distribution groups in mixedmode domains:

9 A universal group can contain other universal groups, global groups and
accounts from ary domain in any forest. A universal group cannotantain
any domain local groups.

1 A global group can contain other global groups and accounts from the same
domain that the group belongs to. A global group cannot contain any
universal groups, or any globabroup or account from another domain.

1 A domain local group can contain universal groups, global groups and
accounts from any domain or forest. A domain local group can also contain
other domain local groups from the same domain that the group belongs to.
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A domain local group cannot contain other domain local groupsrbm any
other domain or forest.

Security groups in a mixedmode domain have the following restrictions:

1 Universal groups cannot be created in mixednode domains because the
universal scope is spported only in Windows 2000 nativemode domains.

1 A global group can contain accounts from the same domain to which the
group belongs. A global group cannot contain any universal groups, any
global group, oran account from another domain.

1 A domain local goup can contain global groups and accounts from any
domain or forest. A domain local group cannot contain any other domain
local group.
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If your GrouplD Management Console isonnected to an Active Directorybased
identity store with Microsoft Exchangeconfigured as the messaging provideryou
will find three additional tabs on the Group Properties dialog box for maienabled

groups.

1 Exchange General tabRigure 41)

1 Exchange Advanced tabRigure 43)

1 Email Addresses tabRigure 42)

Use these tabs to managdxchangespecific settingsfor a mail-enabled group
such as:

1 Apply sizelimit to incoming, explains how you can specify a size limit that
applies to each emailsent to the group.

9 Restrictrecipients for sending emails to a group, explains how you can
restrict the group to accept messages frontcertain recipients.

1 Specify the Exchange alias for a group

1 Setasimple display name for a group

1 Selectexpansion server provides instructions on selecting the Expansion
Server for a group.

9 Hide a groupin Exchange address listsdescribes how you can prevent a
group from appearing in Exchange address lists.

1 Hide membershipfrom address bookexplains the process of hiding group
membersfrom the Outlook address book.

1 Setgroup to send jout-of-officegmessagesexplains how you can configure
out-of-office auto-replies.

91 Authenticate users who send email toa group.

1 Setrecipient for non-delivery reports, instructs you about setting the
recipient to whom the delivery failure report will be sent when a message is
not delivered to the group.

1 Assignvaluesto custom attributes of a group, explains how you can utilze

custom attribute fields to save additional information about the group.
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Appl y size limit to incoming messages

The default Exchangesettings apply no restriction on thesize ofincoming
messagesa mail-enabled groupcan receive You canspecify alimit that applies to
each incoming message.

1.

2
3.
4

In GroupIlD Management Console gdect Automate > [required group node]
In the groups list, right-click the required group and selectProperties.

Click the ExchangeGeneral tab (Figure 41).

. With respect to incoming messages, you can:

A Set a message size limit
In the Message sizearea, selectMaximum (KB)and specify the
maximum allowable size (in kilobytes) for incoming messages.
Any message exceeding thiss bounced back to the sender.

A Set no size limit
Select the No limit option for the Message Sizesetting.
This indicates that there is no limit on the size of the incoming message.

Click Apply and then OK

Restrict recipients for sending emails to a group

By default, a mailboxenabled group can accepemails from everyone in an
Exchange organization. You can apply restrictions so that the group can accept
emails from a specific list of users and groups (mat#kenabled only); or you can allow
the group to acceptemails from everyone excepta specific list of users and groups.

A scenario can be asollows:

If you want the group to receive emails from all except one member (Member A) of
a group (Group A), add Group A to ¢hAcceptmessagetist and then add Member A
to the Rejet messagedist.

Allow group to receive  emails from everyone

1.
2.

In GroupIlD Management Console gdect Automate > [required group node]

In the groups list, right-click the required group andselect Properties.

3. On the ExchangeGeneraltab (Figure 41), locate the MessageRestrictions

area.
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4. SelectNonein the Apply a quick filter list and make sure thatFrom everyone
is selected as theAcceptmessagessetting.

5. Click Apply and then OK

Allo w emails only from group owners or members, or both

1. In GrouplD Management Console gtect Automate > [required group node]
2. Inthe groups list, right-click the required group andselect Properties.

3. Onthe ExchangeGeneraltab (Figure 41), locate the MessageRestrictions
area.

4. From the Apply a quick filter list, select one of the following:

A Owner only (best)3 the group can receiveemails only from the primary
owner, additional owner(s), and Exchange additional owner(s).

A Owner +Members (good)s- the group can receiveemails from the
primary owner, additional owner(s) Exchange additional owner(s)and
all group members.

You can view this group's members on thélemberstab (Figure 37) and the
gr ou pdyang addittomal owners on theManagedBy tab (Figure 39).

5. Whenyou select an option from theApply a quick filter list, the respective
users and groupsare displayed in the Acceptmessagesareaaccordingly.
The group can receiveemails from these objects only. You can addor
remove users and groups (maienabled only)from the list using the Add
and Remove buttons.

Meszage Restrictions

Apply 3 quick filter | Cwner + Members (good) ~

Accept messages: () From everyone (@) Only from

Mame Active Directory Folder Add

&3 TW Sma... OU=Domain Cortrollers,DC...
&b Administr. .. CN=Users, DC=syper DC=ab

Remove

Figure 68: Accept Messages area

6. Click Apply and then OK
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Allow emails from specific users or groups

=

Reject emails

6.

In GroupID Management Console gdect Automate > [required group node]
In the groups list, right-click the required group andselect Properties.

Onthe ExchangeGeneraltab (Figure 41), locate the MessageRestrictions
area.

For the Acceptmessagessetting, select Only from.

To specify theusers and groups (matkenabled only)this group can receive
emails from, click Add.

The Find dialog box (Figure 46) is displayed where you can search and
select the requiredusers and groups

The selectedusers and groupsare displayed in theAcceptmessagesarea, as
shown in Figure 68.

Click Apply and then OK

from specific users or groups

In GroupID Management Consoleselect Automate > [required group node]
In the groups list, right-click the required group andselect Properties

Onthe ExchangeGeneraltab (Figure 41), locate the MessageRestrictions
area.

For the Rejectmessagessetting, select Only from.

To specify theusers and groups (matkenabled only) this group cannot
receive emails from, click Add.

The Find dialog box (Figure 46) is displayed where you can search and
select the requiredusers and groups

The selectedobjects are displayed in theRejectmessagesarea, as show
below:

Reject messages: () Fomnoone (@) Only from

Mame Active Directory Folder

&b Farah W... OlU=Engineerng,OU=Empl...

Remove

Figure 69: Reject Messages area

Click Apply and then OK
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Specify the Exchange alias for a group

You can change the aks for a mailenabled group.

With Microsoft Exchange as the messaging provider, the alias length is limited to
64 characters and it must be unique in the forest. The alias shoulalso not contain
characters that are considered invalid by Exchange.

The following table lists the valid characters for aliases for Microsoft Exchange
Servers supported by GrouplD:

Messaging System Valid Characters
Exchange Server 1 Uppercase letters (AZ)
2010/2013/2016/2019 1 Lowercase letters (az)

1 Numeric digits (0-9)

1 Special characters (#, $, %, &, ', *, +,/, =,

2, ., { |, }or~). You can use one or
more periods in an alias, but each one
should be preceded and followed by at
least one of the other characters.

Table 6: Valid characters for Exchange alias

To change thealias:
1. In GrouplD Management Console géect Automate > [required group node]

2. Inthe groups list, right-click the required group andselect Properties.

3. On the ExchangeGeneraltab (Figure 41), the Alias box displays the current
alias for the group. Modify it as required.

4. Click Apply and then OK

Set a simple display name for a group

The simple display hame of anail-enabled group is used by systems that cannot
interpret all characters in a normal display name.

1. In GrouplD Management Console géect Automate > [required group node]
2. Inthe groups list, right-click the required group andselect Properties.

3. dick the ExchangeAdvancedtab (Figure 43).
4

In the Simple display namebox, specify a simple display name for this
group.
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5. Click Apply and then OK

Select expansion server

An expansion server isan ExchangeServer responsible for expanding the
membership list of a distribution group, resolving the names of all recipients in that
group and determining the most efficiert path for routing the message.

By default, the Exchange Server specified as the messaging pider for the
connected identity store acts as the expansion server. However, you can specify a
different expansion serverfor the group.

1. In GroupID Management Console géect Automate > [required group node].
2. Inthe groups list, right-click the required group and select Properties.

3. On the ExchangeAdvancedtab (Figure 43), dick the Browsebutton next to
the Expansionserverbox to select an expansion server.

Select x

Look Entire Directory ~

Name
[#5YPEREX

Name:

Canl

Figure 70: Select dialog box

4. Select the Exchange server to use to expanthis distribution group.

To revertto the default setting (that is, any server inthe organization), click
Browseand then click OKwithout selecting a serve.

5. Click Apply and then OK

Hide a group in Exchange address lists

You can prevent a mailenabled group from appearingn the Gobal AddressList
(GAL) and other address lists that are defineidh your Exchange organization.

Even when you apply thissetting, users in your Exchange organization can still
send messages to the group by wusing t
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1.
2.

In GroupID Management Console géect Automate > [required group node]
In the groups list, right-click the required group andselect Properties.

On the ExchangeAdvancedtab (Figure 43), slect the Hide group from
Exchangeaddress listcheck box if you do not want the group to appear in
Exchange address lists.

Click Apply and then OK

Hide membership from address book

You canhide the members of amail-enabled groupfrom the Outlook address book.

=

In GroupIlD Management Console gdect Automate > [required group node]
In the groups list, right-click the required group andselect Properties.

On the ExchangeAdvancedtab (Figure 43), slect the Hide membership
from address bookcheck boxif you do not want group members tobe
displayedin the Outlook address book.

Click Apply and then OK

Set group to send ®ut-of-offic eEmessages

You can set a maHenabled group(Group A)o send out-of-office auto-replies to the
message originator(sender) whenthe group (Group A) receives a messagad one
or more group members haveout-of-office status.

1.

2
3.
4

5.

In GrouplD Management Consoleslect Automate > [required group node]
In the groups list, right-click the required group andselect Properties
dick the ExchangeAdvancedtab (Figure 43).

Select the Set out-of-office messages to originatorcheck box to send out
of-office messages to the originator (sender) if any of the group members
hasthe required settings in place.

dick Apply.

NOTE Visit this link to configure out-of-office messages for Microsoft Exchange 2010
using ExchangeManagement Console.
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Authenticate users who send emailto a group

In GrouplD Management Console géect Automate > [required group node]
In the groups list, right-click the required group andselect Properties.

Qick the ExchangeAdvancedtab (Figure 43).

A owoNpoE

Select the Require authenticationto send mail check box to block incoming
emails from users that cannot be authenticated on the domain wére the
group exists.

5. Click Apply and then OK

Set recipient for non-delivery reports (NDR)

If a message sent to a group is not delivered, nobody is informed about the delivery
failure, by default. You can change this setting to notify either the group owner or
the message originator(sender)about the delivery failure by sendinga non-delivery
report.

1. In GrouplD Management Console gtect Automate > [required group node]
2. Inthe groups list, right-click the required group andselect Properties.
3. dick the ExchangeAdvancedtab (Figure 43).

4. In the Delivery Reportsarea, select whether to notify the group owner or
the message originatorwhen a message sent to this group is not delivered
to group members.You can alsochoose notto notify anyone.

1 Send delivery reports to group owner The non-delivery reportis sent
to the group owner to inform him or her that a message sent to the
group was not delivered to group members.

1 Send delivery reports to message originator The non-delivery report is
sent to the senderto inform him or her that the message was bt
delivered to the target group.

1 Do not send delivery reportss- Non-delivery reports arenot sent to
anyone.

5. Click Apply and then OK

Non-delivery reports are sentif an SMTP srver is configured for the identity
store.

TE
NOTE
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Assign values to custom attributes of a group

Exchange provides 15 custom attribute fields that you can use to add additional
information about a mail-enabled group. For example, you can use custom
attributes to save health insurance data of theg r o uranmager.

1.
2.

© N o O

In GroupIlD Management Console gdect Automate > [required group node]
In the groups list, right-click the required group andselect Properties.

On the ExchangeAdvancedtab (Figure 43), dick Custom Attibutes; the
Exchange Custom Attributeslialog box is displayed, showing the list of all
custom attributes.

Exchange Custom Attributes X

Select an attibute and then click Edit.

Atribute Value 2

extensionfttribute 1
extensionfttrbute2
extensionfitrbute3
extensionAttributed
extensionfitributes
extensionfitribute
extensionfttribute 7
extensionfitributed
extensionfitributed
extensionfttibute 10 v

Edit...

Cancel Help

Figure 71: Exchange Custom Attributes dialog box

Selectan attribute and click Edit.

Set value for extensionAttribute? X

extensionAtribute 8

Figure 72: Set value dialog box

Type a value for the custom attributeand click OK
Repeat steps 5 and 6to specify a value for another custom attribute.
Click OKto close the Exchange Custom Attributeglialog box.

Click Apply and then OK on the group properties dialog box
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A Dynasty is a Smart Group that creates and manages oti@mart Groups using
information in the directory. Dynasties helpyou manage large distribution lists by
creating hierarchical group structures that represent your organization. The Smart
Groups thatthe Dynasty creates are called child groups and become members of
their respective parent Dynasty.

A Dynasty retrieves data from the directory on the sampattern as a Smart Group
does, but it has its own mechanism of dividing the query results into chilgyroups.

The group -by field determines child groups

When you create a Dynasty, you specify a query and a field, referred to as tjeup
by field. The group-by field is used to divide the query results into groups.

Forexample,i f you set } de p abyfielthahertegch digincttvédue gr oup
for the | depart ménistgncd, $aked, Marketmg, ané Humann e d ,
Resources. Thus, a Dynasty with the grodipy field set to Jdepartmentgcreates child

groups for each dstinct value: Sales, Marketing, and Human Resources.

Built -in updates

Automate keeps the Dynasty active in two ways:

1 By adding new childgroupsas new values are returnedor the group-by
field.

1 Byremoving existing child groups as previous valuesof the group-by field
no longer existin the directory.

Thus, as new values of thaedepartmentdfield appear, new groups are created, and
as old values disappear, the corresponding child groups are deleted.

The same process occurs with the membership of each cigroup. When a wuser d
department changes from Sales to Marketing, for example, the user is removed
from the Sales child group and added to the Marketing child group.
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The child -parent relationship

Dynasty children inherit their parent's characteristics angbroperties, such as group
type, group security, expiy policy, owner, delivery restrictions, message size
restrictions and more. Inheritance saves administrators incalculable time through
the systematic application of predefined properties to new groups.

You can modify the values of all inherited attributes for a child, except the expiry
policy. Child Dynasties always inherithe expiry policy from the parent Dynasty and
it can only be modified atthe parent level.

Dependng on the inheritance option selectedfor the parent Dynasty on the
Dynasty Options dialog box (Figure 86) the modified values of inherited attributes
may or may not persist.

Multi -level Dynasties

Automate can create multilevel Dynasties. For example, you can create en
Dynasty that groups first by ountry, then state, and thencity. When updated, the
Dynasty creates a group for every country, then it creates a group for everiate in

a country, and finally it creates a group for each city within each state. Thus, each
userin the organization belongs to a country group, a state group, and a city group,
and because the groups are updated through their muHievel structure, youdo not
need to worry that they will go out-of-date.

Creat e a Dynasty

Automate provides thefollowing templates for creating Dynasties:

9 Organizational
To create aSmart Goup for every distinct company, then for each
department within a company, and finally for each title ina department.

1 Geographical
To create aSmart Goup for every distinct country, then for each state
within a country, and finally for each city within a state.

1 Managerial
To either create separateSmart Goups for the direct reports of each
manageror add all direct reports of the top manager and sulevel
managers toa single group.

f Custom
To begin with a blank Dynastyand select your own groupby attributes.
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These templates provide predefined group-by attributes for creating Dynasty
levels. You camalso define custom groupby attributes to expand the Dynasty levels
to suit your organizational model. You can also combine an external data source
with the templates to provide extended criteria for determining group membership.

NOTE Settings related to Dynasty membership are configured at the identity store level.
SeeMembershipsettings on page 89 and Dynasty ttings on page 138.

wte Do not move a Dynasty from one domain to another. Child Dynastiegould get
S
orphanedand subsequently deleted

/s You cannot create maHenabled Dynasties of the Office 365 group tye in a
Microsoft Azure based identity store, since an Office 365 group cannot have groups
as its members. Onlynon mail-enabled Dynasties of the security groupype are
supported.

Naming conventions for child Dynasties

Dynasty names help you group a parent Dynasty with its respective child Dynasties.

1 For an organizational/geographical/custom Dynasty:
The name of a child Dynasty starts with the name of its parenDynasty
(unless you change the naming template for Dynasty children).

1 For a managerial Dynasty:
By default, the naming template for its child Dynasties starts witH'Direct
reports of <manager>".

To modify the display name template for child Dynasties, se®odify alias and
display namestructure on page 136.

NOTE In the Dynasty creation/update process, a chilynasty will not be createdif it
bears the same name as that of an existing object in the directory. For erele,
when you create a custom Dynastytest1, on only one attribute, SamAccountName,
itds child Dynast i esRobergiedtldohm andsoaamed as t est
However, if testl-Robert already exists as a user objecGrouplDwill skip the testl-
Robert child Dynasty and continue to create theest of the Dynasty.

Create a Organization/Geographical/Custom Dynasty

1. In GrouplD Management Console, seleé&utomate > right-click All Groups>
New > Dynasty.

The New Dynastywizard opens to theWelcomepage.
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4.

‘k New Dynasty
e Welcome to the New Dynasty wizard
! Group Options
| Dynasty Template This wizard helps you to create a New Dynasty. A Dynasty is a group that
creates other Dynasties or SmartGroups based on the attributes you spedfy.
e G

Figure 73: Welcome page

Read the welcome message andick Next.

The GroupOptions page is similar to the GroupOptions page for a static
group (Figure 25).

For an Azure based identity store, th&roupOptions page is as shown in
Error! Reference source not foundFor a Dynasty, however, th€reate O
ffice 365 Groupcheck box is not available because an Office 365 group
cannot have groups as its members.

Follow the instructions under the figures to specify group options for the
Dynasty and clickNext.

Automate provides several Dynasty templateto help kick-start the Dynasty.
On the Dynasty Templates page, selecta template for the Dynasty.
Regardless of the template you select, you will still be able to modify the

Dynastystructuret o best suit your organizationds
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“ New Dynasty
£ Introduction Dynasty Templates
Il Group Options
I Dynasty Template Dynasty templates provide an easy way to get started with Dynasties.
Select a dynasty template. You will be able to further customize your selection
on the next page.
Dynasty Templates:
Organizati - Create a group for each company, department and title
(O] tional for each dej d tith
() Geographical - Create a group for each country, state, and dty
(O Managerial - Create a group for direct reports of each manager
istom - Select your own group by values
O cu Sel by valu
Help < Back Next > Cancel

Figure 74: Dynasty Templates page

5. Select the Organizational, Geographica) or Customtemplate to create the
Dynasty.

1 SelectOrganizationalto create a group for every distinct company, then
for each department within a company, and finally for each title in a
department.

/A In a Microsoft Azurebased identity store, anorganizational
Dynasty create a group for every distinct company location,
then for each department within a company location, and finally
for each job title in a department.

1 SelectGeographicalto create a group for every distinct country, then for
each state within a country, and finally for each city within a state.

1 SelectCuwstom to begin with a blank group and select your own group
by attributes.

6. dick Next.
The Dynasty Options page is displayed:
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.L New Dynasty
El' Introduction Dynasty Options
I Group Options
7 Dynasty Template Dynasties create a SmartGroup for each distinct value of the Group By attribute.
! Dynasty Options
B QueryOptions Click Add to add a group by attribute.
I Owners Group By attributes:
I Update Options Group by Add...
! completion company Edit...
department
title f Remove
Edit Script
= = ==

Figure 75: Dynasty Options page

Dynasties create Smart Groups for each distinct value elch Group By
attribute. Depending on the Dynasty template selected, th GroupBy
attributes areadisplaysthe list of default group-by attributes for the
template; however, you can add and removattributes. For the Custom
template, no attribute is displayed.

For example, if you specify the Country, State, and Cigttributes, Automate
creates a group for every distinct country value, then for each state within a
country, and finally for each city ina state.

1 Click Addto specifya group-by attribute.
9 Click Edit to edit the selected group-by attribute options.
1 Click Removeto remove the selected groupby attribute.

7. To add more groupby attributes to those displayedin the Group By
attributes list, click Add.

GroupBy settings X

Group items by: -

Child cortainer: | |CN=Users DC=syper.DC=lab |

Fitter: || |

Separator: |- |

Help Cancel

Figure 76: Group-by Settings dialog box
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a.

In the Groupitems by list, type or select the field (attribute) to use for
expanding the Dynasty Automate creates a child group for eaclunique
value of this field.

The Child container box displays the container where new child groups
will be created. If this setting is blank, the container in which the parent
Dynasty resides is used for creating child groups.

To change the container click the Child container button and select a
new container.

You canselect additional group-by filters for greater control over the
values used to create children.

Click Filter; the Select a filter dialog box is displayed:

Select a filter >

Fitter
®) Mone

O Left
O Right
(_) Regular Expression

AR |4

Help Cancel
Figure 77: Select a filter dialog box

The GroupBY filter is used to strip out values from Dynasties by
allowing you to collapse several values into one.

An example is populating the Office field with the building/office
number, thusconveniently storing two items of related data in the same
field. Now, suppose you need a distribution list for each building. If the
building name was in its own field (custom attribute 1), you could create
a Dynasty that groups by the custom attribute field and Automate
would then create a group for each building value.

Attribute value:
Custom Attribute 1 = MacArthur Plaza

Sample groups created by Automate Dynasty:
Everyone in MacArthur Plaza

However, if you were to create a Dynasty that groups by theféice field
(which contains both the building name and office number), Automate
will create a group for each distinct building/office value. This strategy
gives you a group for every office number, rather than for each building.
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Attribute value:
Office = MacArthur Plaza/1256C

Sample groups created by Automate Dynasty:
Everyone in MacArthur Plaza/1256C

The GroupBY filter solves this problem byallowing you to filter out
unwanted permutations of values.

On the Select a filter dialog box (Figure 77), slect one of the following
filters and click OK

1 Nones Do not apply any filter. Simply ¢eate a group for each
distinct value of the attribute selected in the Groupitems by list. For
example, distinct values forthe} d e p a r ditnb@enmigliit be
EngineeringMarketing and Finance

1 Left 3 Select a portion of the group-by attribute starting from the
left for the number of characters specifiedin the Left box, and
create a group for each distinct value of the portion of the attribute
selected.

1 Right 3 Select a portion of the group-by attribute, starting from the
right for the number of characters specified in theRight box, and
create a group fa each distinct value of the potion of the attribute
selected.

1 Regular Expression A group is created for each distinct value as e
the given regular expression.

d. Each groupby level can have a separatorin the Separatorbox, enter a
separatorcharacterto use in both the display name and aliaf child
groupsto separate the groupby values.

e. Click OKto close the Groupby Settingsdialog box.

8. The Edit Script button is disabled on the Dynasty Options page §igure 75),
SO you cannot write a script to customize the behavior of the options on this
page. After theDynasty is created, use the&rouplDtab (Figure 44) in group
properties to accesghe Dynasty Options dialog box (Figure 84), whereyou
can write a script.

NOTE This scripting feature is only available for parentDynasties. Child
Dynasties inherit the script

9. Click Next.
The QueryOptions page is displayed.
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.k New Dynasty
-
S Query Options
I Group Options
Il Dynasty Template The query determines who should be a member of the group.
I Dynasty Options
Il Query Options Click Modify... to open the Query Designer,
I Owners Query:
I Update Options SearchContainers:
— DC=adatum,DC=local (SubTree)
£l Completion ObjectTypes:
ExchangeUsers
ExternalUsers
ExternalConthcts
Modify...
Help < Back Cancel

Figure 78: Query Options page

This pagedisplaysthe default query that Automate will use to determine

the Dynasty membership. The default query returns all users with Exchange
mailboxes, along with users and contacts with external email addresses,
which are then grouped by the specifiedgroup-by attributes. You can

modify this query to limit the number of results, if required.

/s For a Dynasty in an Azure based identity store, the default query
returns all usersand groups.

Is Dynasties in an Azure based identity store use a device structured
guery languagewhile those in an Active Directory based identity
store use LDAP queries to retrieve group membership.

You can combine an external data source with the grouby attributes to
add an extra filter, so that the query filters objects matching the values of
the data source while determining the membership of child groupskor
example, if you want to create an organizational Dynasty for all employees
whose first names and last names are present in an external data source,
you can select that data source and map key field with a directory field.
When Dynasty membership is updated, it wilfilter only those users from
the directory whose first names and last nenes match with the data source.

Use the Advancedtab (Figure 98) of the QueryDesignerdialog box to select
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10.

11.
12.

13.

14.

the data source and configure the connection settings.

To modify the query, clickModify; this launches the Query Designerdialog
box (Figure 88), whereyou can edit the query.

You can import or export a query from withinthe Query Designerdialog box
using the File > Import Queryor File > Export Querycommandon the main
menu.

Click Next.

The Ownerspage is similar to the Ownerspage for a static group Figure
26). Follow the instructions under the figure to assign primary and
additional owners to the Dynasty and clickNext.

wote Additional owners are only set for the parent and are not inherited
by child Dynasties during update.

The Update Optionspage is similar to the Update Options page for a Smart
Group Figure 34). Follow the instructions under the figure to speify when
you want to update the membership of the Dpasty and clickNext.

The Completion page is similar to the Completion page for a SmartGroup
(Figure 35). Follow the instructions under the figure to create the Dynasty.

Create a Managerial Dynasty

To create aDynastyusing the Managerial template follow the instructions
under Create a Organization/Geographical/Custonon page 115, until you
reach the Dynasty Templatespage Figure 74) of the wizard.

Select the Managerial option to create a managerial Bynasty.

dick Next.
The Dynasty Options page is displayed:
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“ New Dynasty
£ Introduction Dynasty Options
1 Group Options
! Dynasty Template Dynasties create a SmartGroup for each distinct value of the Group By attribute.
Il Dynasty Options
I Query Options Click the following button to select the top manager.
I Owners I Top Manager I |
7 Update Options Choose Dynasty Type
B Completion (®) Managerial list

(O Flat managerial list

(O Recursive fiat managerial list

[7] indude manager as member

[[] set manager as owner

[] Exdude nested lists of direct reports

Create Group Container

O Create groups in same container as manager

(® Create groups in this container:

[ou =IT,DC=cheoti,DC=com \ Browse...

Attributes
Help < Back Next > Cancel

Figure 79: Dynasty Options page for Managerial Dynasty

Click the Top Managerbutton; the Find dialog box (Figure 46) is displayed,
where you can search andelect the top-level manager, and thus, the
starting point for the Dynasty.

Select an option buttonfor ChooseDynasty Type to specify the type of
managerial Dynasty you want to create.

1 Managerial List

Construct a managerial Dynasty structure by first creating a Smart Group

containing all direct reports of the top-level manager as members, then
creating separate Smart Groups for the direct reports (with their
respective direct reports as members). This Dgsty structure continues
till a Smart Group is created for all managers and suimanagers with
their respective direct reports as members.

Example:

Take the following data set:
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()
00,60

Figure 80: Data Set for Managerial Dynasty

Paul is the top manager with three direct reports: Sam, Eric and Don.
Sam has two direct reports, Peter and Sean.
Eric has no direct report.

Don has three direct reports: Ashley, Jason and Tanya.

=A =/ =/ =4 =4

Jason has a direct report, April.
Automate would create aDynasty with the following child groups:

9 Direct reports of Paul
Members:Sam, Eric, Don

9 Direct reports of Sam
Members: Peter, Sean

9 Direct reports of Don
Members:Ashley, Jason, Tanya

9 Direct reports of Jason
Members:April

Flat managerial list

A flat managerial list is one in which all direct reports of the top
manager and sublevel managers are added as members of a single
group; no separate groups are created for differenevels of managers.

With the data setshown in Figure 80, a flat managerial list would
consist of one Smart Group foPaul, with all users as members

On selecting thisoption button, some optionson this page get disabled
since they do not apply to a flat managerial list.
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1 Recursive flat managerial list

Use a recursive flat managerial list to create a Smart Group for each

manager and submanager.For members, each group would contain the
respecti ve man agtleedickd regbitsrofethode direg por t s,
reports, thus continuing till the nth level.

With the data set shown inFigure 80, the following child groups will be
created:

9 Direct reports of Paul
Members: Sam, Eric, Don, Peter, Sean, Ashley, Jason, Tanya, April

9 Direct reports of Sam
Members: Peter, Sean

9 Direct reports of Don
Members:Ashley, Jason, Tanya, April

9 Direct reports of Jason
Members:April

On the QueryOptions page (Figure 82), you can also specify a criterion
to filter the managers for whom you want to create child groups in the
Dynasty.

6. Select theInclude manageras membercheck box to include the manager as
a member of their groups along with their direct reports. With this check
box selected, the manager receives a copy of any email seto the direct
reports group.

By default, this check box is not selected, indicating that tke manager of
each level of direct reports is not included in ther respective group.

7. Select the Se Manager as ownercheck boxto set the top manager as the
primary owner of the parent Dynasty.

On the Ownerspage of the wizard the top manager would bedisplayedas
the primary owner. If you change it,the new recipient would be the owner,
evenwith the Set manager asowner check box selected.

In case the Dynasty is not a flat managerial Dynasty, the manager of each
child Dynasty will be set as its respective owner.

8. Forahierarchical managerial Dynasty, ly default, the Dynasty structure
addsasub-l e v e | managerds Smart Groups in the
l evel manager ds S mexclude nmésted lisgs sfdirecke |l ect t he
reports check box to excludethem from the membership.

9. Specify a container for creating child groups. Options are:
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1 Creategroups in same container as manageto create groups in the
same container wherethe top-level manager resides.

1 Create groups in this containerto specify a container or organizational
unit for the child groups to be created in.

10. You can create a managerial Dynastyased on any attribute.

Click the Attributes button to set a custom attribute, such as the
XAdditonalManagerattribute, to create amanagerial lineagein the context

of this attribute.

Dynasty Attributes

Managerial Attributes

manager

0K

Add...
Edit...

Remove

Cancel

Figure 81: Dynasty Attributes dialog box

By defaul t,

anddirectrepors, t o

A To add another attribute, clickAdd and select the required attribute.
A To remove an attribute, select it and clickRemove

A To replace an attribute, select it and clickEdit. Select another attribute
as a replacement and clickOK

Some examples of a managerial Dynasty with a different set @ttributes

are given below:

Specify the

t he

} Managerd
lineage. This attribute involves the collaboration of two attributes:manager

create Dynastyds

] Xadditional Managerd

attribute to create a managerial lineage

(Here 1 Managerd

You select a top manager to create théynasty. The managerial hierarchy
for this manager in a provider (such as Active Directory) is as follows:

Top manager: Alan

Alan is the manager of John, Jane, and Josephine

S

John is the manager of Mark and Martin

pri mary
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Mark is the manager of Sophia and Martinsithe manager of Sarah
John is also the additional manager of Sophia and Sarah
When the Dynasty is updated:

A} Test Managerialld is the parent Dynast

Direct reports of John

> >

Direct reports of Mark

>\

Direct reports of Martin

>~

Direct reports of Sophia

(This child Dynasty will be a part of the Direct reports of John and
Direct reports of Mark, since John is the additional manager and
Mark is the primary manager.)

A Direct reports of Sarah
(This child Dynasty will be a part of the Directreports of Martin.)

If no user is set as additional manager, no child Dynasty will be created with
the additional manager attribute.

Specify a single attribute, J} Xadditional
lineage

Suppose the managerial hierarchy for thedp manager in a provider (such
as Active Directory) is as follows:

Top manager: Alan

Alan is the additional manager of John, Jane, and Josephine

John is the additional manager of Mark and Martin

Mark is the additional manager of Sophia and Martin is thadditional
manager of Sarah

When the Dynasty is updated:

A j Test Managerialld is the parent Dynast
A Direct reports of John
A Direct reports of Mark
A Direct reports of Martin

When Alan is not the additional manager of any user, thegrent Dynasty
would be created without any child Dynasties.

Specify a custom attribute, Jcustomattri
lineage

Letds take employeel D as the custom attr
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Top manager: Alan with Employeeld 1

John (EmpID: 2CA: 1); Jane (EmpID: 3, CA: 1); Josephine (EmpID: 4, CA: 1)
Mark (EmplID: 5, CA: 2); Martin (EmpID: 6, CA: 2)

Sophia (EmpID: 7, CA: 5); Sarah (EmpID: 8, CA: 6)

When the Dynasty is updated:

A Test Managerialld is the parent Dynast
A Direct reports of John (having Mark and Martin)
A Direct reports of Mark (having Sophia)
A Direct reports of Martin (having Sarah)

Specify multiple attributes3} Manager d, |} Xadditional Mana
] cust oma ttbcraate amamdgefial lineage

Direct reports for users created with respect to additional manager and
custom attribute 1 are added in their respectivemanagers and additional
managers according to the custom attribute 1 data.

11. Click Next.

12. The QueryOptions page (Figure 78) displays the default querythat
Automate will use to determine the Dynasty membership. The default query
returns all users with Exchange mailboxes, along wih users and contacts
with external email addresses, which are then groued as per the
managerial Dynasty structureYou can modify this query to limit the number
of results, if required.

I For a Dynasty in an Azure based identity store, the defautfuery
returns all usersand groups.

You can combine an external data source with thenanagerrelated

attributes to add an extra filter, so that the queryfilters objects matching

the values of the data sourcewhile determining the membership of child
groups. For example, if you want to create ananagerial Dynasty with all
managers whose names are present in an external data sourggu can
select that data source and maga keyfield with a directory field. When
Dynasty membership is updated, it will filteronly those managersfrom the
directory whose nanes match with the data source, and create a managerial
hierarchy.

Use the Advancedtab (Figure 98) of the QueryDesignerdialog box to select
the data source and configure the connection settings.

13. To modify the query, clickModify; this launches the Query Designerdialog
box (Figure 88), whereyou can edit the query.
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You can import or export a query from withinthe QueryDesignerdialog box
using the File > Import Queryor File > Export Querycommand on the main

menu.

14. If you have selected theRecursive flat managerial listoption on the Dynasty
Options page Figure 79), the Query of SubManager for Recursive Dynasty

area is displayed on theQuery Options page. It is as:

‘L New Dynasty
e Query Options
! Group Options
I Dynasty Template The query determines who should be a member of the group.
I Dynasty Options
I Query Options Click Modify... to open the Query Designer.
I Owners Quens
E update Options SearchContainers:
. ) DC=cheoti,DC=com (SubTree)
' completion ObjectTypes:
Users
Contacts
Groups|
Modify...
Query of Sub-Manger for Recursive Dynasty:
Modify...
e = =

Figure 82: Query Options page for Recursive Managerial Dynasty

For a recursive flat managerial Dynasty, by default, a child group is created

for each manager and sukmanager in the organization.

You can apply a filter to create child groups for specific managers and sub

managers.

a. Click Maodify in the Query of SubManager for Recursive Dynastarea;
the Query Designer for Manager Criteridialog box is displayed.

|2 Query Designer for Manager Criteria - stem

File  View

Find  Users. Contacts and Groups
DC-=cheoti, DC=com

General Identty Store  Advanced Include / Exclude  Smart Script
[-Jano J[or € ciear [TTree view | [ Pop out

accountExpres v

Ready

[m] X

Clear Al

Figure 83: Query Designer for Manager Criteria
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This dialog box inherits all settings from the QueryDesignerdialog box.
Only the Identity Store tab is different, where you can specify a criterion
for manager selection.

Select an attribute from the first list. For example, to search for
managers who reide in the US, select the countryCode attribute.

The Condition list is displayed when you select an attribute. From here,
select the condition that you want to apply to the selected attribute.
This condition works with the Attribute and Value fields to identify
search results. The available conditions & discussed inTable 12.

Specify a value for the attribute in the Value box. The query will return
results considering the specified criteria (attribug, condition, value).

The Value box is notavailable for non-comparison operators, such as
Presenbr Not PresentNon-comparison operators aly check whether
the value for the selected field exists and return either TRUE or FALSE.

When the value is a d&e, use the mm/dd/yyyy format.

You can add multiple criteria to your query and apply the following
operators:

Click this button after selecting two or more records to insert a logical
AND to the selected criteria.

To select a record, click the arrow icon next to it and clickSelect Row.

Click this button after selecting two or more records to insert a logical
OR to the selected criteria.

You can also do the following:

1 Click this button to clear the displayed crieria.
1 ' Displays a hierarchal view of the added criteria.
1 Displays the criteria in a new window.

After specifying a query, clickOK
The criterion is displayed in theQuery of SubManager for Recursive
Dynastyarea on the Query Options page (Figure 82).

15. Click Next.

16. The Ownerspage is displayed, which is similar to theOwnerspage for a
static group (Figure 26). Follow the instructions under the figure to assign
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primary and additional owners to the Dynasty and clickNext.

e If you selected theSet Manager as owneicheck box on the Dynasty
Options page Figure 79), the top managerwould be displayed as
the primary owner instead of the loggedin user.
In caseyou changethe owner, the new recipient would be the
Dynastyds pr i marSetManagerasoweeckeok i f t he
box is selected

Is For a Dynasty in an Azure based identity storayhen the Set
Manager as owneicheck box is selectedpoth the top manager and
the logged-in user would be set as primary ownerssince Azure
supports multiple primary owners for a group.

In either case, when an additional owner is promoted as the primary owner,
it is removed from the list of additional owners.

17. The Update Optionspage is displayed, which is similar to theUpdate
Options page for a Smart GroupKigure 34). Follow the instructions under
the figure to specify when you want to update the membership of the
Dynasty and clickNext.

18. The Completion page is displayed, which is similar to theCompletion page
for a Smart Group Figure 35). Follow the instructions under the figure to
create the Dynasty.

Dynasty options

Automate provides advanced optionshat you can use to enhance the Dynagt
structure and its membership. You can modify the groupy attributes for the
Dynasty, editthe template used to generate the alias and display names of child
groups,and control the attribute inheritance behavior.

e Advanced Dynasty options ar@available for Dynasties of the parent and middle
level, but not for the leaf level.

Manag e Group -by attributes for an
Organizational/Ge ographical/ Custom Dynasty

When you create a organizationd, geographical or customDynasty, you provide
group-by attributes that det eienmhendetermihehowDy nast y
guery results are grouped and the ordechild groups should be created in.
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For example, if you group results by thecountry, state, and city attributes in that
order, Automate creates a group for each value aountry, then state and finally
city that it finds in the query results.

You canview and changethese group-by attributes for parent and middle
Dynasties Your changeswill be reflected on the next update of the Dynasty.

1. In GrouplD Management Console gtect Automate > [required group node]

2. Inthe groups list, right-click the required
organizational/geographical/customDynasty and select Properties.

3. On the group properies dialog box, click theGrouplDtab (Figure 44).

4. In the Advancedarea, clickOptions.
The DynastyOptions dialog box is displayed:

Dynasty Options *
General  Advanced
Group By attibutes:
Group by Add...
ELo I Edt...
department
title Remove
Edit Script
ok | [ aes

Figure 84: Dynasty Options i General tab

Options available on the Generaltab are the same as available on the
Dynasty Options page (Figure 75) of the New Dynastywizard. Follow the
instructions under the figure to modify the group-by attributes.

5. Click the Edit Script button to launch the Script Editor (Figure 116) to write
or modify scripts for customizing the default behavior of the options
available on this tab.

NOTE - This scripting feature is only available for parent Bynasties. Child
Dynasties inheritthe script.

6. After making the required changes, cliclOK
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Manage Managerial Dynasty structure

When you create a managerial Dynastypou specify a Dynasty structure that
determineshow query results are grouped.

For example,you specifywhether you want to create separate SmarGroups for the
direct reports of the top manager and sublevel managers,or add all direct reports
of the top manager and sublevel managers as members of a single group

You can view and changehese structure options for parent and middle Dynasties.
Your changes will be reflected on the next update of the Dynasty.

1.
2.

In GrouplD Management Console géect Automate > [required group node]

In the groups list, right-click the required managerial Dynasty and select
Properties.

On the group properties dialog box, click theGrouplDtab (Figure 44).

In the Advancedarea, clickOptions.
The Dynasty Options dialog box is displayed:

General Atibutes  Advanced

Top Manager | Sarsh Azeem

Choose Dynasty Type
(® Managerial list

(O Flat managerial list

O Recursive flat managerial list

[ Include manager as member
[] Set manager as owner
[ Exclude nested lists of direct reports

Sub-Manager

Child Container
(O Create groups in the same container as manager

(® Create groups in this container

|OU=IT.DC=chco1i,DC=com Browse....
Edit Script
Help Cancel Apply

Figure 85: Dynasty Options i General tab for managerial Dynasty

Options available on the Generaltab are the same as available on the
Dynasty Options page §igure 79) of the New Dynasty wizard. Followthe
instructions under the figure to make the required changes.
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When you clear theSet manager as ownecheck boxhere, the manager set
as the primary ownerof a parent Dynastywill not be removed. However,
when the Dynasty is updated, the primary owner of a child Dynasty may be
updated, depending on the Dynasty inheritance options.

For example, if theAlways inherit selected attributes option is selected
(Figure 86) and the managedBattribute is set for inheritance, the primary
owner of the parent Dynastywould be set as theprimary owner for all child
Dynasies, replacing their respective primary owners.

Is When you clear theSet manager as ownecheck boxfor a Dynasty
in an Azure based identity store, thgrimary owner of the parent
Dynastyand the manager of the child Dynasty are collectivly set as
primary owners of the child Dynasty.

5. The Sub-Managerarea is enabled when the Dynasty is &ecursive flat
managerial list

For this Dynasty, a child group is created for each manager and sub
manager in the organization by default.

You can apply a filter to create child groups for specific managers and sub
managers.

Cick the Sub-Managerbutton; the Query Designer for Manager Criteria
dialog box (Figure 83) is displayed. Follow steps bf below the figure to
specify a criterion for manage selection and clictOK

6. Click the Edit Script button to launch the Script Editor (Figure 116) to write
or modify scripts for customizing the default behavior of the options
available on this tab.

e This scripting feature is onl available for parentDynasties. Child
/ . . - -
Dynasties inherit the script.

7. Click the Attributes tab.
This tab is the same as shown ifrigure 81. The scenarios discussed under
the figure also apply here. For example:

Specify the J Xadditional Managerd att
attribute for a parent managerial Dynasty

On update, new childDynasties are created with respect to the additional
manager attribute data and added in
reports and additional manager's direct reports.

Remove the |} Xadditional ManagalDghastyt t r i

On update, the direct reports of users created with respect to the additional
manager attribute data are removed f
additional managersd direct reports.
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If the Delete Empty andOrphan Dynasty childrensetting is applied, direct

reports of users created due to the additional manager attribute data are

not only removed from their respective
direct reports; they also get deleted.

8. After making the required changes, cliclOK

Set attributes i nheritance

At the identity store level, the administrator can specifya list of attributes whose
values are inherited by Dynasty children from the parentSeeDynasty ®ttings on
page 138.

By default, child Dynasties inheritthese attributes d v anly wreers these child
Dynastiesare created. You can change this settinpr a parent Dynastyto allow
children to inherit attributesd v awhenever the parentDynastyis updated. You
can evenopt to omit the inheritance of attribute valuesto child Dynasties.

To update Dynasties, se&Jpdate SmartGroupsand Dynastieson page 60.
Modifying inherited attribute values

When for a child Dynasty,you change the value @ an inherited attribute, the new
value may or may not persistdepending on the inheritance option selected for the
parent Dynasty Here is an example:

Suppose the administrator haset the managedByattribute for inheritance.

1 With the Always inherit selected attributes option selected for the parent
Dynasty, any modifications made to the value of the mnagedByattribute
for a child Dynastywill be replaced with the value of the managedBy
attribute set for the parent Dynasty, whenever the Dynasty is updatk

1 With the Never inherit selected attributesoption selected, any modifications
made to the value of the managedByattribute for a child Dynasty will
persist after update.

To set an inheritance option:
1. In GrouplD Management Console géect Automate > [required group node]
2. Inthe groups list, right-click the required Dynastyand select Properties.
3. Onthe GrouplDtab (Figure 44), click Optionsin the Advancedarea
4. On the DynastyOptions dialog box, dick the Advancedtab.
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Dynasty COptions X

General Advanced

Alias template: | EMANAGER%directreports |

Display name template: |Direc:t Reports of LMANAGER |

Inhertance
(@) Inherit selected attributes only on creation
(O Mways inherit selected attibutes
() Never inherit selected attibutes

Help Cancel

Figure 86: Advanced tab

5. Inthe Inheritance area, select therequired inheritance option:

1 Inherit selected attributes only on creation Dynasty children will inherit
the attributesd v aohlywehen the Dynasty is created Moreover,
whenever a new child group is created, it will inheritthe attributesd
values.

1 Always inherit selected attributes. Dynasty children willinherit the
attributesd v aelveuytinge the parent Dynasty is updated.

1 Never inherit selected attributes Dynasty children will never inherit
attribute valuesfrom the parent.

6. ClickOK

Yourchanges will be reflected on the next update of the Dynasty.

Modify alias and display name structure

You can providea convention for generating the aliags and display names of
Dynasty children. This convention is referred to agemplated

The default alias and display nameemplates for different Dynasties are as follows:

Dynasty Type  Alias Template Display Name Template

Organizational, DynastyNam&GROUPBYY% DynastyNamésGROUPBYY
Geographical,
Custom
Managerial %MANAGER%directreports Direct reports of
%MANAGER%
Table 7: Default templates for alias and display name

136 | © 2022 Imanami | Now Part of Netwrix



Chapter 9 - Dynasties

In GroupID Management Console géect Automate > [required group node]
In the groups list, right-click the required Dynastyand select Properties.
Onthe GrouplDtab (Figure 44), click Optionsin the Advancedarea

On the Dynasty Options dialog box, click the Advancedtab (Figure 86).

a > w nNpoe

To update the alias template, type the new template in theAlias template
box. This setting is used to generate the alias names of the Dynasty's child
groups.

1 For an organizational/geographical/custom DynastyyoGROUPBY %6
replaced with the actual value of theGroup items byfield (this field is
available on the GroupBYy Settingsdialog box - Figure 76).

9 For a managerial DynastyYoMANAGER%s replaced with the alias of
the manager.Normally, the mailnickname attribute is used to store the
alias. However, if this attribute is not set, then%oMANAGERY%s replaced
with the display nameof the manager.

To use an attribute other thanmailNicknamefor generating the alias for
child groups, update the%cMANAGER%tatement with the desired
attribute name. Note that the valueof the attribute must be unique.

Example using the cn attribute:
%MANAGER.cn%

Example using the name attribute:
%MANAGER.name%

If Exchange Server is the designated messaging systefior the identity

store, then the alias length is limited to 64 characters and must be unique

to the forest. For other messaging systems, the alias length must not exceed
the number of characterssupported by the respective messaging system.

Also, the alias must not con&in characters that are invalid for the
configured messaging systemTable 2 lists the valid charactersfor the
supported messaging systems.

6. To update the display nane template, type the new template in the Display
name template box. This template is used to generate the display namesf
the Dynasty's child groups.

1 For an organizational/geographical/custom DynastyyoGROUPBY %6
replaced with the actual value of theGroup items byfield (this field is
available on the GroupBy Settingsdialog box - Figure 76).

1 For a managerial Dynasty9%oMANAGERY%s replaced with the display
name of the manager. To use an attribute other than displayName to
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TE
note

name the child groups, update the2sMANAGER%tatement with the
desired attribute name. Note that the value of the attribute mustbe
unique.

Example usirg the cn attribute:
%MANAGER.cn%

Example using the name attribute:
%MANAGER.name%
7. ClickOK

Fora managerial Dynasty, he %MANAGER%ariable for the alias and display nhame
templates must be the same. The selected attribute must be a string and cannot
include characters that are not supported in preNindows 2000 group names.

Yourchanges will be reflected on the next update of the Dynaty.

Dynasty s ettings

The administrator canspecify the following to control how Automate processeghe
Dynastiesin an identity store:

Update child Dynasties automatically with parent

By default, child Dynasties are updated when the parent Dynasty is uptid.
However, the administrator can enable a setting that does not update Dynasty
children with the parent. In this case, each child group would have to be updated
like a single Smart Group.

Delete empty and orphan Dynasty children automatically

An empty dild Dynasty is one with no member and an orphan child Dynasty is one
whose parent Dynasty has been removed.

By default, empty and orphan Dynasty children are automatically deleteddm the
identity store. However, if the administrator disables thissetting, these children will
not be deleted automatically.

Specify the attributes Dynasty  -created childre n inherit from the parent

The administrator can control the attributes that a child Dynasty inherits from its
parent. By default, the values of thefollowing attributes are passed on from the
parent to child Dynasties:
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Attribute Description

managedBy Contains information aboutthegr oupds pr
owner.

unauthOrig Contains the list of DNs of users who do not have

permissions to send email to the group

authOrig Contains the list of DNs of users who have
permissions to send email to the group.

dLMemRejectPerms = Contains the DNsof groups that do not have
permissions to send email to the group

dLMemSubmitPerms Contains the DNs of groups that have permissions to
send emails tothe group.

delivContLength Contains the maximumlimit for incoming messages
to the group.
Table 8: Default attributes for inheritance

The administrator canadd or remove attributefrom this list.

At the Dynasty level, however, you can specify whetheralues of the specified
attributes should be inherited by children in the first place, and if yes, then whether
it should be a onetime or recurring inheritance. SeeSetattributes inheritance on
page 135.

If, for a manageri al Dynasty, the } Set manag
Always inherit selected attributesoption is selected figure 86), and the
managedBy attribute is sé for inheritance, the following applies to child Dynasties:

1 The |aBagdr asawnegoption takes priority over the managedBy
attribute inheritance. Hence,the manager of a child Dynasty would be set as
its respective primary owner.

/s 1 In an Azure based identity store, where a group can have multiple primary
owners, the owner of the parent Dynasty and the manager of thechild
Dynasty are collectivdy set asprimary owners of the child Dynasty.
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The Query Designer enables you to create queriesrf@&mart Groups and Dynasties.
These queries provide a quick and consistent way to retrievéirectory objectson
which you want to perform specific tasks. For example, you can construct a query to
retrieve all users havingmailboxes on an ExchangeServer or you can build a query
to retrieve all directory objects whose information is present in an external data
source such asMicrosoft SQL Server.

The QueryDesignerdialog box provides a visual interface for designing queries, so
that you do not haveto write the commands. Its preview feature returns the results
for the query before you committhem to the directory.

The QueryDesignerdialog box groups similarquery optionsby tabs. Settings that
are not grouped in tabs are global; they apply to all abs.

1 Generaltab: lets you select object categories that you wanthe query to
search in.

1 Password Expiry Optiondab: this tab is only available for Smart Groups
with a password expiry condition and lets you define password expiry
policies.

9 Storagetab: lets you filter the mailboxes to return.

9 Identity Store tab: lets you add additional filter criteria such as department,
company, location and similar.

1 Advancedtab: enablesyou to combine an external data source with the
directory to determine agroup's membership.

91 Include/Excludetab: lets you include or exclude objects regardless of
whether they are returned by the query or not.

T Smart Scripttab: lets you write a script to manipulate query results.

/s The Storage PasswordExpiry Options and Smart Scripttabs are not
available for groupsin a Microsoft Azure based identity store.

wte Smart Groups and Dynasties use:
/
1 an LDAP query in an Activ®irectory based identity store.

9 adevice structured query language in an Azure based identity store.
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Launching the Query Designer

You can launch theQueryDesignerdialog box for a Smart Group or a Dynasty using
any of the following methods:

1 While creating a Smart Group or Dynasty
On the Query Optionspage of the New Smart Groupvizard (Figure 33) or
New Dynasty wizard, clickModify.

1 Fromgroup properties
On the GrouplDtab (Figure 44) in Smart Group/Dynasty properties, click
Modify in the Queryarea.

i Using the shortcut menu
Click the Smart Groupsor Dynastiesnode. Then in the groups list, right-click
a Smart GroupDynasty and clickModify Queryon the shortcut menu.

(5%, Smatt Groups - Entire Drectory

name attribute is shown for objects whose displayName atirbute is emply.

¥ Create Fitter Column Options

Dispiay Name Type Owner Query Modfied Expration Date: Container
I d 9/18/2018 2:22:33 PM Hever Expire CN=Users DC=cheoti DC=com
DTech|@  Move foup Sarsh Azeem 2/1/2019301:22 AM Never Expire CN=Users DC=cheoti DC=com
@ Refresh
© Update..
% Modify Query...
2 SetSecurity Typeto v
&b  SetEspiration Policyto  »
&} SetOwnerto 3
@ Delete
2L Expire

Properties..

Figure 87: Modify Query command on the shortcut menu

Common functions

Following are the common functions that apply to all tabs on theQuery Designer
dialog box:

gr Query Designer - Passwaord Expiry SG a X

File  View

Find  Messaging System Recipients ~

Start in: DC=cheoti, DC=com

General  Password Expiry Options  Storage  Identity Store  Advanced  Include / Exclude  Smart Script
Select these objects:
Users with mailboxes
Users with extemal emai addresses
@ Contacts with extemal e-mail addresses
[ Mail Enabled Groups
[ Mail Enabled Public Folders

Preview

Clear All

Cancel
Help

Ready

Figure 88: Common functions on the Query Designer
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9 Click ClearAll to clear the settings on the dialog box.
9 Click OKto savethe settings and close the dialog box.

1 Click Cancelto discardthe settings and close the dialog box.

Import or exporta query

You can export and import queries usingan XML file.

1 To import a query from an XML file, t¢ick File >Import Queryon the Query
Designer dialog box

Om import, the Query Designer dialog box is populated with the settings for
the imported query.

1 To export a query to an XML file, clickFile > Export Queryon the Query
Designer dialog box.

The exported query is one thais obtained with the current settings on all
tabs of the Query Designerialog box.

You can view a quenpefore you export it or after you import it.
View a query

You canview the query obtained with the current settings on all tabs of theQuery
Designerdialog box.

Click View > Query the QueryViewer dialog box displays the query.

LDAP Query Viewer *

LDAP query

(&{}{&homeMDE=")msExchHome ServerMame=")
(objectCategony=person)objectClass=user)mailMickname=")(!
cn=SystemMail Box{"}))&{(lhome MDB="}msExchHome ServerName="))
(objectCategory=personjobjectClass=user)target Address=")){&
(objectCategory=person)objectClass=contact target Address=")))
{manager=CN=Administrator CM=Llsers. DC=jee. DC=local))

Figure 89: Query Viewer
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Specify object type for query

Select an optionfrom the Find list to specify the type of objectthe query should
fetch to include in the membership of the group.

1 Messaging SystenRecipients- Mail-enabled objects
1 Computers- Returns computers only

9 Custom- Returns all objects regardless of objectClass. Be sure to add an
objectClass predicate orthe Advancedtab (Figure 98) to avoid
unpredictable results.

1 Users, Contacts, and GroupsAny user, contact, or group, regardlessfo
whether they are mailenabled.

The Computer@and Contactobject types are not supported ina Microsoft Azure
basedidentity store.

Specify a &tart inBcontainer

You must specify he containersthat the query should search for retrieving the
results.

Click the Start in button and select a cotainer on the Select Containerdialog box
(Figure 108). The querywould search for objectsonly in this container and its sub
containers to deermineagr oupds member shi p.

Preview query results

Use the Previewbutton to preview query results obtained with the current settings
on all tabs of the Query Designerialog box. Thisis a check to ensure the accuracy
of data before changes areeommitted to the directory.

On clicking it, results are displayedn the Preview pane, that appear at the bottom
of the dialog box: This pane consists of two tabsbirectory and Advanced
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.J Query Designer - Password Expiry 5G O x

File  View

Find Messaging System Recipients >
Start in: DC=cheoti,DC=com
General Password Expiry Options  Storage  Identity Store  Advanced Include / Exclude  Smart Script
Select these objects:
Users with maibaxes
Users with extemal e-mail addresses
Contacts with extemal e-mail addresses
[+ Mail Enabled Groups
[] Mail Enabled Public Folders

Preview

Clear Al

Cancel
Help
Directory  Advanced
displayName CN objectCategory mail distinguishedName a)
& Zeeshan Zahoor Zeeshan Zahoor user CN=Zeeshan Zahoor OU=I
4 Zzhid Imran Zahid Imran user CN=Zahid Imran,OU=IT.D.
& Ghulam Murtaza Ghulam Murtaza user CN=Ghulam Murtaza,OU=|
& Shahid Anjum Shahid Anjum user CN=Shahid Anjum OU=IT....
& Yvette Sims Yvette.Sims user CN=Yvette.Sims.OU=Mark... o

1010 item(s) found.

Figure 90: Preview pane
Directory tab

This tab displays the results for the current query, as built with all the options set
on all the tabs of the QueryDesignerdialog box.

You canchoose the schema attributes to use as column headers on thgirectory
tab. SeeSpecifyattributes for preview on page 144 for details.

Of these selected attributes, you can further choose whether you want to use all or
some attributes as columnheaders. Seel'able 9: Directory tab- Display preferences
on page 146 for reference.

Advanced tab

This tab displays the results from the seleted external data source when you click
the Executebutton on the Advancedtab (Figure 98) of the QueryDesignerdialog
box.

Each attribute in the query is used as aolumn header on this tab.

Specify attributes for preview

The Previewpane Figure 90) of the Query Designer dialog box enables you to
preview query results obtained with the current settings on all tabs of thedialog
box.
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On the Directory tab, results are displayed in a listwhere each column header
represents a schema attribute For each record, the column displays the value of the
respective header attribute. You can add and remove columns on the tab.

1. On the QueryDesignerdialog box, click View > Add/Remove Preview
Columns the Attributes Selection dialog box is displayed.

Attributes Selection X
Available attribites: Selected attributes:
account Expires A displayMame f
accountMameHistony CN
aCSPolicyMame objectCategony
Additional Manager Add =3 mail
Additional Cwner distinguishedName &
adminCount
adminDescription
adminDisplayMame oy
allowedAttributes
allowed AtributesEffective
allowedChildClasses
allowedChildClassesFfective
alt Securityldentities
assistant
ttriby el ertfirate At e s
< >

Figure 91: Attributes Selection dialog box

2. The Selected attributescolumn displays the schema attributes that are
being employed as column headers on th®irectory tab in the preview.

i To add a new column, select an attribute in theAvailable attributes list
and click Add. The attribute is moved to theSelected attributeslist and
will appear as a column header on theDirectory tab.

1 Toremove a column, select the required schema attribute in the
Selectedattributes list and click Remove The attribute is moved to the
Available attributes list and will not appear as a column header on the
Directory tab.

1 Use the Up and Down arrows next to the&sSelectedattributes list to sort
the order of column headers.

3. ClickOK

Display preferences

On the Attributes Selectiondialog box (Figure 91), you can specify the attributes to
be used as column headers for th®irectory tab of the preview pane Figure 90). Of
these selected attributes, you can further choose to set all or some attributes as
column headers.

Right-click the column header on theDirectory tab and use the context menu to set
the attributes of the objects displayed on the tab Options are:
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Column header's context  Description
menu option

Size All Columns to Fit Set the column size of each column to fit its
content.

<Attribute Name> The names of the attributesselected on the
Attributes Selectiondialog box (Figure 91).

For attributes currently displayed on the tab, the
check box next to the attribute name is selected.

Clear the check box for an attibute to remove it
from the Directory tab.

More Launches theAttributes Selection dialog box
(Figure 91), where you can slect additional
attributes to display on the tab.

After adding or removing attributes, re-launch the
Directory tab to refresh the list of the attributes
displayed.

Table 9: Directory tab - Display preferences

The Directory tab also provides object display options that are available when you
right-click an object. Theseare:

Object's context menu Description
options
Add to Exclude Add the object to the Exclude list so that it cannot

be added to the group's membership.

Export Export the selected object's information to a
commaseparated value (csv) or XML file. The
export action exports only the attributes displayed
on the tab.

Export All Export the information of all objects on the
Directory tab to a commaseparated value (csv) or
XML file. The export action exports only the

attributes displayed on the tab.
Table 10: Advanced tab - Display preferences (2)

General query options

Use theGeneraltab of the QueryDesignerdialog box to specify the type of objects
to include in your search. The available options vary according to the object type
selected in the Find list. See Specify object type for queryon page 143.
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.J Query Designer - Password Expiry SG m} X

File  View

Find ' Messaging System Recipients v
Start in: DC=cheoti, DC=com
General Password Expiry Options  Storage  Identity Store  Advanced Include / Exclude  Smart Script

Select these objects

Users with mailboxes

Users with extemal e-mail addresses
Contacts with extemal e-mail addresses
[] Mail Enabled Groups

] Mail Enabled Public Folders

Preview

Clear All

Cancel
Help

Ready

Figure 92: General tab

In the Select these objectsarea, ®lect the categories of the object type toinclude
in your search.

The following table lists the options available in the Selecttheseobjects area for
each object type in theFind list.

Option in Find list Categories on the General tab

Messaging System T Users with mailboxes
Recipients Include users withmessaging systenmailboxes.

1 Users with external email addresses
Include users with email addresses that are external
to your organization.

9 Contacts with external email addresses
Include contacts with email addresses that are
external to your organization.

1 Mail-enabled groups
Include mail-enabled groups.

1 Mail-enabled public folders
Include mail-enabled public folders.

Computers 1 Workstations and Servers
Include workstations and servers.

1 Domain Controllers
Include domain controllers.

Custam By default, it includes all objectoptions for Messaging
SystemRecipients, Computers, and User€ontact, and
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Groups. For this reason, th&eneraltab does not display
any option for this object type.

Users, Contactsand T Uses
Groups Include users.

 Contacts
Include contacts.

1 Groups
Include groups.

Table 11: Object types and their categories

The Computerand Contactobject types are not supported in a Microsoft Azure
based identity store.

Password e xpiry options

The Password Expiry Optiongab is only available for password expiry groups. You
can create a password expiry groupy selecting the Run to create Password Expiry
group option on the Welcomepage Figure 32) of the New SmartGroup wizard.

Purpose of a password expiry group:

A password expiry group contains users as members whogkentity store account
passwords are approaching their expiry dates. Members are notified by email to
changetheir passwords.On doing so,they are automatically removed from group
membership.

How does a password expiry group work?

On the Password Expiry Optiongab of the QueryDesigner, you can definesettings
for group membership.Based on these settingsand the PWDLASTSEttribute,
Automate creates this group withusers whose passwords will soon expire

When the group is updated, Automate adsiremoves users from the group aml
sends email notifications to all members. To update the group, se&Jpdate Smart
Groupsand Dynastieson page 60.

You can also include disabled users and users whose password never expire to the
password expiry group.
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.J Query Designer - Password Expiry SG [} X

File  View

Find  Messaging System Recipients v
Statin: | |DC=cheoti,DC=com
General Password Expiry Options  Storage  Identity Store  Advanced Include / Exclude  Smart Script

Select these settings
Domain Expiration Policy: 42

Ay 4

Expiration Range Policy: |14

[] Include disabled users Preview

[ Include users whose password never expires Clear All

[] Send e-mail after update

Cancel

Help

Ready

Figure 93: Password Expiry Options tab

1. In the Domain Expiration Policybox, gpecify the maximum password age.
The default age is 42 days.

This setting does not affect your domain security settings on the dirgory
server.However, it is recommended that the password age you specify here
should be the same as that set in your domain policy.

2. Inthe Expiration Range Policybox, type orselect the expiration range. The
expiration range determines when to includea user in the password expiry

group.

For example, take a domairexpiration policy with a maximum password
age of 30 days. Setting the expiration range policy to 10 days includes users
who have passwords age@0 days or older in thepassword expiry group.

3. Select the Include disabled userscheck box to include disabled user
accounts in the password expiry group.

4. Select theInclude users whose password never expireheck box to include
users with the J passwor d angeupanmembers.pi r es d

5. Select the Send email after updatecheck box to send a password expiry
warning email to group members each time group membership is updated
either manually or through a scheduled job.

This email contains aURL that redirectsusers toa Password Centeportal
for changing their identity store account passwords.(The administrator
specifies thisURL while configuringan SMTPserver forthe identity store.)

The Send email after updateoptions is enabledafter the group is created.

Warning emails are not sent to group members (users) whose passwords are
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set to 'never expire'. Such users are included in group membership when
you select thelnclude users whose password never expireheck box or add
them to the Include list on the Include / Excludetab (Figure 102).

e Forwarning emails to be sent, you must have aBMTP server
/ . - .
configured for the identity store.

Storage options

Settings on the Storagetab are available when the jMessaging SystenRecipientyf
option is selected in the Find list.

For Messaging SystenRe ci pi e n,tthe defadtsdttings on the Storage
tab retrieve all mailboxes, irrespective of any server or mailbox store. You can apply
a filter to mailboxes you want the query to return.

If filters are specified, the query will return only mailboxes on the specified server
or mailbox store. This filter does not affect custom recipients, public folders, and
distribution lists.

L-_ﬁr Query Designer - TECH COMMTEST m} X

File  View

Find ' Messaging System Recipients v
Start in: GC=WIN-TCHWRDC3 techwr3local
General Storage Idertity Store Advanced Include / Exclude Smart Script
Select the storage fiter for:

(® Mailboxes on any server.
(O Mailbaxes on this server:

Preview

(O Mailboxes on this mailbox store: Clear Al

Cancel

Help

Ready

Figure 94: Storage tab

The Select the storage filter forarea displaysthe available options for the storage
filter.

1 Mailboxes onany server
Returnsall mailboxes. No filter applies with this selection.

1 Mailboxes on this server
Returns mailboxes from the server youselect from the drop-down list.

1 Mailboxes on this mailbox store
Returns mailboxes from the mailbox store you select fromthe drop-down
list.
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This list displays all mailbox stores on the Exchange server(s) in your
organization.

Identity Store tab

You canadd custom criteria to your query that do not fit any of the categories
represented on other tabs of the Query Designeridlog box. For example, you can
add criteria to retrieve all directory userswho live in Houston and have a fax
number. You can also apply logical operators (AND, OR) to your custom query to

achieve the most accurate results.

.J Query Designer - Password Expiry SG [} X
File  View
Find  Messaging System Recipients
Start in: :DC=cheot|.DC:corn
General Password Expiry Options  Storage  Identity Store  Advanced Include / Exclude  Smart Script
[<Janp Je[OrR €dClear [FTree View | [ Pop out
B.admnc;‘um ~ | | Is (Bxactly) ~
I account Expires v
J J Preview
y y A
Attribute Condition Value Clear Al
Cancel
Help
Ready

Figure 95: Identity Store tab

1.

In the Attribute list, select a schema attribute, database attribute, or

messaging system attribute to be searched. For example, to search for users

who live in the city of Houston, select the City attribute from this list.

Database attributes will only be listed if youhave specified an external data
sourceon the Advancedtab (Figure 100).

For messaging system attributes, only Ex@ange attributes are supported.

Figure 96 displays the Attribute list with database attributes.
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[ Query Designer - smant5ts

File  View

Find | Messaging System Recipierts

Statin DC=adatum DC=local

[Jano J[or €@ ciear [TTree view

> []

Database [CelebrtyPicture]
Detabase. [Cy|

Database [Company]
Database. [Country]
Database. [Department]
Database [Emai]

Database [Employee Type]
Database [EmployeeiD]
Database.[Employment Status|]
Database [First]

Reat Database [Intials]

Database [Last]

Database. [ManageriD]
Database [OfficeName]
Database [PostalCode]
Database. [StateProvince]
Database [Suspended Date]
Database. [Telephonefax]
Database.[TelephoneHome]
Database [T

Database. [TelephoneOffics]
Database [TelephonePager]
Database.[Titie]

dBCSPwd

defaultClass Store
deletedienFlags
delivContLength
deiiverAndRedrect v

General Storage \dentity Store  Advanced Include / Exclude  Smart Script

[~ gepanmens < | [ Exacty) « |[sales v

Sk

Cancel

Figure 96: Attribute list displaying database attributes

2. The Condition listis displayed when you select an attributeFrom here,
select the condition that you want to apply to the selected attribute. This
condition works with the Attribute and Value fields toidentify search
results. The folowing table lists the available conditions:

Condition

Starts with

Does not start
with

Ends with

Does not end
with

Is (exactly)

Is not

Contains

Not contain

Description

Returns everything that starts with the value.

Returns everything that does not start with the
value.

Returns everything that ends with thevalue.

Searching against this condition is resource
intensive for the directory server.

Returns everything that does not end with the value

Searching against this condition is resource
intensive for the directory server.

Returns everything that matches the value.
Returns everything that does not match the value.

Returns eveything that contains the value.
Searching against this condition is resource
intensive for the directory server.

Returns everythingthat does not contain the value.

Searching against this condition is resource
intensive for the directory server.
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Present

Not present
Greater than
>=)

Less than (<=)

All flags on

Any flag off

Any flag on

Returnseverything that hasa value.

Returns everything thatdoes not have a value
specified.

Returns everything with a value greater than or
equal to the given value.

Returns everything with a value less than or equal
to the given value.

Performs a bitwise comparison to find objects that
have all of the flags set for the attribute according
to the specified value. The value must be a decimal
number; it cannot be a hexadecimal number or a
constant name.

For example, to search for all users who do not
need a password (decimal value of

PASSW NOTREQD flag = 32) and for those whose
passwords never expire (decimal value of
DONT_EXPIRE_PASSWORD flag = 65536), set the
value of UserAccessControl's attribute against this
condition to 65568 (65536 + 32).

For more infformation, refer to the article
http://support.microsoft.com/kb/305144.

Performs a bitwise comparison to find objects that
have any of the flags not set for the attibute
according to the specified value. The value must be
a decimal number; it cannot be a hexadecimal
number or a constant name.

For example, to search for all users that are either
disabled (decimal value of ACCOUNTDISABLE flag
=2) or locked out (decimal value of LOCKOUT flag =
16), set the value of UserAccessControl's attribute
against this condition to 18 (2 + 16).

For more information, refer to the article
http://support.microsoft.com/kb/305144.

Performs a bitwise comparison to find objects that
have any of the flags set for the attribute according
to the given value. The value must be a decimal
number; it cannot be a hexadecimal number or a
constant name.

For example, to search for all users who do not
need a password (decimal value of
PASSWD_NOTREQD flag = 32) drose passwords
never expire (decimal value of
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DONT_EXPIRE_PASSWORD flag = 65536), set the
value of UserAccessControl's attribute against this
condition to 65568 (65536 + 32).

For more information, refer to the article
http://support.microsoft.com/kb/305144.

All flags off Performs a bitwise comparison to find objects that
have all the flags not set for the attribute according
to the specified value. Thevalue must be a decimal
number; it cannot be a hexadecimal number or a
constant name.

For example, to search for users that are neither
disabled (decimal value of ACCOUNTDISABLE flag
=2) nor locked out (decimal value of LOCKOUT flag
= 16), set the value ofUserAccessControl's attribute
againstthis condition to 18 (2 + 16).

For more information, refer to the article
http://support.microsoft.com/kb/305144.

Chain match Limited to the attributes of DN (distinguished name)
type only. This is a special extended filter that
walks the chain of ancestry in objects all the way to
the root until it finds a match. For example, you can
use this filter with the ManagedByattribute to find
all the groups for which the selected user is a direct
or indirect owner.

Table 12: Conditions list

3. Specify a value for the attribute in the Value box. The query will return
results considering thespecified criteria (attribute, condition, value).

The Value box is not available for norRcomparison operators, such as
Presenbr Not Present Non-comparison operators only check whether the

value for the selected field exists and return either TRUE or R/SE.

When the value is a date, use the mm/dd/yyyy format.

Following the procedure above, you can add mitiple criteria to your query.

Toolbar options

Click this button after selecting two or more records to insert a logical AND to the
selected criteria.
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To select a record, click the arrow icon next tat and click Select Row.

Click this button after selecting two or more records to insert a logical OR to the
selected criteria.

To select a record, click the arrow icon next tat and click Seled Row.

Displays a hierarchal view of the added criteria.

Tree View

X

---[1] AND

gy adminDescription is exactly "admin”

| co contains "lmanami”

Figure 97: Tree view of criteria

External data source options

You cancombine an external datasource with the directory to determine a group's
membership.The external data source can be Microsoft SQL Server, ODBC data
source, Oracle, text files, and so on.

It works as follows:

)l
)l

Configure a connection with an external data surce.
Specify a command to fetch objects from the data source.

Map one column returned by the command with a directory attribute to join
the external data source to the identity store

GrouplD compareghe values of the mappedattributes for objects that are
returned by the command Obijects that have the same value in the directory
and the data source are added to group membership.

Here is an example. You have an HR databasgth employee salaries, benefits,
retirement plans, etc. You want to create a grop of employees with annual salaries
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equal or less thanUSD 70,000Since this information is not stored in your Active
Directory, you must combine the directory with your HR database in order to create

the group.

On the Advancedtab, you provide settings to connect to theHR database and
specifya command that fetches the required employees (group membergpm the
database.Then you must mapan Active Directory attribute to an attribute from the
data source (such agmployeelD in Active Directory and Reference No. inthe HR
databasé. GrouplD fetches records from the database using the command and
checks whether mapped attributes have the same value in éive Directory and the
HR databasefor an object. If yes, the object is added to groupgnembership.

.J Query Designer - Password Expiry 5G O x

File  View

Find | Messaging System Recipients
Start in: DC=cheoti, DC=com

General Password Expiry Options  Storage  Identity Store  Advanced  Include / Exclude Smart Script
Select Mapping Attributes: | Identity Store Attribute: None ~  Database Attribute: None v

Connection

|[ Mody
Command e

Execute Clear All

oK
Clear

Cancel
Help

Ready

Figure 98: Advanced tab

When you specify an external data source (as shown kigure 100), data source
attributes will be available in the Attribute list on the Identity Store tab (Figure 96).

Connect to an external data source for retrieving members

1. Click Modify next to the Conrection box to set or changethe external data
source and its connection settings.

The Data Providerdialog box is displayed,where you can select the data
provider and configure connection settings.
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Data Provider X

Select the data provider and speciy settings for the provider.
Select Data source Provider
QDBC Data Source V
Data source settings
System DSN:
| ~| | oDEC..

Table or view:

Usemame: Fassword:

oK | Cancel
Figure 99: Data Provider dialog box

Selecta provider from the SelectDate Source Provider list and enter
connectivity details. Supported providers are:

Microsoft Text Driver
ODBC Dat&ource

Sun ONE iPlanet Driver
Lotus Notes

Microsoft SQL Driver

= =/ =/ =4 =4 =4

Oracle

These providers are discussed in detail with reference to thgmport group
membershiffeature. Seestep 9 underFigure 64.

Also see Appendix E- External database connectivity for ODBC and(@-
driver on page 189.

Click OKto close the Data Provider dialog box.

The Connectionbox displays the connection string settings for the data
source.

Use theCommandbox to specify the command the Query Designeexecutes
to retrieve recordsfrom the data source. This can be a query statement and
can include multiple columns separated by commas (,). Field names are
enclosed in brackets ([ ]) to prevent any ambiguity the query engine might
encounter due to spaces btween column names.

The column names included in the command statement are available on the
Advanced tab in preview.
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Forimproved performance,select only the columns required to create your
group. For example:

SELECT [Column1],[Column2] FROM [Filename. csv]
5. In the SelectMapping Attributes area, map an external datasourceattribute

to an identity store attribute. The external data source attribute you select
for mapping must be one returned by the command

1 Inthe Identity Store Attribute list, select an identity store attribute to
map a datasourceattribute to it.

1 Inthe Database Attributelist, select a datasourceattribute to map it to
the selected identity store attribute.

J Query Designer - smart5t5 m] X

File  View

Find | Messaging System Recipierts v
Startin: DC=adatum,DC=local

General Storage Identity Store  Advanced  Include / Exclude Smart Script

Select Mapping Attributes: | Identity Store Attribute: | employeelD v | Database Attribute: | Database.[Employ: v
Connection:
[Driver={Microsoft Text Driver ("¢ * csv)}:DBQ=C:\Users\Administrator\Desktop || Modty
Command Preview
SELECT [Address].[Buiding].[CarLicense] [CelebrityPicture][City] [Company]. [Country].[Department]. [E-mail]. Employee Type]. Execute Clear All
[Employee|D].[Employment Status],[First].[Initials], [Last].[ManagerID].[OfficeName] [PostalCode],[State Province]. [Suspended Date],
[TelephoneFax] [TelephoneHome] [TelephoneMobile]. [ TelephoneOffice] [TelephonePager] [Title] FROM [HR1000csv.csv] Clear
Cancel

Help

Ready

Figure 100: Advanced tab showing attribute mapping

When you specify an external data source (as shown Figure 100), data
sourceattributes will be available in the Attribute list on the Identity Store
tab (Figure 96).

e If you haveupgraded to GroupID10 from a legacyproduct or a
NOTE
— previous GrouplDversion, you must remap these attributes.

6. Click Executeto execute the command and preview the results. This process
may take time depending on the size of your data soure.

Results are displayed on theAdvancedtab of the preview pane.
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File  View

Find | Users, Contacts and Groups

€

[ st | [DC-mikyway.DC-com

General I Storage I Identity Store | Advanced | Include / Exclude I Smart Script |

il < m

Select Mapping Attributes:  |dentity Store Attribute: Database Attribute:
Connection:
‘ Driver={Microsoft Text Driver (“td: = csv)}:DBQ=D ‘ | Modify ‘
Commord: [ Provew
SELECT [Department],[Emp!D], [FirstName], [LastName],[Name] [Title] FROM [datum_td td] ~ | Execute ‘ Clear Al
OK
Lo
Cancel
W Help
Dirsctory | Advanced
Department EmplD FirstMame LastName Name Title -~
il &uTD 20m FirstN1f LastN1 E1001 M =
i|| &sE 2002 FirstN2f LastNZ E1002 Ms.
L uto 2003 FirstN3f LastN3 E1003 Mr
il & uTD 2004 FirsthNd LastN4. E1004 Mr ~

9 item(s) found.

Figure 101: Advanced tab of the preview pane

Include/Exclude objects in query results

You caninclude or exclude an object from group membership regardless of whether
it is returned by the query. The Include and Exclude listen the Include/Exclude tab

affect group membership at two points in the update process:

1 Immediately - When you close the Qugey Designer dialog box, Automate
adds the objects in the Include list to the group membership and removes

the objects in the Exclude list from the group membership.

I f you have removed objects

from

is updated immedately. However, if you have removed objects from the
member ship

Exclude | ist, the groupds

by a scheduled job.

1 At group membership update- Whenyou update group membership
Automate obtains the query results, adds the lgiects to include, and then

removes the objects to exclude.

To update group membership, se&Jpdate SmartGroupsand Dynastieson

page 60.

e For best performance, use criteria to include or exclude objects as opposed to

= statically selecting the objectson the Include/Excludetab.
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‘J Query Designer - Password Expiry SG O X

File  View

Find  Messaging System Recipients ~
Start in: |DC=cheati,DC=com
General Password Expiry Options  Storage  Identity Store  Advanced  Include / Exclude  Smart Script
Include Exclude
© Add € Remove © 2dd € Remove
Name Type Name Type
Preview

Clear All

Cancel

Help

Ready

Figure 102: Include/Exclude tab

1 Thelnclude area displays the list of objects to include inquery results, and
hence ingroup membership. The list also displays the objects that are
imported to the membership of this group using the SelServicepor t al ds
bulk importfeatureor usi ng iAptt memadrseipfeature. Use
the Add and Removebuttons to modify this list.

i TheExcludeareadisplays the list of objects to exclude fromquery results,
and hence fromgroup membership. Use theAdd and Removebuttons to
modify this list.

Smart Script tab

Use the scripting feature of the Query Designer tavrite a script for your custom
logic. Automae scripting enables you to manipulate group memberships and Query
Designer attributes (except for Include/Exclude attributes).

.J Query Designer - Password Expiry SG ] X

File  View

Find | Mesesging Symiem Recnsne =
Start in: DC=cheoti,DC=com

General Password Expiry Options  Storage  Identity Store  Advanced Include / Bxclude  Smart Script

Preview

Clear All

Cancel

Edt S
= j\ Help

Ready

Figure 103: Smart Script tab
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If no script has been added for the group, this tab is blank.

Click the Edit Script button to launch the Group Script Editor for writing a script.

Group Script Editor

The Group Script Editor is a fulfunction scripting environment for writing, testing
and debugging code. Its supported language is Visual Basic .NET. In addition to the
default .NET libraries,you get custom, specialized libraries called PowerTools.

[Test Smart Group] Group Script Editor m} X
File Edit Advanced Bookmarks Tools Build Help
G AR © 2

1 bption striet off ~

15

2
3 Imports System

4 Imporcs System.Text

5 Imports System.Text. RegularExpressions
g Imports System. IO

7 Imports System.Collections

8 Imports System.Collections.Generic

] Imports System.Math

10 Imports Microsoft.VisualBasic

1 Imports imanami.groupld.Scripting.CodeDomBase

12 Imports Imanami.Groupld.Scripting

13

14

15

16 module ImanamiExposedCode

17

18 #Region "Imanami Generated Code"

1% '<--- PowerTool Instance Definitions ---> W

US-ASCIl Line 1; Column 1 JINS | .

Emors

Figure 104: Group Script Editor

The code that you see wheryou open the editor for the first time is a template. It
includes:

1 Import statements for all default namespaces that must be included in your
code.

1 The region where the initializing code for Imanami PowerTools will be
added. The initializing code is automécally generated whenever a new
PowerTool reference is added to the environment.

1 The events exposed by the scripting framework.

Automate saves scripts written in Grougscript Editor in the GrouplD databaseso

no physical file is created. Each time you ogn the editor for viewing or editing, it
retrieves your script from the database. Should you need to use a script for another
Smart Group or Dynasty, you must copy it from the source editor and then paste it
in the editor of your target group.
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Adding Refer ences

Use theTools > Add Referenceommand to display theAdd Referencedialog box
that lists the various components and DLL libraries included in your script. The Add
References dialogoox functions in a manner similar to that of Visual Studio. This
dialog box edits the script references for the current script. A script references file
contains information about the run-time requirements of a library or component,
such as which files are needed, how they are to be registered, and where on the
host machinethey should be installed.

wote There is an issue that arises when incorporating components that require futfust

— permissions to run. During development, components run at fultrust, which may
not be the case in the environment the project is deployed to. &run time, if the
environment is running at a partiattrust security level, you can get codeaccess
security violations. Thus, it is necessary to test applications in a variety of diverse
‘trust' scenarios.
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Automate

For an identity store, you can customize the different group listings available in
Automate. For example, you can:

)l
)l
)l

Setthe page size forAutomate listings
Specify thenumber of workflow requestsin listings

Specify whether to show groups from all containers in the identitystore or
from a specific container

Specify column headers for group listings

Filter groups in a listing

Set Pagination for Automate listings

You can specify the page size for Automate listings. This means that you can set the
maximum number of items to display on a page. Users will have to use the page
navigation options at the bottom of the listing to move back and forthbetween

pages.

Automate listings include:

il
)l
)l
il

All Groups and its sublistings
My Groups
My Memberships

Recycle Bin

By default, 35 items are displayed on a page; you can set it to any number between
10 and 2147483647. If you specify a value beyond this rangét is automatically
reset to the default value, that is, 35.

For optimal performance,leave this setting to default.
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To set the page size:

1. In GroupIDManagement Console, expand théutomate node and select the
required sub-node.

The bar at the bottom of the page displays the settings that control the
page size.

Pagelof 1133+ > (35

Showing 1 - 35 of 39649 Objects |

2. Use the dropdown list to specify the number of items to display in the
listing on this page. Options are 35, 100, 500, 1000, and Other.

SelectOtherto specify a different number.

Page Size of ltems to be Displayed n

Set the page size of tems to display in the result pane.

Page size to display:
10

==

Figure 105: Page Size of Items to be Displayed dialog box

3. Inthe Page Sizeto display box, type the number of items you want to
display on the page and clickOK

Set the number of Workflow requests in listings

You can set thenumber of workflow requests to be displayed on theMy Requests
Requests Inbox and All Requestspages. (These pages are displayed when you
expand the Requestsnode in GrouplD Management Console.)

This settings also applies to the number of record$etched as search resultson the
Find dialog box (Figure 46).

Users can launch theFind dialog box from multiple pages in Automate to search for
objects to designate as owners, managers, additional owners, members, and more.

By default, the Find dialog box and workflow request listings display 1000 items.
You canmodify this setting to limit the records.

To set thenumber of itemsfor display:

1. In GrouplD Management Console, expand th&utomate node, right-click All
Groups and then clickModify Maximum Items to display
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Maximum Number of Items to be Displayed n

Set the maimum number of tems to display in the result pane.

Maxdimum items to display:
1000

==

Figure 106: Maximum Numbers of Items to be Displayed dialog box

2. In the Maximum items to displaybox, type the number of items you want to
display as search results on thé=ind dialog box. This setting ako applies to
the number of workflow requests displayed on theMy RequestsRequests
Inbox, and All Requestspages.

3. ClickOK

Managing resources through data scope

By default, Automate displays groupg$rom the entire identity store. You can save
network bandwidth and resources by limiting the display scope to an organizational
unit.

1. Expand theAutomate node, right-click All Groupsand selectModify Group
Scope

Recipient Scope n

Select a scope for recipient configuration:

(®) View all recipients in specified onganizational unit

Organizational Unit:
|iee Jocal | Browse

[ Recipient Domain Controller

| |
Help Cancel

Figure 107: Recipient Scope dialog box

The Select a scope for recipients configuratiorand Recipient Domain
Controller options do not apply.

2. You can specify an organizational unit for Automate to display groups only
from that organizational unit.
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a. Make sure thatView all recipients in specified organizational unitis
selected.

b. Click the Browsebutton next to the Organizational Unitbox.
The SelectContainerdialog box is displayed:

Select container X
=-@ Entire Directory
% adatum local
+- 1@ east.adatum local
+-i@ south.adatum local Cancel
+-g west adatum local Help
Create

Figure 108: Select Container dialog box

c. Select an organizational unit and clickOK Groups residing in the
selected organizational unit will be displayed in Automate group lists.

Group lists are discussed iTable 1.

3. ClickOK

NOTE The groups displayed in listings also depend on theearch policydefined for
a security role in an identity stae.

For example, when the search policy restricts the search scope for Automate
to a container (C1), the user can only select a setontainer under C1 on the
Modify Group Scopelialog box. As a result, Automate listings display

groups from that sub-container only.

The modify group scopeetting only applies to the logged-in user.

Sorting a group list

To display groups in lists, GrouplD employs columns, where each column header
represents a schema attribute The col umn di spl ayeach hi s att
group listed. (Group lists in Automate are discussed ihable 1.)

You can add and remove columnglo add a column,simply select an attribute to
use it ascolumn header. Columns aded or removed apply to all group listings.
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GrouplD also employs column sorting to make it easier to locate specific groups in
lists. By default, group lists are sorted alphabetically by group name. You can
change the default sorting criterion to other column headers.This setting is specific
to each group list.

Specify column headers for group lists

1. In GroupIlD Management Console, sele&utomate > [any group node].

2. Click Column Optionsin the top right corner.

ColumnOptions X
You can Add/Remove Columns from the following Lists

Schema Attributes ~ Selected Attributes

accourt Expires displayMame

aC5PolicyMName objectClass

adminCount managedBy_Resolved

adminDescription IMSGCriteria

admin DisplayMame modfy TimeStamp

assistant ¥Group Expiration Date

badPassword Time Add > distinguishedName &

badPwdCount

c < Remove

cn f

co

codePage

comment

company

countryCode

create Time Stamp o

< >

0K Cancel

Figure 109: Column Options dialog box

3. The Selected Attributescolumn displays the schema attributes that are
being employed as column headers in group listings.

i To add a new column, select an attributen the Schema Attributeslist
and click Add. The attribute is moved to theSelected Attributeslist and
will be displayed as a column header in group lists.

1 Toremove a column, select the required schema attribute in the
Selected Attributeslist and click Remove The attribute is moved to the
Schema Attributeslist and will not be displayed as a column header in
group lists.

4. Click OK

This column header setting applies to all group listings in Automate, such as those
discussed inTable 1.
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Sort the groups in a list

1. In GrouplD Management Console, sele&utomate > [required group node].

2. Inthe groups list, click a column header to sort the groups by it. For
example, click the Owner column header to sort the groups by owner.

Clicking once on a column header arranges the group list in ascending order
and clicking again sorts it in descenthg order.

Apply filters to a group listing

You can apply fiter expressions to reduce the number of results returned ina group
list in Automate. (Group lists in Automate are discussed ifiable 1.)

A groups list, by default, shows all relevant groups in the connected identity store,
based on the maximum limit set for displaying groups (se&et Paginationfor
Automate listings on page 163) and the specified data scopeHRigure 107).

Filters help you narrow down groups list based on the criterion you specify. Select

an attribute and specify a value, along with an operator that sets the condition that

the value must satisfy for groups to be displayed in th list. For example, if you

select Expiration Date as the attribute, sp
exactlyd operator, al | groups that wildl exp
in the groups list.

Note that the Recycle Bin inAutomate does not support DN based filters.
To apply a filter expression
1. In GrouplD Management Console, seleé&utomate > [required group node].

2. Click CreateFilter at the top of the list.
This displays a row of fields for specifying the filter expressia.

Fields list Operators list Value box

&%, Private Groups| DC=tech2k8 DC=com

|m v| |Starts with v| |a | ~<
Add Expression 2% Remove Filter = Apply Filter
P < pely

Figure 110: Group list filter

3. Specify a filter expression to filter the group list.
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a. From the first box (Fields list), selectan attribute to apply the filter on.

This list contains all schema attributes and two database atthutes,
] Expiration Dated and J Expiration Poli

In case of Active Directory, if Exchange schema was added to Active
Directory schema by the network administrator, then this list also
contains Exchange attributes.

b. From the second box (Operators list), dect the operator or rule to apply
to the selected attribute and its value.
SeeTable 12 to learn about the available operators.

c. Inthe third box, spedfy a value for the attribute. The operator
determines whether the groups that have the specified value for the
selected attribute should be displayed in the groups list or not.

For some operators, this field is not available, such ais presentor is
not present, which are not comparison operators. Both conditions use a
wildcard to return all groups that fit the criteria.

The filter will return results considering the specified criteria (attribute,
condition, value).

4. For each additional expression, clickddd Expressionand repeat step 3.
You can create up to 10 expressions.

Each additional filter applied will be combined with the others to return
results that satisfy all the given filters.

9 You can remove a filter by clicking 7 next to the required filter
expression.

1 Click RemoveFilter to remove all filter expressions for a group view.

5. Click Apply Filter.
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Group Management Concepts

Group classification

GrouplD classifies groups into two broad categories: Unmanagéstatic) groupsand
Managed(Smart Groups)These categories are discussed i6hapter 4- Creating
Groupson page?27.

Group security

Security type indicates the access level for a group. GroupID provides three security
types:

Private groups

A private group is one whose membership is determined solely by the group owner.
The owner determines who can join and leave the group. Additional owners can
also manage groupmembership. However, users cannot even request to join or
leave a private group.

Semi -private g roups

Semiprivate groups, like private groups, have an owner who determines
membership, except that members can request to join and leave the group.

Public groups

A public group is open to all users. Users can join and leave a public group without
requiring owner permission. The administrator can configuremail notification s to
be sent to the group owner when a member joins or leaves the group.

NOTE The group securityoption is available with a GrouplD SeHService license.
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Group t ype

Groups fall into two functional categories: distribution groups and security groups.

Distribution groups

Distribution groups, also called distribution lists, are designedto combine users
together so that you can send emails (via a mail server) collectively to a group
rather than individually to each user in the group.

Distribution groups can be used only with email applications (such as Microsoft
Exchange). These groups are not securignabled, which means that they cannot
be listed in discretionary access control lists (DACLS). If you need a group for
controlling access to shared resources, create a security group.

Security groups

Security groups provide an efficient way to assign accegs resources on your
network. Using security groups, you can:

9 Assign user rights

User rights are assigned to security groups to determine what members of
that group can do within the scope of a domain (or forest).

For example, a user who is added to th&ackup Operators group can baek
up and restore files and directories located on each domain controller in the
domain. So, by being a member of this group, you inherit the user rights
assigned to the group.

1 Assign permissions to resources

This is different from user rights because user rights apply across an entire
domain versus permissions that are directed to a specific entity. Permissions
determine who can access the resource and the level of access, such as Full
Control or Readonly.

Security groups ca also be used as a distributiorgroup in Exchange These are
known as securityenabled distribution groups.
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Group scope

Universal

Global

Groups are characterized by a scope that identifies the extent to which the group is
applied in a domain or forest. The boundary, or reach, of a group scope is also
determined by the domain functional level ofthe domain in which it resides.

A gr ou deternsneso p
9 the domains from which members can be added to the group
1 the domains where the group @n be used to grant permissions
1 the domains where the groyp can be nested in other groups

A group can be of universalglobal, or domainlocal scope.

Use groups with universal scope to consolidate groups that span domains. To do
this, add the accounts to groups with global scope, and then nest these groups
within groups that have universal scope. When you use this strategy, any
membership chames in the groups that have global scope do not affect the groups
with universal scope.

Do not change the membership of a group with universal scope frequently, because
membership changes cause the entire membership of the group to be replicated to
every dobal catalog in the forest.

Use groups with global scope tomanage directory objects that require daily
maintenance, such as user and computer accounts. Becaugeups with global
scope are not replicated outside their own domain, you can change agunts in a
group having global scope frequently without generating replication traffic to the
global catalog.

As a matter of best practice, you should use global groups or universal groups
rather than domainlocal groups when you specify permissions odomain directory
objects that are replicated to the global catalog.

A global group can contain users, computers, and groups from the same domain but
not universal groups.
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Domain Local

Groups with domain local scope help you define and manage access to resoes
within a single domain. For example, to give five users access to a printer, you can
add all five user accounts in the printer permissions list. If, however, you later want
to give the five users access to a hew printer, you must again specify all five
accounts in the permissions list for the new printer.

A domain local group can contain users, computers, global groups, and universal
groups from any domain in the forest and any trusted domain, as well as domain

local groups from the same domain. Such group can be a member of any domain
local group in the same domain.
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Azure AD vs. Active Directory based identity store s

This appendix discusses the GrouplD features that work differently in Active
Directory and MS Azurebased identity stores.

Group expiration policy

The Azure portal offers limited options to define a default expiry policy for groups
whereas GrouplD provides a comprehensiv@éroup Life Cycle policy

Since these policies are notintg r at ed; you can either use Az
expiration policy settings for groups in an Azurebased identity store.

Group nam ing policy

The group naming policy defined in AzureADi s not i ntegrated with
Group Name Prefixes policyAs a result:
T Azureds group naming policy has no i mpac
GrouplD.

1 Prefixesor suffixes that are applied to groups created in Azure cannot be
modified using GrouplD.

/s To usethe sameprefixes for groupnames as are defined in AzurdD, it is

recommended that you define the same prefixes in GrouplD.

Dynamic Groups in Azure AD

A dynamic groupcreated in the Azure portal would not be automaically upgraded
to a Smart Group in GrouplD. It will be displayed as a static (unmanaged) group.
However, its membership would be managed dynamically in Azure.

You should apply a query taa group either in the Azure portal or in GrouplD. Do not
manipulate the same object simultaneously from GroupID and the Azure portal.
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Multifactor authentication policy

In GrouplD,a multifactor authentication policy can be definedfor an identity store.
This policy appliesto GrouplD Password Center User portaéand the GrouplD
mobile app.

The multifactor authentication policy defined for the Azure portal cannot be
integrated with the Groupl D multiWwaldtor aut
apply to the Azure portal only while the GrouplD policy would appy to the GrouplD

Password Center useportal and the GrouplD mobile apponly.

User roles in Azure AD and GrouplD

When auser, with a simple user role in the Azure portal, is assigned a security role
in GrouplD, then he/she can manipulate directorpbjects using GrouplD that he/she
cannot otherwise manipulate directlyon the Azure portal due to limited role
permissions.

The actions that a use can perform using GroupID depend on the permissions
assigned to his or her rolein GrouplD These permissios may conflict with the
permissions that the user has on the Azure portal.

For example, a user who cannot create groups in the Azure portal can create groups
in Azure AD ugng GrouplD if hisor her GrouplD role has permissions to create new
groups.

To avoi conflicts, GroupID administrators should grant permissions teecurity
roles with discretion.

Groups in Azure

1 You cancreate security groups Office 365 groups and distribution lists
using GrouplID,if Office 365 is set as the messaging provider fothe identity
store. However, security groups cannot be matenabled.

1 Azure AD does not allow a group to be added to the membership of an
Office 365 group. For this reason:

1 An Office 365 group canonly have user objects as its members.

1 Even ifthe query foran Office 365 group returnsdifferent object types,
only user objects are added to group membership

1 Thenesting option in the jout of bo u n d s d sferaurt idemtity gtore
would empty the membership of a Smart Groupf the Office 365 type,
since nestedgroups cannot be added as group members.
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1 A Dynasty camot be created as an Office 365 group.

1 Youcannot create Office 365 connected Yammer groupseams groupsand
Planner groupsusing GouplD.

These groups can be created &m their respective portals.

However,Yammer, Teams, and Planner groups will be displayed in
Automate and the SelfService portal when their respectivesubscriptions

are added toOffice 365. When you update these groups using GroupID, your
changes will be reflected on the Yanmer, Teams, and Planner portals
respectively.

1 Azure AD supportsmultiple primary owners for a group.However, you
cannot create a group unless you specifytdeast one primary owner for it.

1 Only user objects can be set aprimary owners.

1 When you expire an Office 365 group using GrouplD, its member list is
backed up in the databaseand then clearedfrom Office 365. The Microsoft
Graph API does not allow for the modification and removal of thenalil
attribute; therefore, it is not possible to remove thegrop ds e mai |
it mail -disabled.

User and Contact objects  in Azure

9 You can createusers (non maitenabled) andmailboxes in an Azure based
identity store. The contactobject type is not supported.

1 The Photoattribute is only available for an Office 365 user (mailbox)

1 GrouplDPasswordCenter portal does not display thepasswordexpiry date
of a user account inan Azure based identity store.

1 T h elocksignind o pirt thedzure portal is enabled whena user's
account is disabledor locked outin GrouplD.

For example, if a user is locked out due tahe domain policy or disabledby
the User Life Cycle job, the &ure block sign inwill be enabled. The
disabled/locked user will not be able to log into his orher workstation
either.

Other

1 For an Azure based identity store, you must configure Office 365 as the
messaging provider and SMTP server.
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1 The Reportsmodule in GrouplDdoes not generatereports for an Azure
based identity store.

9 The Recycle Bin does notlisplay anydata for an Azure based identity store.

1 GrouplDManagement Shell cannottommunicate directly or remotely with
Microsoft Azure and Gfice 365.

1 Microsoft Azure is not supported a a source or destination provider in a
Synchronize job. However, you can use Office 365 as a destination provider
to provision or deprovisionobjects n Azure.

1 Smart Groups and Dynasties in anzAire based identity store use adevice
structured query language (and not an LDAP querylo update group
membership.

1 Only the Azure ADattributes listed in the Microsoft Graph APl v B.2
schemafile are available in GrouplD.

1 Thecompanyattribute in Azure AD stores the name of the company
registered on the Azureportal and cannot be manipulated using GrouplID.
An Azure based identity stores uses th©fficeLocation attribute as an
alternative for the company attribute.
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Define a Smart Group Update job

You can definea Smart Group Updatgob for an identity store and applyit to Smart
Groups and Dynasties. The Taskcheduler keeps checking scheduled jobs and
initiating scheduled job runs.

Multiple Smart Group Update jobs can be defineghowever, you can also apply one
job to multiple groups.

The Create Joldialog box is as follows:

Create X

General Triggers Authentication Notffication
Name: ‘
Name Preview: ‘SmanGmup_
Last ran: ‘ <Never>
Nexd run ‘ <Never>
Portal Url: \ v| Add Group..
Targetls): | Name DN Add Container...

Remove

Help Cancel Apply

Figure 111: Create Job dialog box i General tab
General tab

1. Inthe Namebox, type a namefor the job.

2. The Name Previewbox displays the job nameprefixed with SmartGroup.
The job is displayed with this name in the scheduled jobs list ané&mail
notifications.

178 © 2022 Imanami | Now Part of Netwrix



Appendix C - Define a Smart Group Update job

3. Thelastran box displays the date and time the job last ran.

4. The Next run box displays the next date and time the job will run.Use the
Triggerstab (Figure 112) to specify a triggering criterion for the job, that,
when met, starts the execution of the job.

5. From the Portal Url list, select a SelfService portal URL to include it in job
specific notification emails. This URL redirects recipients to the portal.

You must be licensed to use GroupID Sefervice for portal URLsto appear
here.

6. TheTarget(s)box is for specifying the containers, Smart Groups, and
Dynasties the job will process.

1 To specify a Smart Group or Dynasty, clickdd Group Then use theFind
dialog box (Figure 46) to search and select the required group(s).

1 To specify a container, clickAdd Container. Then use the Select
Containerdialog box (Figure 108) to select one or more containers.
The job will processall Smart Groups and Dynasties in the selected
container and its subcontainers.

To remove a group or container from theTarget(s) box, select it and click
Remove

Triggers tab

Create x

General Triggers  Authentication

Trigger Details Status

New... Edi. Delete

Helo Cancel

Figure 112: Triggers tab

1. Click Newto specify a triggering criterion for the job, that, when met, starts
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the execution of the job.

New Trigger - X

Begin the task: | On a schedule A4
Settings

O Onetime | 3/12/2019 [Fhg | 3:29:52 PM = Synchronize across time zones

O Daily
Week r
SN Recurevery: |1 +| weeks on:
iy [J Sunday [ Monday [] Tuesday [] Wednesday
[] Thursday [ Friday [] Saturday

Advanced Settings

[] Delay task for up to (random delay):  Indefinitely

[ Repeat task every:  Indefinitely Indefinitely
Indefinitely

[ Expire  2/12/2019 3:29:52 PM 3

[+ Enabled

Figure 113: New Trigger dialog box
The Triggers dialog box is the same as available inNindows Task
Scheduler Visit this page for help.

2. After specifying the settings, clickOK
The trigger is displayed on theTriggerstab (Figure 112).

A job can have om or more triggers, allowingit to start in many ways. With
multiple triggers, the job will start when any of the triggers occur.

Authentication tab

Create X
General Triggers Authentication
Identiy Store: | |
User: ‘ J
Provide Credentials...
b =

Figure 114: Authentication tab
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Notification

A Smart Group Update job is specific to an identity store. On th&uthentication tab,
select an identity store andprovide the credentials of a service account to run the
scheduled job in the identity store.

1. Click Provide Credentials the Login window (Figure 2) is displayed Select
the identity store that GrouplD Management Console is connected to, and
provide the credentials of a service account to run the scheduleap in the
identity store. This account must have administrative privileges in GrouplID.

2. ClickLog in.
The identity store and the service account are displayed in thidentity
Store and Userboxes.

tab

Create it
General Triggers Authentication Motification
Send a job completion report

Options

To: |

[[] Send report to group owner(s)
Send Report When

(O Aways send report
() Only when job succeeds
® Only when job fails

O Only when membership is changed

Help Cancel Aoply

Figure 115: Notification tab

Use theNotification tab to set Automate tosend a summary reportto the group
owner(s)as well as to any other recipient when the group is updated.

This summary report is sent as an email notification andontains a URL that
redirects users tothe Self-Service portal,where they can take the actions indicated
in the notification. This URL is selected on th&eneraltab (Figure 111) of the
CreateJobdialog box.

1. Select theSend a job completionreport check box toenable email
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oOTE
b=

OTE
-

4.

5.

notifications.

When a job run is completed, a summary repowill b e sent to the specified
recipients.

In the To box, enter the email addresses of one or more notification
recipients, separating multiple addresses with a semicolon (;).

All the recipients mentioned here will get a report of all the groups updated
by the job.

Select the Send Report to group owner(stheck box to send a rgort to
each unique group owner of he groups processed by the jobMoreover,
each Dynasty owner receives a notification about its grou@and direct child
Dynasties.

Group owners include the primary owner, additional owner(s), and Exchange
additional owner(s).
In the Send Report Wherarea, select one of the following options:

1 Always send report- Always send the notification, whether the job
succeedsor fails to update the group(s).

1 Only when job succeeds Send the notification only when the job
successfuly updates the group(s).

With this option selected, a notification will be sent only when all
groups added to the job are successfully updated when the job runs.
Even if one group fails to be updated, the notification will not be sent.

1 Only when job fails- Send the notification only when the job fails to
update the group.
With this option selected, a notification will be sent even when all

except one group fails to be updated when the job runs.

1 Only when membership is changed Send the notification only when
any changes are made to group membership as a result of the job run.

Click OK

For email notifications to be sent, an SMTP server must be configured fdane
identity store.

When aSmart Group Updatgob runs on a group, the notification behavior is as
follows:
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T I f the email address of a grouphpsbutaddi ti o
the Do not Notify check box is selectedfor it on the ManagedBy tab in group
properties Figure 39), the additional owner will receive the notifications.

1 If the SendReport to group owner(s)check box is selected but theDo not
Notify check box is selected for an additional owner on theManagedBy tab in
group properties Figure 39), the additional ownerwill not receive the
notifications.

When a Smart Group Update job is bound to only one OU that contains all expired
Smart Groups/Dynasties, a notification will not besent, even if the Always send
report option is selected. Expired Smart Groups and Dynasties are not evaluated for
the update process. However, even if one Smart Group/Dynasty in the OU is not
expired, a notification will be sent for all objects with failed status for expired

objects.

TE
votE
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Script Editor in Automate

The Dynasty Options Script Editor provides an environment for writing custom
scripts using Visual Basic .NET to customize settings for pareDynasties.

To launch the editor:

1. On the GrouplDtab (Figure 44) in group properties, click theOptions button.

2. Click the Edit Scriptbutton on the Generaltab of the Dynasty Optionsdialog
box.

Dynasty Options Script Editor - Visual Basic.Net = ==

Export script—}

Import script=—=
Test script

Dynasty Levels

{dick to modify

|| serip)
company

Group by department

attrbutes e

- File name

Current cursor
osition
Errors P

Figure 116: Script Editor for an organizational/geographical/custom Dynasty

The Dynasty Options Script Editor is a lightweight editor that not only fulfills the
basic requirements of opening and saving files, but provides some advanced

functions, such as colorcoding for keywords,auto-complete, and a utility for
testing your script.

Group -by attributes buttons

The editor creates a button for each grougby attribute and displays them in its left
pane. Click a button toview code in commented form for the general settings
defined for the corresponding groupby attribute. You can uacomment the code for
the desired setting and customize it according to your requirement.
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Groupby buttons are available for use with all Dynasties except managerial
Dynasties.

Sample script for an Organiza tional Dynasty

The following lines of code customize the groupby filter to strip out the value of
the group-by attribute after the slash (/), including the slash. This sample code also
defines the LDAP search format in the FilterLDAPSearchFormat command.

NOTE Do not change the value of FilterMethodName. It should always be GroupByFilter.

'‘Warning: Do not alter method name

Sub SetDynastyOptions(Byval args as DynastyEventArgs)
'Uncomment below lines to customize

‘args.GroupBy = "company"

'args ChiIdContainer = "OU=Farzana,DC=tech2k8,DC=com"
‘args.Separator = "

args.FilterMethodName = "GroupByFllter
args.FilterLDAPSearchFormat = "{0}/*"

End Sub

'Warning: Do not alter method name

Function GroupByFilter(Byval value as string) As string
Return value.split("/")(0 )

End Function

Sample Script for a Managerial Dynasty

The following lines of code customize the top manager logic by passing two top
managers and have the dynasty structure bl upon the top manager foundin the
directory.

'‘Warning: Do not alter method na me

Sub SetDynastyOptions(Byval args as DynastyEventArgs)
‘Uncomment below lines to customize
args.TopManager = ChooseTopManager ("CN=Farzana
Qureshi,CN=Users,DC=tech2k8,DC=com","CN=Faiga
Usman,CN=Users,DC=tech2k8,DC=com"
‘args.ExcludeNestedReports = False

‘args.Container = "CN=Users,DC=tech2k8,DC=com"
‘args.CreateFlatManagerialList = True
‘args.IncludeManagerAsMember = False

End Sub

Function ChooseTopManager(ByVal mgrl as String,ByVal mgr2
as String) as String
Dim entry as DirectoryEntry
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entry =

ActiveDire  ctoryTool.BindToDirectoryEntry("CN=Users,DC=tech2
k8,DC=com","admin”,"abcd123R")

Dim result as

System.DirectoryServices.SearchResultCollection

Dim resultArray as System.Collections.ArrayList

result =

ActiveDirectoryTool.FindAll(entry,"(distinguishedName=" &

mgrl & ")",1)
resultArray=ActiveDirectoryTool.SearchResultToDistinguished
NameList(result)

if resultArray.Count=1 then
return mgrl

else

return mgr2

end if

End Function

Writing Scripts

Scripts written in the script editor may include:

1

= =/ =2 =4 =4 =4 =

The ATM Obiject

PowerTools, provided their reference is added iGroup Script Editor

VB .NET keywords ahoperators

VB .NH decision structures and loops

Local variables

VB .NET global string fundbns and other global functions

VB .NET framework class libraryamespaces, objects, and methods

COMobjects with late binding

Some restrictions apply:

1

No classes, modules, namespaces are allowed. If required, their references
should be added inGroup Script Editor

No module-level statements 3- such as Import or Option statements- are
permitted.

The ATM o bject

Automate Transformation Manager (ATM) is a shared (static) object that is
accessible from the Group Script Editor. ATM exposes the events for the
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membership update process. lalso exposes methods and properties that enable
you to access inmemory data structures and Query Designer attributes. The script
in Group Script Editor is executed within the scope of ATM.

The following tables list the events that ATM exposes.

Public Memb ers

Public Events

Member Description

Context (property) Provides access to the irmemory context object.
AddToContext(method) Adds a new data item to the context object.
CancelUpdate(method) Cancels the membership update process.
RemoveFromContext Removes the specified item from the context
(method) object.

Event Description

Startup The Startup event is raised when the membership

update session starts. If PowerToolare used, they are
initialized along with other objects.

BuildQuery During BuldQuery, the settings from theQuery
Designerare used to construct the LDAP statement
that will be executed to update the membership of the
target group. The Query Designer settings are
accessible within the scope of this event and can be
accessed and changed using thQueryEventArgs
object.

Any changes to the attribute values are not
permanent and are limited to the scope of the
script. Therefore, if youopen the Query
Designer dialog box(Figure 88) after executing
the script, the QueryDesignersettings will be
the same as they were before executing the
script.

MembershipUpdating This event is raised before memberships are updated
in memory. At this stage, memberships can be
manipulated as required.The Query Designersmart
attributes at this stage arealso accessible, but any
changes to their values will be ignored.

TE
NOTE
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Event Description

MembershipUpdated Memberships have been updated in memory according
to the query statement created in the BuildQuery
event.

Any changes to memberships at this stage are
not validated and are considered a forced
change. For example, if a new object is
programmatically added to the membership,
its existence on the source will not be
validated.

OTE
g

MembershipCommitting This event is raised before memberships are saved at
the destination data source. Even at this stage, any
changes to the memberships are coridered to be
forced and are not validated.

MembershipCommitted Memberships are saved at the destination data source

UpdateFailed Any error that causes the job to fail raises this event.
This event is useful for handling exceptions, such as
logging the error, sending an email to the
administrator, or adopting an alternate course of
action for your code to continue ignoring the error.

Shutdown The membership update session is about to finish. Thi:
event is useful for deallocating resources, sending
notifications, and other similar activities.

While you can manipulate the memberships of Smart Groups and Dynasties using
different events in the membership update process, thegroup membershipsetting
defined at the identity store level, such as Out of Bounds and Nesting &mbership,
still apply to them.
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External database connectivity for ODBC and S QL

When you use an external data source for a Smart Group query, GrouplD uses SQL
authentication to connect to this data source. However, for Microsoft SQL Driver
and ODBC connectors (only System DSN supported), you can choose to connect via
Windowsauthentication.
-
Find |l [ocyonts Das:::: :;m provider and specify settings for the provider.
e 2
Select Mapping Attributes: | |dentity Stere Attribute: Nene | Database Attribute: | None Ei::;:j;zzmmm
Connection: H = I ‘Sewer Vl
e Database: Table or view: |
= = |
Caneel
Figure 117: Authentication modes for data providers
When Windows authenticationis selected for a data source provider (SQL Driver or
ODBC) on theData Providerdialog box, GrouplD10 uses the accountconfigured in
GroupIDAppPodl0 to connect to the external datasource.
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Figure 118: GrouplDAppPool10 configured with domain account, cheoti\GID1

For the authentication mode (SQL authentication or Windows authentication), the
following scenarios apply to the SQL Driver and ODBC data sources:

Scenario # 1: When GroupID 10 Data Service is connected to SQL Server via
SQL authentication and SQL Server is on the same machine as GrouplD.

In this case, GroupIDAppPo@D will be configured with a domain account or gMSA,
as specified in the GrouplD Configuration tool.

9 For SQL Driver, ithis domain account/gMSAis present in SQL Server with
] dbwner d right s o0 nase,thesystemmwill @lomtQuaerye dat ab
Designer to connect with SQL. Server (external data source).

1 For ODBC, System DSN will work if the thirgharty database has a Windows
login of the accountconfigured in GrouplDAppPool10n case of 64bit
System DSN.

In case of 32bit System DSN, the system will not look for the account
configured in GroupIDAppPodlO in IIS, but will use the credentials
configured in Imanami ServiceODBC vi1(provided that the user credentials
exist in third party database with Windows logn).
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