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About GroupIiD 10

GrouplD10 hasbeen designed to workwith any identity store, such as a generic
LDAP provider GSuite, Microsoft Azure,and more.

The GrouplID Installer

The GrouplDlInstaller redefines GrouplD installation as an efficient shift from a
manual, time-consuming joh

Till GrouplD 7,usershad to manually install software and enable Windows features
required by GrouplDThe task was made more complex whethese prerequisites
varied slightly for different modules and portals.

With the GrouplDlInstaller, you just have to specify the GrouplD modules anthe
messaging provider you wanto use. Based on this information, the Installer not
only auto detects the prerequisite software and Windows features that GroupID
requires, it also installs them without any manual intervention. This has practically
simplified GrouplID installation, reduced workloads, and diminished installation
times from hours to just a few minutes.

Furthermore,GrouplD onfiguration is no more a distinct task; rather, it has been
seamlessly integrated into theinstallation experience. Oncey o udv e r un
Installer, launch GrouplD and start using it.

1
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Part 1 - GrouplD’ Prerequisites
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Chapter 1 - GrouplD Prerequisites

This chapter covers theoperating system,Exchange databaseand hardware
required to run GrouplD10. The prerequisitesmay vary depending on your
environment.

Hardware Requirements

Minimum hardware reguirements for GrouplD are:

1 x64 Processor / Intel® Pentium® IV (2.4 GHz or higher)
1 8 GB of RAMfor up to 250,000 objects in the directory)
1 1024 MB hard drive space (for installation only)

Spacerequirement is relative to the provider's data size growth fo Elasticsearch
data.

Supported Microsoft ® Windows Servers

GrouplD supports the followingMicrosoft® Windows Servers
Microsoft ® Windows Server 2012 Family

1 Windows Server 2012 Standard

1 Windows Server 2012Datacenter
Microsoft ©® Windows Server 201 6 Family

1 Windows Server 206 Standard

1 Windows Server 208 Datacenter
Microsoft® Windows Server 201 9 Family

 Windows Server 2019 Standard

3 © Copyright Imanami Corporation 2021



Part 1 - GrouplID Prerequisites Chapter 1 - GrouplD Prerequisites

T Windows Server 2019 Datacenter

Supported Microsoft ® Exchange Servers

GrouplD supports the followingMicrosoft® Exchange Servers:
1 Microsoft® Exchange Servef010
1 Microsoft® Exchange Servef013
1 Microsoft® Exchange Servef016
1 Microsoft® Exchange Server 2019

Database Requirements

GrouplDrequires an SQL Server database to g®and retrieve data
The SQL database may reside on any SQL Server in your environment. GrouplD
supports the following versions of SQL Servers:

Database Server Editions

Microsoft® SQL Server 2008 = Express, Standard, Enterprise

Express editiomvailable at:
Microsoft® SQL Server® 2008 Express

Microsoft® SQL Server 2008 = Express, Standard, Enterprise

R2 Express edition available at:

Microsoft® SQL Server® 2008 R2 SP2
Express Edition

Microsoft® SQL Server 2012 = Express, Standard, Enterprise

Express edition available at:
Microsoft® SQL Server® 2012 Express

Microsoft® SQL Server 2014 = Express, Standard, Enterprise

Express edition available at:
Microsoft® SQL Server® 2014 Express

Microsoft® SQL Server 2016 = Express, Standard, Enterprise

Express edition available at:
SQL Server 2016 Express edition
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Database Server Editions

Microsoft® SQL Server 2017 = Express, Standard, Enterprise

Express edition available at:
SQL Server 2017 Express edition

Microsoft® SQL Server 202 Express, Standard, Enterprise

Express edition available at:
SQL Server 2@IExpress edition

The SQL Server Browser service is required and during the installation of SQL
Server, you can set its start mode either adutomatic Disabledor Manual If it is
disabled, SQL Servers are not listed in th8QL Servebox on the Databasesettings
page (Figure 15) of the Configuration Tool. In that case, you have to typehe server
namein the SQL Servebox to select the required server manually.

To enable the SQL Server Browser service, se®w to: Start and Stop the SQL Server
Browser Service

5 © Copyright Imanami Corporation 2021
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Chapter 1 - GroupliD’ Installer

After ensuring that all prerequisites have been sein the environment, you can
proceedto install GrouplD

The GrouplD Installerinstalls GrouplID without any manual configuration. It
comprises of:

1 Preparation Tool
Thistool not only detects prerequisite software and Windows features
required by GrouplD,; it also installs them automatically.

9 Installation Tool
When prerequisites are installed, the InstallatioriTool installs GrouplD.

 Configuration Tool
This tool carries out the GrouplDservices and database configurations.

GrouplD Installation Package

The GrouplD installation package consists of:

1 Core Installer (file folder)
1 Diagnostics (file folder)
T Guides (file folder)
1 Preparation Tool (file folder)
1 Setup.exe (application)

Who ca n install GroupID

Beforeinstalling GrouplD, make sure that the loggedn user is a member of the
local Administrators group on that machine.

OTE
Nt

Imanamirecommends a dedicated server for GroupID.

Do not install GrouplID on the domain controller.
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Part 2 - GrouplID Installation Chapter 1 - GrouplD Installer

Do not install GrouplD andMicrosoft® Exchange Server on the same
machine.

Installation Cases

Choose one of the four installation cases for GrouplQO0:
1 Case # 1 GrouplD10 to co-exist with GrouplD9 on the same machine

1 Case # 2GrouplD10 to co-exist with GroupID 7.0 8.0/ 8.1/ 9.0 in the same
environment

1 Case # 3In-place installation of GrouplD10 on the samemachine
1 Case # 4In-place installation of GroupID10 in the environment

The GrouplD10 installation and configuration process is the same forll four cases
You must ceate a copy of the database being used with the previou&roupID
version and bind the copy with GroupID 10. The database can be copied when you
configure GrouplID 10 Figure 15).

Next, run the Upgrade wizardit to make the copied databasecompatible with
GrouplD 10.0nce upgraded, the database schema changes, making it incompatible
with the previous GrouplD version

woe  WhenGrouplD10 co-exists with a previous GrouplDversion(case # 1 and 2)the
two must have separate database®ata is not replicated betweenthese databases

TE
note

This section does not apply to a fresh GrouplID installation.
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Chapter 2 - Installing GroupiD!

To use GrouplD, the first step is to install the prerequisite software and then
proceed to install GroupID.

Double-click the setup.exefile available in the GrouplID installation packageo
launchthe GrouplD Installer.

Review hardware requirements
Read the installation guide
Read the upgrade guide

by imanami Install pre-requisite software
Install GrouplD

Visit product website

Figure 1: The GrouplD Installer

Preparation T ool

Run the Preparation Tool on a machine to prepare it for GroupID.

woe  GrouplD requiresVicrosoft® .NET Framework Z.2. You mustinstall it on
— the machinebefore you run the Preparation ol.

1. ClickInstall pre-requisite softwares on the GroupID Installer Figure 1) to
launch the Preparation Tool.
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Imanami GrouplD Preparation Tool X

Imanami GrouplD Preparation Tool

Welcome to Imanami GrouplD Preparation Tool.

This tool is designed to help you prepare this machine for Imanami GroupID installation. It will make sure that the required
softwares and Windows features are installed and correctly configured in order to succesfully run GroupID on this machine.

Click Next to proceed.

Groueylgm

Figure 2: Welcome page

2. Read the welcome message and clickiext.
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Part 2 - GrouplID Installation

Chapter 2 - Installing GroupID

Imanami GrouplD Preparation Tool X

Please select GrouplD module(s) you wish to use.
If you are not sure, please select "All'

Al

Services
Automate
Self-Service
Password Center
Synchronize
Reports

Groupgylgm

What GrouplD modules do you want to use?

This allows the Preparation tool to detect and install the prerequisite software and Windows features for the selected modules.

Back | l Next

Figure 3: GrouplD Modules page

3. Select the check boxedor the GroupID modules youwant to use. This
allows the Preparation Tool to detect and install the prerequisite software

and Windows features for the selected modules.

4. Click Next.

11

© Copyright Imanami Corporation 2021



Part 2 - GrouplID Installation Chapter 2 - Installing GroupID

o
Ready to begin!

Following softwares and Windows features are required for GrouplD. Click Install button below, to detect and install them if
required, based on GroupID module(s) and Exchange Server(s) selection.

.NET Framework 4.7.2

PowerShell 3

IS

Office 365 Components

Microsoft Access Database Engine

Java Runtime Environment 8

Microsoft AD Module for Powershell

‘ &
G rou F’?yl iBnami Back | | Install

Figure 4: Ready to begin page

Based on the modules and Exchange Servers selected, tReadyto begin
page lists the required software and Windowsgeatures that the Preparation
Tool has identified for GroupID.

5. ClickInstall to begin.

The progress bar shows thenstallation progress while prerequisites are
installed.

6. Oninstallation, the next page displays the status of each prerequisite
software and Windows featureas Passear Failed

12 | © Copyright Imanami Corporation 2021



Part 2 - GrouplID Installation Chapter 2 - Installing GroupID

Imanami GrouplD Preparation Tool X

You are ready to install GroupID!

Congratulations!
Your computer now has all the required software and Windows features to run GrouplD. Close this tool and proceed with
GrouplD installation.

b .NET Framework 4.7.2 Passed
> PowerShell 3 Passed
v IS Passed
v Office 365 Components Passed
P Microsoft Access Database Engine Passed
i Java Runtime Environment 8 Passed
> Microsoft AD Module for Powershell Passed

1
G rou eylirgnami I | Close

Figure 5: Prerequisite Installation Status page

Expand the node for aperquisite to view its detalils.
1 APassegrerequisite has one of these statuses:
A was already installed (no action taken)
A Configured Successfully

1 For aFailedprerequisite, read the given message and take appropriate
action. That done, clickRetry to verify whether the prerequisite has
been installed.

7. After viewing the information, click Close
If you are installing the prerequisites for the first time, a messageo restart
the machine is displayed. ClickOKto restart.

To view the list of installed software and Windows features, refer taChapter 3-
What does thePreparationTool Install.
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Part 2 - GrouplID Installation Chapter 2 - Installing GroupID

Installation T ool

Installing GrouplID is a two-step process; agee to the license agreement and specify
the path where GrouplID should be installed.

1. ClickInstall GrouplDon the GrouplID Installer Figure 1).

e comp mormsimne
Introduction

Welcome to Imanami GrouplD installation wizard!

GrouplD provides Group and Identity Management solutions for your enterprise needs.
This installation wizard will install GrouplID at the specified path on your machine.

B
GreaglD.

Figure 6: Introduction page

2. Read the welcome message and clickiext.

14 | © Copyright Imanami Corporation 2021



Part 2 - GrouplID Installation Chapter 2 - Installing GroupID

Imanami GrouplD 10.0.7123.5 Installer Y

End User License Agreement

Please read and accept the Imanami GroupID License Agreement.

IMPORTANT NOTICE: READ CAREFULLY BEFORE INSTALLING OR USING SOFTWARE ~

IMANAMI CORPORATION CLICKWRAP LICENSE AGREEMENT

ARTICLE 1: GRANT OF LICENSE

1.1 Grant of Internal Use License. Imanami hereby grants to Licensee a non-exclusive, object-code
only, non-transferable, limited license to use, for a one-time thirty day evaluation of the Licensed Products or for
the Licensed Products for the License Term specified in Purchase Contract for the limited purpose of in-house,
internal use by Licensee, solely for Licensee’s benefit and not for the benefit of any other person or entity. Licensee
may use the Licensed Products with no more than the Maximum Number of Users and Maximum Number of
Managed Accounts for the time period (Term) specified in Purchase Contract. “Licensee” means an individual End
User, or if Licensee is an entity, the entity as named in the Purchase Contract. Licensee must first obtain written
consent from Imanami or an Authorized Reseller of Imanami, and pay license fees to use the Licensed Products
beyond the scope of use permitted by this temporary license. Licensee shall not use the Licensed Products for any
purpose or in any manner except as expressly authorized by this Article 1; for purposes of this sentence the term
“use” means and includes without limitation any loading, storing, installing, displaying, perceiving, scanning or
executing of a Licensed Product or any portion thereof through any means, whether direct, indirect, manual or v

[[J1 accept the License Agreement

GrOUEJPam

< Back | I

Figure 7: End User License Agreement page

3. Onthe End User License Agreemergage, review and accept the licensing
agreement and clickNext.

15 | © Copyright Imanami Corporation 2021



Part 2 - GrouplID Installation Chapter 2 - Installing GroupID

Imanami GrouplD 10.0.7123.5 Installer - X

Installation Path

Specify a location for GrouplD installation, or accept the one suggested by the installer.

Installation Folder
| C\Program Files\Imanami\GroupID 10.0\ I I Browse I

&
G rou pbyl»'mD&”,a'rv < Back | I Install

Figure 8: Installation Path page

4. In the Installation Folder box, secify the location where youwant to install
GrouplD or &cept the one suggested by theristaller. Click Install.

The progress bar shows the installation progress while all files are copied to
the specified location and GrouplD is installed.

wo=  When GrouplDO and GrouplD10 co-exist on the same machinethe

" GrouplD9.0 and GrouplD10.0 folders at the path, CtProgram
Files\Imanami, relate to the GrouplD9 and GroupID10 installation s
respectively.

5. Onsuccessful installation the Run Configuration Toolpageis displayed.
Use the Configuration Dol to configure GrouplD.

16 | © Copyright Imanami Corporation 2021



Part 2 - GrouplID Installation Chapter 2 - Installing GroupID

Imanami GrouplD 10.0.7123.5 Installer =

Run Configuration Tool

GrouplID has installed successfully. Click Next to configure GroupID.

n
areupll.

Figure 9: Run Configuration Tool page

6. GrouplD is installed on your machine.You can choose to configure GroupID
now or later.

1 Click Next to proceed with configuring GrouplD
OR

1 Click Close(3) on the Title bar to closethe GrouplDInstaller and
configure GrouplD later.

To configure GrouplD, refer taChapter 1- Configuring GrouplDin Part 3 -
GrouplID Configuration

17 | © Copyright Imanami Corporation 2021



Chapter 3 - What'does:the = Preparation
T ool Install

When the GroupID Preparation @ol runs, it installs the following software and
Windows features:

Software Comments
Required by all modules of GrouplD

Microsoft® Internet Information
Services (lIS) with the following role
services

A CommonHTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
WebDAV Publishing
A Application Development
V NET Extensibility

< <K<K

V ASP.NET
V ISAPI Extensions
V ISAPI Filters

A Health and Diagnostics
V HTTP Logging
A Security
V RequestFiltering
V  Windows Authentication
A Performance
V Static Content Compression
A Management Tools
V lISManagement Console
V IS 6 Metabase Compatibility
under lIS 6 Management
Compatibility

Windows server features:
A WindowsProcess Activation
Service

18 © Copyright Imanami Corporation 2021



Part 2 - GrouplID Installation

Software

V ProcessModel
V Configuration APIs

Microsoft® .NET Framework 4.7.2
features:

A WCF Services
V Hittp Activation and its
dependent features

Clickhereto download.

Microsoft® Distributed Transaction
Coordinator

WindowsPowerShell 3.0

Java Runtime Environment 8

Elasticsearch 6.2.4

Chapter 3 - What does the Preparation Tool Install

Comments

GroupID only supports this specific
version of .Net Framework

The Microsoft® Distributed Transaction
Coordinator service (MSDTC) is installed
during the installation of the Windows
OS. Errors that occur during installation
may stop the component from working
properly. Any errors that occur during an
upgrade process mawlso stop the
component from working properly

More information:
Microsoft® Distributed Transaction
Coordinator Service Installation and Setu

Windows Server 2012 includes
PowerShell 3.0 by default.

The Java Runtime Environment version
may very, depending on the OS.

If 95% of space is consumed on C drive,
Elasticsearch willstop responding
intermittently and will require a restart
after more than 95% space is available.

When Elasticsearch is locked, any object
created or modified in GrouplID will be
committed in provider but not in the
Elasticsearch repository.

% While configuring an Elasticsearch

— cluster on all GrouplD Instances,
make sure that port TCP IP 9305
or a custom port (configured in
the yml file for the Elasticsearch

19 © Copyright Imanami Corporation 2021
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Software

Microsoft AD module for PowerShell

WInRM IIS Extension

Chapter 3 - What does the Preparation Tool Install

Comments

cluster) is unblocked and remains
the same on each GroupID
instance that is part of the
master-slave cluster.

For GrouplD to make a connection to
Exchange, configure WinRM in one of the
following ways.

A Option 1: intra-Domain

Both GrouplID and the destination
Exchange host must be in the same
domain. Both systems must have
WIinRM configured (use the
PowerShell commandwinrm
/quickconfig for this). The default
value for the necessary listener(s) is *
and that is all that is necessry to
make a remote connection when the
aaut henticationy
specified.

Option 2: Inter-Domain

Both systems must have WinRM
configured (use the PowerShell
commandwinrm /quickconfig for
this). Design the hosts to trust each
other by configui ng 6 Tr ust
either by GPO or locally.

V By GPO:
Computer > Windows > Admin
Templates > Windows Components
> Windows Remote Management >
WinRM Client > Trusted Hosts

V Use this PowerShell command to

configure locally:

Set - Item

wsmar \ localhost \ Client \ Trus
tedHosts 1 Value
<servername.domain.com>

20
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Part 2 - GroupID Installation

Software
Required by Password Center
Microsoft® ASP .NET MVC 5

Required by Synchronize

Microsoft® Access Database Engine
2010 Redistributable

Clickhere to download

2007 Office System Driver

Clickhereto download.

Chapter 3 - What does the Preparation Tool Install

Comments

This is automatically installed with .NET
Framework 4.7.2.

Required if Microsoft® Office Access
2010 or Microsoft® Office Excel 2010 is
used in a Synchronize job, either as a
source or a destingion.

Install manually since the Preparation
tool will not detect and install it
automatically.

Required if Microsoft® Office Access
2007 or Microsoft® Office Excel 2007 is
used in a Synchronize job, either as a
source or a destination.

Install manually since the Preparation
tool will not detect and install it
automatically.

21
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Chapter 1 - Configuring GrouplD

Usethe Configuration Tool to configure a new GrouplD server or a new GrouplD
client. In either case, the tool configures

f
)l
)l
)l

A valid license for GroupID
Connection with GroupID Data Service and GrouplID Security Service
An encryption key to encrypt GroupID data

An SQL Server andatabase

w  When the IP of a GrouplD servemachine changes, you must run the Configuration
Tool again.

Configuration T ool

You can configure GrouplD immediately after installing it or later.

1.

Run the ConfigurationTool in one of the following ways:

1 To configure GrouplD right after installation, clickNext on the Run
Configuration Toolpage (igure 9).

1 When GrouplDs installed, the Configuration Tool is also indalled as a
separate program on the machine.

Launch the GroupID Configuration Tool from the Windows Start screen
or from GrouplD Management Console > Configurations node >
Configure GrouplD

In either case, he tool opens to the Introduction page.

23 © Copyright Imanami Corporation 2021



Part 3 - GrouplD Configuration Chapter 1 - Configuring GrouplD

¥ Imanami GrouplD Configuration Tool a5

Introduction

Welcome to Imanami GrouplD Configuration Tool.

This tool is designed to help you configure this machine for GrouplID.

v W
GroupbyIBnam Next

Figure 10: Introduction page

2. Read the welcome message and clickiext.

24 | © Copyright Imanami Corporation 2021



Part 3 - GroupID Configuration Chapter 1 - Configuring GroupID

¥ imanami GrouplID Configuration Tool =%

Select to create new server or use existing server.

Please select one of the following options:
@ Configure a new GroupID 10 server on this machine
Connect to an existing GrouplD 10 server

Configure new GroupID 10 server with existing database

Q GroupID o | [

Figure 11: GrouplD Server Configuration page

3. To configurea GrouplD serverr a GrouplD client,selectthe relevant
option.

1 Configurea newGrouplD10 server on this machines- configures the
GrouplD serverand the GrouplD Data Servicen the machine where
GrouplD is being installed.

It also configures the GrouplD Elasticsearclbervice asa master node for
the Elasticsearchservice clusterto support load balancing.

Follow the instructions in How to Configurea GrouplD Serveto
configure a new GrouplD server.

1 Connect toan existing GrouplD10 server3 configures a GrouplD client
that connects to a GroupID server alreadgonfigured in your
environment.

Follow the instructions in How to Configure a GroupID Cliento
configure a GrouplD client.

wore  All GrouplD clients connected to a GrouplD server share ttsame
~ database.Hence, any change made to GroupID using the server or

25 | © Copyright Imanami Corporation 2021



Part 3 - GroupID Configuration Chapter 1 - Configuring GrouplID

any client are reflected in the Management Console of theerver
and all connected clients.

1 Configure new GrouplD10 Serverwith existing database 3- configures a
GrouplDserver that has itsown Data Service, but this Data Service uses
the configurations (paraphrase and database settings) of the Data
Service deployed for another GrouplID server inyour environment.

This option also configures the GrouplID Elasticsearch Servicas aslave
node to the master node for the Elasticsearch Service clustaonfigured
on the GrouplD server.

Follow the instructions in Configure a GrouplID servewith existing
databaseto configure a GrouplDserver with load balancing support.

How to Configure a GrouplD Server

Configuring a new GrouplD server involves:
1 A valid license for GroupID
Connection with GroupID Data Service and GrouplD Security Service
An encryption key to encrypt GroupID data
An SQL Server and database

= =4 =4 -2

Service accounts for GrouplD App Pool, scheduled jobs and Windows
services

To configure a new GrouplD server:

1. On the GrouplD Server Configuratiopage Figure 11), selectConfigure a
new GrouplD10 server on this machineto configure the GrouplD server on
the machine where GrouplD is currently being installed.

This also configures theGrouplD Elastisearch Serviceas a master node for
the Elasticsearch service cluster to support load balancing.

2. Click Next.
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Part 3 - GrouplD Configuration Chapter 1 - Configuring GroupID

¥ Imanami GrouplD Configuration Tool —iR
License

Please enter Group!D module license number(s) and key(s).

License

Number: | |

Key: | |

"I
G ro u p‘)yl &Paﬁmw Back | I

Figure 12: License page

3. Onthe Licensepage, enter a valid license number and key in thaespective
boxes. A valid license and key enable theNext button. If the Next button
remains disabled, check your entries for errors.

If you have licensed GrouplID by module,mpvide any one license here. To
enter another license, do one of the following:

1 After completing the GrouplD configurations, launch the Configuration
Tool from the Windows Start screen and proceed to enter another
license (Figure 26).

1 Launch GroplD Management Consolerun the Configuration Tool from
the Configuration node, and proceed to enter another license.

4. Click Next.
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Part 3 - GroupID Configuration Chapter 1 - Configuring GroupID

¥ Imanami GrouplD Configuration Tool - X

GrouplD services configuration

GrouplD requires GroupID data service application to communicate with SQL database. GrouplD also requires GrouplD
security service application to securely authenticate and authorize GrouplD communications.

For both these services, the GroupID Configuration tool will create a new website in 1IS. The Services application will be
created on port 4443, if available, or on a random port. Please view Advanced Options, if you want to provide a preferred port.

~  Advanced Options

1 GroupID

by imanami Back | | Next

Figure 13: Service Configuration page

GrouplDrequirestwo services:

1 GrouplD Data Service
This isa web-based service that GroupID uses to communicate with
Microsoft® SQL Server for storing and fetching datan the database

1 GrouplD Security Service
This is also a webbased service that GrouplID uses to:

A Authenticate and authorize users on dierent GroupID
functionalities in accordance with their roles.

A Encrypt and decrypt data that GroupID Data Service stores and
fetches from the SQL database.

To deploy these services, the Configuration dol creates and configures a
new website in IS with the name GraupIDSite10 By default it binds this
site to any of the available ports.However, if you have a different
preference, you can change the port.

Click Advanced Optionsand enter the port in the Port Numberbox.

5. Click Next.
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Security Settings

Please enter a passphrase to secure GrouplID Data.

Settings

Passphrase: l I

Confirm Passphrase: | I

Passphrase will be used to encrypt GrouplD Data. Changing the passphrase will restraint the access to data, formerly encrypted with the
old passphrase. It is highly recommended to store the passphrase at an alternate location.

"
G rou Ryle@ﬂ,any‘ Back | | Next

Figure 14: Security Settings page

6. On the Security Settingspage, enter an encryption key in thePassphrase
and Confirm Passphrasdoxes to secure GrouplD data.

GrouplID Data Service uses this key to encrypt and decrypt the data that it
stores in, and retrievesfrom, the SQL Server database.

OTE
Bo.

~~=". The passphrase must have at least eight characters.

If you are upgrading to GrouplD10 from a previous GrouplD
version, provide the encryption keyyou usedin that product; else,
you would not be able to upgrade.

Be sure to save this passphrase with you. Providing an incorrect
passphrase at any later point will result in the loss ofGroupID

data.

7. Click Next.
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Database settings

Please enter Microsoft SQL Database details which will be used by GroupID DataService for stering GrouplD configurations and
settings.

Settings

SQL Server: I | I.[

Authentication: | SQL Server Authentication v |

SQL Username: | l

SQL Password: | |

SQL Database: I Enter Database Name I'l Copy Database

4h No database settings found. Please enter database settings.

‘ N
G rou pbyléfgqm'y Back | | Next

Figure 15: Database Settings page

8. Inthe SQL Servetist, select the SQL Server to use with GrouplID.

If the required server does not appear in the list, make sure that th&QL
Server Browser servicés running on the SQL Server machine and then click
the Refresh® button.

9. In the Authentication list, select an authentication mode to be used when
connecting to the SQL Server database. Modes are:

1 SQL Server Authentication
To set SQL Server to work with GroupID usingn SQL Server
account.

For details, see SQL Authenticationin Appendix A

I Windows Authentication
To set SQL Server to work with GrouplDsing a Windows user
account.

For details, see Windows Authenticationin Appendix A
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10. Depending on the authentication mode selected, do the following:

I For SQL Server Authentication, enter the user name and password of
the selected SQL Server in th&QLUsernameand SQLPassword
boxes.

1 ForWindows Authentication provide the credentials of a domain
account or a Windows local account that GroupID will use to
connect with SQLServer. On clicking OK the system authenticates
with that account on SQL Server via Windows authentication.

11. Specify the SQL database to use fdGrouplD bydoing one of the following:

I Use an existing database click the SQL Database&lrop-down list to
get a list of all databases that reside on the selected server. Select
the required database to connect it to GrouplD.

1 Use a copy of an existing deabase- You may want to create a copy
of the database you used with the previous GrouplID version and use
the copied database withGroupID 10.

Select the required database from theSQL Database&rop-down list
and dick CopyDatabaseto create a copy of it.

Copy Database

Copy from:

| GID8new1234 ||
New database name:

| GIDBnew1234-Copyl |

Figure 16: Copy Database dialog box

The Copyfrom list displays the database you want to create a copy
of, while the New databasename box displays a name for the copy.
Click OK

1 Create a new database type the name of the new database in the
SQL Databasdox.

woTE Imanami recommends that you create a copy of the database you
: used with the previous GrouplD version and bind the copy with
GroupID 10.Refer toInstallation Casesfor more information.

For afresh GrouplDinstallation, createa new database.

12. Click Next.
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In case of a new database, a message displayedto inform that the
database does not exist. Clickresto create it.

Figure 17: Service Account Settings page

GrouplD enables you to specifthe service accounts to use for the GrouplD
app pool, scheduled jobs, andVindows services.

Services Service Account Description
GroupIDApp Pool Use a domain account or a Group Managed
Service Account (gMSA).

The account must be a member of the
Administrators group or both the Backup
Operators and IIS_IUSRS groups.

The account you specify will be usedo manage
the GroupID app pool in 1IS. GrouplD Dat
Service, Mobile Service, Security Service, and
the portals run under the app pool.

By default, a local account,GrouplDSSuselis
set for the GrouplD app pool, but youcannot
proceed unless you change it toa domain
account or gMSA.
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